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Agenda

What are we solving for?
What tools are available to us?

Design decisions at scale
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Where are your customers?

External Internal

Business to customer | Business to business Lines of business
Public traffic Both Private traffic
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Customers have broad needs at scale
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Diverse group of applications Multiple AWS VPCs

Lean network operations Traffic inspection requirements
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On-premises hosted services
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Inspection close to boundary



Why go beyond SG and NACLs for
network security?

‘ Business
A . compliance
Centralized
‘ . management
Diverse & control
: protocols at
Inspection at scale

application
layer

dws
-]



Network edge defense in depth

Combine AWS services to protect your workloads

Application VPC

Private subnet

0

\_/
@ ( r] €——— AWS Network Firewall €= ALB <~—
AWS Shield AWS WAF Internet gateway I:If)g
g Workload
Partner Firewall NLB
Amazon Route 53
Resolver
DNS firewall

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

N7




Network edge defense in depth

Combine AWS services to protect your workloads

Application VPC

@

AWS Shield

AWS WAF Internet gateway

@] €——— AWS Network Firewall €—
—_— e

Partner Firewall

Network ACL

Public subnet

Network ACL

Private subnet

o ALB
—

L_IL_lsez

5% SG 1

NLB

[

Workload

3

Amazon Route 53

Resolver
DNS firewall

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
N7




Network edge defense in depth

Combine AWS services to protect your workloads

Network ACL

Network ACL

Public subnet

Private subnet
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Partner Firewall NLB
Amazon Route 53 Amazon AWS VPC & TGW Amazon Traffic Amazon Route
Resolver CloudWatch CloudTrail Flow Logs GuardDuty Mirroring 53 Resolver
DNS firewall Query Logs
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AWS native firewall options comparison

Endpoint level
Subnet level (Amazon API Gateway, ALB,
Amazon CloudFront)

Where is the protection Amazon EC2

Route level, based on VPC routes .
instance level

applied?

All ingress/egress flows ﬂg\l,\l,sma%r:j;/n eeqcrliz S\fel
Which flows are All ingress/egress flows at perimeter of at instance level (SUID e Ingress only from internet to
protected? VPC (IGW, VGW, DX, VPN, VPC-VPC) (EC2-EC2, EC2-IGW, L API Gateway, ALB, CloudFront
SN subnet-DX)

Stateless/ACL L3 rules, stateful/L4
rules, IPS-IDS/L7 rules, FQDN filtering,
Features protocol detection, deep packet
inspection, large IP block/allow lists

IP; port; protocol; IP; port; protocol; Deep application layer filtering,
filtering filtering managed rules

Note — AWS Shield Advanced and Amazon Route53 Resolver DNS Firewall excluded as they are specific to domain resolution and DDoS attacks

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
N7



AWS native firewall options comparison

Where is the protection

applied? Route level, based on VPC routes

Which flows are All ingress/egress flows at perimeter of
protected? VPC (IGW, VGW, DX, VPN, VPC-VPC)

Stateless/ACL L3 rules, stateful/L4
rules, IPS-IDS/L7 rules, FQDN filtering,
Features protocol detection, deep packet
inspection, large IP block/allow lists

Note — AWS Shield Advanced and Amazon Route53 Resolver DNS Firewall excluded as they are specific to domain resolution and DDoS attacks
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Gateway Load Balancer

Internet gateway VPC
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Palo Alto - Cloud Next Gen Firewall for AWS
VPC @-
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Common use cases

Egress filtering Ingress filtering
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Related sessions

NET311 — Layered VPC security and inspection

SEC302 — AWS Network Firewall and DNS Firewall security in multi-VPC
architectures

SEC317 - Implementing traffic inspection capabilities at scale on AWS
NET321 — Choosing the right firewall for your hybrid network

SEC312 - Deploying egress traffic controls in production environments
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Thank you!

Marc Heil Anirudh Menon
marcheil@amazon.com amenon@amazon.com
marc-heil@LinkedIn menonanirudh@LinkedIn
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Please complete the session
survey in the mobile app



https://www.linkedin.com/in/marc-heil/
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