AWS

NOV. 28 - DEC. 2, 2022 | LAS VEGAS, NV l

e [Nvent




FSI1315

Build a capital markets data
hub with Amazon FinSpace

Vinny Saulys Tim Griesbach
Principal Solutions Architect Head of Product
Amazon FinSpace Amazon FinSpace
aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved

S—-~"7



Agenda

Data challenges for large enterprises
The data hub and a capital markets data hub
FinSpace as the capital markets data hub

Diving deeper
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Data challenges in a large enterprise

Many systems produce data that can be useful to analysis
= What is the right source and is it current?

= Data is often copied between systems

How to share analytic results (more data) with others in the enterprise
Point to point sharing is inefficient, and copied data can get stale

Companies are facing hybrid data challenges as well

Data is split across cloud and on-premises environments

Question: What data challenges are you facing today?
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Capital markets producers and consumers
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Solution: Data hub

Connects data producers (applications, processes, and teams) with data
consumers (other applications, processes, and teams)

Centralized data repository to allow seamless data connectivity

= Find the data you need with minimal effort

Reuse the data for numerous reasons

Hubs enable efficiency, scale, and agility
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48 This is not a technology, but an approach to more
effectively determine where, when, and for whom
data needs to be mediated, shared, and then linked
and/or persisted. A data hub is a logical
architecture which enables data sharing by
connecting producers of data (applications,
processes, and teams) with consumers of data (other
applications, process, and teams). Endpoints interact,
provisioning data into it or receiving data from it,
and the hub provides a point of mediation and
governance and visibility to how data is flowing
across the enterprise. 7

Gartner
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Connecting data producers and consumers
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Capital markets data hub

Focus on data consumption and production for capital markets customers
Key features:
- Connects data producers with data consumers

- Data vendors, API providers, including internal systems

- Data warehouses, data lakes, relational databases (on-premises and in cloud)

« Analytics: perform analyses and easily share results

 Scale and agility with capital markets data such as time series and related computation needs

- Governance and audit of all data (consumed and produced)

Question: What data or services (consuming or producing data) do you use?
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FinSpace: Capital markets data hub il
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Diving deeper: Where to next?

How we cataloged tables from databases and then used the data in FinSpace

= Solution outline
= Creating and populating the attribute set from the data collected from the source database

How the AWS Glue Data Connector works
= Roles for permissions, AWS Glue Data Catalog metadata pulled into FinSpace

How the GSFCD data connector works
= Where is the API key kept? How is the API initialized with the key?

How does data sharing work?

= What is done to enable the sharing to the account’s Lake Formation?
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Thank you!

Vinny Saulys Tim Griesbach
vssaulys@amazon.com awstim@amazon.com
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FinSpace overview
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Amazon FinSpace: Overview il

Data management and analytics service that reduces the time to organize,
prepare, and access data needed for financial analysis

- Instantly access data from a centralized data store

- Easily find and share data

« Prepare time series data at petabyte scale

- Perform historical point-in-time analysis

- Enforce your data access rules
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Amazon FinSpace: Architecture
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Blogs
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Blog posts: Amazon RedShift and Snowflake i

« Analyze daily trading activity using transaction data from Amazon Redshift in
Amazon FinSpace

« Making financial data accessible for analytics: How Amazon FinSpace can
integrate with Snowflake
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https://aws.amazon.com/blogs/industries/making-financial-data-accessible-for-analytics-how-amazon-finspace-can-integrate-with-snowflake/

Data connectors
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Populating producers in the catalog 10

1. Attribute sets capture data about a database source
= Database name, table name, and source type

2. Swept all tables in a database and recorded relevant information in catalog
= Example: positions_tb, portfolio_db, RedShift

3. When requesting data from source, API uses the metadata to load the relevant
driver and accesses the data from the correct table and database

See blog posts re: Amazon RedShift and Snowflake

We've now expanded and simplified with data connectors
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Data connectors to data producers il

« AWS Glue Data Provider: Supports AWS Glue and Lake Formation
« Goldman Sachs Financial Cloud for Data (GSFCD)

Configure and FinSpace does the rest

FinSpace » Environments » FinSpace-Demo-Env > Data providers
Data Providers

Data Providers (2) info

Goldman Sachs Financial Cloud for Data Add connector: |
Goldman Sachs Financial Cloud for Data A cloud-native financial data management and analytics solution that makes it —_—
easy to discover, organize, and analyze data consistently and at scale.Interact with market data, reference data,

research, and a variety of data products curated by Goldman Sachs and mapped to a unified data model. Seamlessly

access intraday and end-of-day data across asset classes — constructed with precision and granularity based on the

same models that Goldman Sachs’ trading desks leverage.

Glue Data Provider Add connector
The Data Lake Provider enables access from your Amazon FinSpace environment to tables registered in a Glue or Lake ————
Formation Data Lake. Tables from your data lake are populated in the FinSpace catalog as datasets that represent

tables tables in your data lake and you can directly access the underlying data in your S3 data lake from the Amazon

FinSpace Spark backed Notebooks.
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AWS Glue Data connector

TwoO sources
= AWS Glue

= Lake Formation

Easily set up from the console

Sources are read-only from FinSpace

System syncs source tables to FinSpace datasets

Further describe datasets in FinSpace

Search and locate datasets from FinSpace

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Goldman Sachs Financial Cloud for Data

« Announced at re:Invent 2021

- Easy set up from console
= Provide your GSFCD API key

 Catalog kept in sync with available data

-
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FinSpace > Data providers > Create connector

Step 1
Add connector details

Add connector details

This Is the information specific to the new connector you will create.

Details info

Complete the following information to begin the process

Environment

FinSpace-Demo-Env

Data provider

Goldman Sachs Financial Cloud for Data

Connector name

superuser@amazon.com

Scheduled runs

Select to autorr

(® A run will only occur when manually triggered from the console.

Cancel



FinSpace data sharing

« FinSpace as data producer to other consumers
- Data consumers: Lake Formation

- Enables analytics such as Amazon RedShift Spectrum, Amazon Athena, and
Amazon QuickSight

- Enabled as a service request, shares to the account’'s Lake Formation instance

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Data connectors setup
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AWS Glue connector screenshots

FinSpace > Data providers » Create connector

Step 1

Add connector details i«

This is the information specific to the new connector you will create.

Add connector details

Details o

Complete the following information to begin the process

Environment

FinSpace-Demo-Env
Step 4

Data provider

Glue Data Provider

Connector name

Connector name is also used for the FinSpace permission group name
Connector name

Superuser account

FinSpace Superuser account that connector will run as
superuser@amazon.com

Scheduled runs

Select to automatically run a data connector daily at 00:00 UTC.

(3 A run will only occur when manually triggered from the console.

Cancel

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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AWS Glue connector screenshots

FinSpace Data providers Create connector

ep 1

Select authentication mode .«

This s the information specific to the new connector you will create.

Add connector details

tep 2

Select authentication mode 1
Details info

Complete th . g infor n to determine the next steps.

Select authentication mode

Select the ac alidation method your connector will use.
O Glue policy document

Lake Formation

Additional Details infe

Complete the following information to complete a curated form.

Catalog ID

can modify this

Previous |
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AWS Glue connector screenshots

aws
~—

FinSpace ) Data providers > Create connector

Step 1

Add connector details

Step 2

Select authentication mode

Step 3

Select customer IAM role

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Select customer IAM role ..«

A customer IAM role s a prerequisite to creating a connector.

Details info

You can select an existing customer IAM role or use the dropdown to create a new customer IAM role.

Customer role ARN
Customer role ARN description

B R SIS N R i A

Cancel Previous




AWS Glue connector screenshots

FinSpace Data provider: Create connector

] Edit Glue and S3 policy w

Add connector details
Updates to the Glue and S3 policy are prerequisites to creating a connector.

Step 2

Select authentication mode Glue access policy

Step 3

Select customer IAM role 1. Enter the information into the fields provided (this attribute will be updated in the code block automatically).

2. Copy the code block using the butten provided.

3. Use the link button top open the form in a new tab. Follow the steps in the form and once complete, return back to this tab. Note: If the
Catalog ID provided Is different than the Account ID, open a new incognito tab to log into the appropriate account and update the
information.

Step 4
Edit Glue and 53 policy

Table name

Database name

marketdata

Glue policy code

{
"Version": 12-10-17",
"Statement”: [

I
1

"Effect": "Allow",
"Principal": {
UAWS": [
"arn:aws:iam::

b,

"Action": "glue:Get*",

"Resource": [
"arn:aws:glue:us-east-1: GRS table/marketdata/*",
"arn:aws:glue:us-east-1: SNSRI datobase/marketdata”,
"arn:aws:glue:us-east-1: RNSHGENNE: catalog"

Copy code H Go to Glue policy form [

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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AWS Glue connector screenshots

S3 bucket policy

1. Enter the information into the fields provided (this attribute will be updated in the code block automatically).

2. Copy the code block using the button provided.

3. Use the link button to open to the form in a new tab. Follow the steps in the form and once complete, return back to this tab. Note: If the
Catalog ID provided is different than the Account ID, open a new incognito tab to log into the appropriate account and update the
information.

Bucket name

marketdata-123456

Top level S3 path

53 policy code

{
"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",
"Principal": {
UAWS": [
"arn:aws:iam: : GENONUENIENE : role/FinSpaceGlue"

S
"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::marketdata-123456"

"Effect": "Allow",
"Principal": {
UAWS": [
"arn:aws:iam: : SEESOMEENNEE : role/FinSpaceGlue”

b
"Action": "s3:GetObject"
"Resource": "arn:aws:s3:::marketdata-123456/*"

Copy code | | Go to S3 console [F

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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AWS Glue connector notes

« Allow FinSpace to query AWS Glue Data Catalog
= Trust policy allows FinSpace principal to query catalog
= Specifically allow ‘get’ for specific database(s) and table(s)
= Can wildcard the tables
« Grant access to Amazon S3 data
= Amazon S3 policy grants FinSpace principal access to bucket
= Actions: GetObject and ListBucket
= Location of table data of the AWS Glue Data Catalog

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Lake Formation connector screenshots

aws
~—

FinSpace Data providers

Step 1

Add connector details

Create connector

Add connector details i«

This is the information specific to the new connector you will create.

Details info

Complete the fol informa to begin the

Environment

FinSpace-Demo-Env

Data provider

Glue Data Provider

Connector name

LFConnector

Superuser account
FinSpace Superuser account that con or will run as
superuser@amazon.com

Scheduled runs
to autor run ata co r daily at 00:00 UTC.

(® A run will only occur when manually triggered from the console.

Cancel

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Lake Formation connector screenshots

aws
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FinSpace > Data providers > Create connector

Step 1

Select authentication mode .«

Add connector details

This Is the information specific to the new connector you will create.

Step 2

Select authentication mode Details info

Complete the following information to determine the next steps

Select authentication mode

Select the validation method your connector will use.
Glue policy document
(©) Lake Formation

FinSpace > Data providers » Create connector

Step 1

Select customer IAM role ..«

A customer IAM role is a prerequisite to creating a connector.

Add connector details

Select authentication mode

Details info

You can select an existing customer IAM role or use the dropdown to create a new customer IAM role.

Step 3

Select customer IAM role
Customer role ARN

ARN description

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Cancel

Previous

Previous
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Lake Formation connector screenshots ’ﬂﬁ

aws
~—

FinSpace > Data providers » Create connector

Step 1

Add connector details

Step 2
Select authentication mode

Review and create

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Review and create .«

Review the information you have entered. A connector will be created upon completion of this step.

Step 1: Add connector details

Details

Environment
FinSpace-Demo-Env

Data provider
Glue Data Provider

Connector name
LFConnector

Superuser account
superuser@amazon.com

Scheduled runs
off

Step 2: Select authentication mode

Details

Access type
Lake Formation

Step 3: Select customer IAM role

Details

Customer IAM role

arn:aws:iam:: CRNAMTRIANANE FinSpaceGlue



GSFCD connector screenshots: Step 1

FinSpace » Data providers » Create connector

Step 1

Add connector details .+

This is the information specific to the new connector you will create.

Add connector details

Details info

Complete the fi nforma to begin the

Environment
~ FinSpace-Demo-Env
Step 4

Data provider

Goldman Sachs Financial Cloud for Data

Connector name

Connector nar d for the FinS;
GSFCDConnector

Superuser account

FinSpace Superuse count that connector will run as
superuser@amazon.com

Scheduled runs
to automati s run a data connector daily at 00:00 UTC.

(O A run will only occur when manually triggered from the console.

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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GSFCD connector screenshots: Step 2 an

FinSpace ) Data providers » Create connector
o Select secret name

A secret name is a prerequisite to creating a connector.

Add connector details

Step 2

Select secret name Details info

You can select an existing secret name or use the dTODdOWI’I to create a new secret

Secret name

I Goldman_Cloud v
Step 4

Cancel ‘ Previous

FinSpace ) Data providers ) Create connector

Step 1

Select customer IAM role .«

A customer IAM role is a prerequisite to creating a connector.

Add connector details

Step 2

Select secret name i
Details info

You can select an existing customer IAM role or use the dropdown to create a new customer IAM role.
Step 3

Select customer IAM role
Customer role ARN

Customer role ARN description

arn:aws:iam::GeYASESNSE:role/GSRole v |

Cancel ‘ Previous

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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GSFCD connector screenshots: Step 4

FinSpace > Data providers > Create connector

op 1
Add connector details

Review and create

Review the information you have entered. A connector will be created upon completion of this step.

Step 1: Add connector details

Select customer IAM role Details

Step 4

Environment

Review and create FinSpace-Demo-Env

Data provider
Goldman Sachs Financial Cloud for Data

Connector name
GSFCDConnector

Superuser account
superuser@amazon.com

Scheduled runs
off

Step 2: Select secret name

Details

Secret name
Goldman_Cloud

Step 3: Select customer 1AM role

Details

Customer |IAM role

arn:aws:iam: HENEINERERMNENE GSRole

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Data connectors notes
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Lake Formation connector notes @

- Underlying Amazon S3 location of Lake Formation is registered as a Lake
Formation data lake location

= AWS Documentation

- Underlying Amazon S3 data lake location is registered with the non-default role

= AWS Documentation

- Enable external data filtering on Lake Formation

= Add the FinSpace customer account as an allowed account and “finspace” as an allowed tag

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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https://docs.aws.amazon.com/lake-formation/latest/dg/register-location.html
https://docs.aws.amazon.com/lake-formation/latest/dg/registration-role.html

Data lake connector notes il

- Permission group is created, name founded on the connector name
= Format: “<Connector Name> Group”

= Example: DataLakeConnectorOne creates the group “DataLakeConnectorOne Group”

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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GSFCD connector: Notes il

« AWS Secrets Manager holds the API keys

= Key has client id and secret (2 values)

- Connector uses role to access secret

= Create policy, attach role to policy

- FinSpace permission group is created, name founded on the connector name
= Format: “<Connector Name> Group”

= Example: GSConnectorOne creates the group “GSConnectorOne Group”

- Grant access to data from GSFCD by adding users to the group

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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GSFCD connector: Policy

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "secretsmanager:GetSecretvalue",
"Resource": "arn:aws:secretsmanager:us-east-1:123456789012:secret:0ct2022Secret-Yph8th"
}s
{
"Effect": "Allow",
"Action": "kms:Decrypt",
"Resource": "arn:aws:kms:us-east-1:123456789012:key/1b3dd08d-a956-4d25-8969-85c47ae3650e"
}
]
}
aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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AWS services used by FinSpace

Amazon FinSpace

Amazon Virtual Private Cloud (VPC)
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