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Fidelity’s Tech Journey

Fidelity Management & Research 

Company founded

Fidelity purchases first computer

Fidelity becomes an internet pioneer 

as first mutual fund to create a 

home page

Fidelity’s first 

product application 

deployed to the cloud

1965 

1946

1995 

2016 

Fidelity launches multi-cloud hybrid strategy2019 

Today
5,700+ applications on public cloud 
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Fidelity order management systems

• Migration from legacy to public cloud

▪ Capacity constraints

▪ Modern technologies

▪ Architecture changes for 
horizontal scaling

▪ Trading landscape 

• Cultural journey from legacy to 
public cloud

J O U R N E Y  T O  T H E  C L O U D
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Catalyst for cloud migration

• Speed to market

• Legacy costs

▪ Hardware and licensing

▪ Real estate

▪ Power

▪ Staffing

• Scalability to support volume 
fluctuation 
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Retail order volumes
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New peak

Historic high
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Evolving the culture

Development team

Cloud certifications and training paths

Software-defined scaling

Shorter release cycles, smaller builds

Chaos testing

Hypothesis-first designs

Prediction and observation 

Software resiliency

CI/CD

Security verification, 

testing, and initial validation

Low-touch deployments

Rapid deployment



© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Challenges

Legacy technology 

in 2020s

Transition between 

public cloud 

and legacy

Multi-Region
Loss of control of 

hardware changes
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Technology components

Data stores
Logging & 
visibility

Enhanced 
test tools

Middleware 
& messaging

Languages
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Order high-level architecture
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Platform resiliency architecture
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Legacy to AWS comparison

• Legacy versus cloud since 
production go live

• Cloud is taking a significant 
amount of retail equity order 
flow away from legacy systems

Legacy vs. cloud

equity order flow
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Cloud platforms at Fidelity

Fidelity Management & Research 

Company founded

Fidelity purchases first computer

Fidelity becomes an internet pioneer 

as first mutual fund to create a 

home page

Fidelity’s first 

product application 

deployed to the cloud

1965 

1946

1995 

2016 

Fidelity launches multi-cloud hybrid strategy2019 

Today
5,700+ applications on public cloud 
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Fidelity’s cloud platform

1

5

APPLICATION

Enable coherent view of 

application, its interfaces,

and data managed

TALENT

Optimize and unify the 

workforce through training 

and upskilling to future 

modern technology roles

FOUNDATION 

Develop and execute platform 

foundation around standards, 

security, compliance, 

engineering, and operation 

policies

FINANCIAL 

Drive financial accountability 

through robust FinOps

practice, usage of open 

source and cloud standards

EXPERIENCE

Enhance developer experience 

through common self-service 

automation, APIs, and pipelines

(Open source)

Fidelity platform

Zero platform maintenance Common identity across all 

systems

AI base FinOps and cost 

management platform

Modern multi-cloud continuous 

integration and deployment 

Open-source focus

Analytics platform Premium support 

Built in security and compliance Modern integrated UI 

Machine learning 

prediction capabilities
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The platform of platforms

Platform 
management 

Cloud resource 
optimization

Cloud resources 
FinOps  

Tenancy 
management 

Application 
management

Integrated security 
and compliance

Routing and 
discovery

Continuance 
delivery

Cloud services 
integration

Backend services 
integration 

Observability 
Open/inner sources 

culture

Access

control

Capability 
manager

Automated 
SRE

App 
onboarding

Operations CI/CD

Core and 

common 

platforms

Fidelity 

Kubernetes 

program

Business 

platforms

API
Event 

streaming 
Observability Low code 

Developer 
experience

Software 
delivery 
pipelines

Customer 
authentication

Identity 
frameworks/
management

Cloud native 
databases

Caching
Chaos 

engineering
ML/data

Application 
management 

platforms

Amazon Elastic 

Kubernetes Service 

(Amazon EKS)

Trade Mobile Fid.com NetBenefits Crypto Others
Many 
others

AWS Managed

Services (AMS) Open source

Inner 
Source

Managed 
Service
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KConnect
https://github.com/fidelity/kconnect

Kraan
https://github.com/fidelity/kraan

Connect Automate Manage

Theliv
https://github.com/fidelity/theliv/

Fidelity open-source container program

Fleet management

•Provision

•Upgrades/rehydration

•Operator hub

•Security 

SRE

•Automation

•Observability

•Chaos

Application 
management

•Onboarding

•Multi-tenancy

•FinOps

Application experience

•Secret

•Certificate

•Routing

https://github.com/fidelity/kconnect
https://github.com/fidelity/kraan
https://github.com/fidelity/theliv/
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EKS Foundation

Region 1

EKS Cluster

Pod Pod Pod

Namespace 1

Pod Pod Pod

Namespace 2
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Cluster Mgmt Namespace

HPA Cert Mgmt

Node 1 Node 2

AGS

Node 3

Availability Zone 1 Availability Zone 2 Availability Zone 3

Amazon Route 53

Load Balancer

Region 2

EKS Cluster

Pod Pod Pod

Namespace 1

Pod Pod Pod
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Cluster Mgmt Namespace

HPA Cert Mgmt

Node 1 Node 2

ASG
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Availability Zone 1 Availability Zone 2 Availability Zone 3

Load Balancer
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Developer experience 



© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Modern software development cycle

Write code

Commit

Build Test
Deploy to 

lower envs.
Test

Approve 

prod 

deploy

Gates

verify

Continuous integration (CI) Continuous delivery (CD) non-prod CD prod

Promote

release bundle

Deploy & release

Evidence store

Publish

artifact
Cloud

Pipeline

catalog

Approved

pipeline

template

1: SOURCE CODE 2: BUILD 3: SECURITY ANALYSIS 4: TEST 5: PRODUCTION

Pipeline intelligence

ALM onboard
IAC 

linting
Developer
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FinOps practice

Ensure that our cost data 

is believable, visible, 

and consumable

Establish consistent financial 

controls, processes, and 

measurements

Increase the value of the 

purchased cloud service 

products

Only utilize what we 

need when we need it

Empower product 

teams to manage cost 

and workload 

Related re:Invent session

GEO023 – Building a cost-effective & scalable autonomous driving application
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Related re:Invent sessions

COP212 – Leadership panel discussion: Monitoring and observability on AWS

AIM205 – Fidelity elevates developer operations with ML-powered insights

Metrics Traces Logs

Standard producers format

Standard open-source collectors

Fidelity observability pipeline

TracesMetrics Logs

Compute
Network
Storage
OS

Containers
API
Middleware
Security

Hybrid
On-premises
SaaS

Observability platform

Cloud base elasticity & resiliency

Observability IaaS and storage

Platinum 

Gold

Silver

PROD

DEV

Data layer

Priority-application tiers

Dynamic workload management 

MLOps

Dashboards

Data lake

Data producers 

Traces

Observability, modernization, and scale

Amazon S3
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Cloud native data patterns

• RDBMS

▪ Stood up our custom database

▪ For static data and reporting

• Dynamo DB

▪ Global replication and hot-hot

▪ Allowed apps to scale to many multiples 
of order volume​

▪ Increased throughput while keeping 
latencies constant​

▪ Write-behind all trading data to RDBMS

Related re:Invent session

DAT213 – How Fidelity Investments and Reltio modernized with Amazon DynamoDB
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Application

SREPlatform

Security

Work together! 
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Thank you!

Please complete the session 
survey in the mobile app

Amr Abdelhalem

Amr.Abdelhalem@fmr.com

Louis Mancini

Louis.mancini@fmr.com

Jeremiah O’Connor

ojeremia@amazon.com


