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Agenda

« What are AWS Local Zones?
- AWS supported services

« Why we built them?

- How it works?

« Customer use cases
« QXA
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Cloud continuum - Extending the AWS Cloud

DELIVERING CLOUD ANYWHERE CUSTOMERS NEED IT

Global ' Metro center edge \ Operator 5G edge ' On-premises edge ' Smart devices edge Rugged edge
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AWS Regions / AWS Local Zones,,/" ,
30 (+5) / 25 (+27) 28 65 countries and

territories

~
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Same infrastructure, services, APlIs, and tools for a consistent experience
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Services available in Local Zones

Amazon ECS

Amazon EKS

AWS Direct Connect
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Amazon FSx* FSX Amazon VPC
RUN AWS I
SERVICES CLOSERTO
- END USERS @ _
=) &3 Amazon GameLift*
¥ /

N
Amazon RDS* \

Elastic Load Balancing (ELB)*

ahe Ce
)

Amazon ElastiCache*

Amazon EMR*

* Some services only available in select Local Zones
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Regional services fully integrated

Amazon ECS
Amazon EBS Amazon EKS
RN N\
Y ¢
Amazon EC2 @ ¢ AWS Direct Connect
| | Cm
« FSX
Amazon FSx RUN AWS [ ] Amazon VPC
. SERVICES CLOSER @
TO END USERS

;; Q9 Amazon GamelLift*
¥ 2 4

Elastic Load Balancing (ELB)*
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AWS Amazon Amazon Amazon S3 Amazon
CloudTrail CloudFormation  EC2 Auto Scaling CloudWatch DynamoDB
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Why Local Zones?
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AWS global infrastructure

30 geographical Regions

96 Availability Zones

4710+ rors
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Unique challenges for some customers
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Challenges Solutions today Customer feedback
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Low-latency workloads g 8

| S

=5 Self-managed AWS services even

Data residency GomnIEy closer to end users

or data sources
Costly
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AWS Local Zones

Bring compute
closer to users
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Where are Local Zones?
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How do Local Zones work?
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How it works

@ - b o

AWS Local Zones Optinto AWS Local Extend your )
Zones location from Amazon VPC to the Build and run your
console or APl endpoint AWS Local Zone l(‘)w—l.aten.cy
applications in the
AWS Local Zone
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Opt in to Local Zones from console or
APl endpoint

ECZ > Settings
EB5 encryption Default credit specification EC2Z Serial Console Console experiments
(@) Switch regions to manage Zones for a different region.Currently showing AWS Region Asia Pacific (Mumbai).

Local Zones
All Local Zones for AWS Region, Asia Pacific (Mumbai).

India (Delhi) - ap-south-1-del-1 s ‘ C H Manage

Zones Status

ap-south-1-del-1a (aps1-del1-az1) (® Disa
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AWS Local Zones in console

dWws
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Service health ‘ @] ‘ ‘ AWS Health Dashboard [

Region
Asla Pacific (Mumbai)

Status

() This service is operating normally

Zones

Zone name Zone ID

ap-south-1a apsi-azl
ap-south-1b aps1-az3
ap-south-1c apsl1-az2

ap-south-1-del-1a aps1-del1-az1

Enable additional Zones
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AWS Local Zones — API/CLI experience

> aws ec2 describe-availability-zones --all-availability-zones --region ap-south-1

{
"AvailabilityZones": [

{

"ZoneName": "ap-south-1-del-1a",
"Zoneld": "aps1-del1-az1",

"ZoneType": "local-zone",

"GroupName": "ap-south-1-del-1",

"State": "available",

"OptInStatus": "opted-in",

"Messages": [],

"NetworkBorderGroup": "ap-south-1-del-1",

"RegionName": "ap-south-1",

"ParentZoneName": " ap-south-1c",
"ParentZoneld": "aps1-az3"
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Extend your VPC to AWS Local Zones

Subnet 1 0of 1

Subnet name
Create vith a Mame' and a value that you sf
my-delhi-lz-subnet

The na

Availability Zone info

Ch 1 which your s

Mo preference

Mo preference

Asla Pacific (Mumbai) ap-south-1
ID: aps1-azl B . h-1

Asla Pacific (Mumbai) ap-south-1
ID: aps1-az3  Ne k s

India (Delhi) / ap-so 1-del-1a ap-south-1-del-1
ID: aps1-del1-az1 { rder g th=1-del-1

Add new tag |

can add 49

‘ Remove |

‘ Add new subnet |
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Launch EC2 instance in Loca

¥ Network settings info ¥ Summary

VPC - required Info Number of instances Info

(default) o C 1

Subnet info Software Image (AMI)

No preference C (Create new subnet Amazon Linux 2 Kernel 5.10 AMI...read more
E ami-01216e7612243e0ef
Q|

No preference Virtual server type (instance type)

¢5.2xlarge

lability Zone: ap-south-1-del-1a ) )
Firewall (security group)
specific traffic to reach your _
New security group

lability Zone: ap-south-1a
Storage (volumes)
1 volume(s) - 8 GIB

lakility Zone: ap-south-1c

launch-wizard-1 @ Free tier: In your first year includes 750 X

This security group will be added to all network interfaces. The name can't be edited after the security group is created. Max length is hours of t2.micro (ar t3.micro in the

255 characters. Valid characters: a-z, A-Z, 0-9, spaces, and ._-:/()# @[] +=&;{}'%* Regions in which t2.micro is unavailable)
. R instance usage on free tier AMIs per
Description - required Info maonth, 30 GiB of EBS storage, 2 million
launch-wizard-1 created 2022-1 105, 1 GB of snapshots, and 100 GB of

bandwidth to the internet.

Inbound security groups rules

v Security group rule 1 (TCP, 22, 0.0.0.0/0)
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Launch EC2 instance in Local Zones

Q

Instance ID = X ‘ | Clear filters |

Instance ID Instance state Instance type Status check Alarm status

® Running &G c5.2xlarge No alarms -
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ap-south-1-del-1a

Instances (1/1) info ‘ & H Connect || Instance state ¥ H Actions ¥
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Why and how are customers
using Local Zones?
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1. Latency 2. Regulatory

Multiple locations Select locations
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1. Latency

Multiple locations

wireless ¥ Norton
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Select locations

Hybrid migration

2. Regulatory

Data residency

FANDUEL

STREET



NortonLifeLock use case

Lei Gu

Senior Technical Director/Architect
NortonLifeLock

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved
)



Norton Secure VPN

NortonLifeLock, the largest cyber safety/consumer protection company
Norton Secure VPN part of Norton 360 suite, also a standalone product

Tens of millions of customers

Millions of daily active users
- Thousand of edge VPN servers
- On a daily basis, petabytes of data transferred through AWS network
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Prior to AWS migration

VPN server deployment User experience

Bare metal server
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Prior to AWS migration

Engineer at 9 AM team standup 2 AM - Server is down

5 AM - Server is down
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After AWS migration

VPN server deployment User experience
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After AWS migration
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Growth after AWS migration

VPN Stats

250.00%
Monthly Data Transfer

200.00%

Daily Active Users

150.00%

Monthly Active Users

100.00%

Cost per GB Transfer

Mar-21 Apr-21 May-21 Jun-21 Jul-21 Aug-21 Sep-21 Oct-21 Nov-21 Dec-21 Jan-22 Feb-22 Mar-22 Apr-22 May-22 Jun-22 Jul-22 Aug-22

Monthly Data Transfer Month Active Users Daily Active Users Cost per GB Transfer
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Why should you consider Local Zones?

Improve user experience
@ Latency to edge and to content provider
@ Initial connection time
® Upload and download speed

(v Shortest and quickest path to enter AWS
network
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Boost third-party reviews
& Latency
@ Initial connection time
(v Upload and download speed
& Number of regions

Server count
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Why Local Zones are the perfect solution

Place edge servers closer to customers
- Shortest and quickest path to enter AWS network
Require compute and network only
Metrics and logging fully integrated with Amazon CloudWatch

Existing monitoring dashboard and alert continue to work
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Local Zones vs. regional deployment

Local Zones

- Edge servers

« End-user stats collectors

- Traffic redirectors (to closest edge server)

dWws
~—
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Regional zone

Serverless microservices
Managed services
Data stores

Analytics ingestion



Lessons learned

Configuration

dWws
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Automate Local Zone creation and
configuration

Plan subnet ranges carefully
Don’t run out of subnet IPs
Check for bugs related to region count

Leave room for future growth

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Deployment

Ready for heterogeneous instance types

Anticipate ununiform instance creation
experience

Performance benchmarking based on
new instance types

Capacity planning with your AWS
account team

Be patient and work with support



After rolling out Local Zones

. . Median Latency Median Distance
Client Region
Improvement Improvement
cO 63.04% 5.99%
FL 50.49% 73.47%
IL 54.31% 90.50%
MA 49.24% 94.62%

Overall 20% improvement in download speed
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1. Latency

Multiple locations

Distributed edge
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Select locations

b Baptist
Health

NETFLIX

2. Regulatory

Data residency

FANDUEL

STREET



BHSF use case

Deepu Kumar

Vice President and Chief Technology Officer
Baptist Health South Florida
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BHSF - Who we are

Baptist Health South Florida

J
> )\‘- /n' -
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BHSF - Cloud journey

=
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Why Local Zones?

® © 1 @

Mission-critical Research studies Sub-millisecond Data-intensive
healthcare apps latency needs applications

Miami is local for Baptist Health South Florida

Applications with low-latency response time

Data residency and local data processing

Same ease of AWS core services and developer experience

AWS Local Zones

Secure and fast integration with AWS East Regions

Pay-as-you-go pricing and AWS Savings Plans extension
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BHSF - Cloud journey

Baptist Health - Miami Local Zone

)

2ms latency

ALALA,

Equlnlx E. La(ency

Miami Lyree” Sensitive
' Application

Baptist t Connect Virtual Private
Health tin Direct Connect Gatdway
. Gateway

Direct Connect

@ D

Direct Connect Transit Gateway
Gateway
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Benefits of Local Zones

aws

© 2022, Amazon Web Services, Inc. or its affiliates. All rights r




Local Zones - Use cases

dWws
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EEG, LTM, ICU, sleep, and research studies

« 80 TB - Infrequent use
« 10 TB - Live data
* Video streams captured by devices

« Doctors play back (20x speed) to monitor

1 Gbps throughput

Liver and tumor segmentation

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Mammography information system

AWS Local Zone Miami




AWS services and features used in Local Zones

3
< Y

Terraform

| |
Storage @
[ 3 ®

AWS Foundational Services

IAM role AWS CloudTrail
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1. Latency

Multiple locations

d:ish wireless V¥ Norton
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Select locations

Baptist
Health

C minoeopy. NETFLIX

2. Regulatory




Data residency use cases
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Residency

Where regulations dictate that data and
infrastructure reside in specific countries

Where contracts specify where
applications are deployed

Where enterprises are not ready to move
to AWS Regions for information security
or other reasons
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Accelerate expansion while meeting

data residency requirements

The challenge

Rapidly expand to approved locations in the United States while adhering
to strict data residency requirements and delivering an excellent
customer experience.

Solution

Migrated betting platforms from OpenStack and VMware to AWS Local
Zones. Offloaded day-to-day infrastructure and hardware management
to AWS and let engineers focus on building apps that delight customers.
Worked with state regulators to understand data residency requirements
and deliver a compliant product.

Business outcome

Increased overall productivity

Decreased time to market

Reduced latency

Realized operational savings by spending less time managing
infrastructure

Compliant with state regulations for data residency
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Architecting for higher availability

3 h

AWS Region AWS Outposts
Nearby L _ Self-hosted or
S~ _-" co-location data center
| . *
e AWS Local Zone ST iﬂ
AWS Local Zone On-premises
Nearby metro data center

or same metro, if available

Care must be taken when engineering to meet data residency and fault domain considerations
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Thank you!

[waeres] Please complete the session
'8

survey in the mobile app
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