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Private mobile network connectivity drivers

.‘} &, ,% Dedicated network capacity for enterprise wireless networks

—3 | N
8] Extended coverage over large areas or a combination of
1% - indoor and outdoor coverage for seamless mobility
® &l lgl Ak
Critical workloads that require network security and network
t& quality of service levels across specific industries
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Deploying a private mobile network

with legacy approaches is hard

Upfront designing
and planning,
often for peak
capacity

Integration of
hardware and
software components
procured from
multiple vendors
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IT integration

for device
authentication and
security policies
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alill

High upfront
costs and
opaque
licensing and
pricing models

Difficult to
scale as
network traffic
needs change
or grow



Simplifying private
mobile networks

AWS Private 5G

Set up and scale a private mobile
network at your facility — shrinking
months of complex planning and
integrations down to days




AWS Private 5G

Managed service
With preintegrated hardware and
software, and an out of the box
experience

Operates in shared spectrum
No need for license

No per device charges
Pay for the coverage and capacity
you need, not the number of
devices you connect

B33 On-demand network scaling
For expanding coverage or
connecting additional devices
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AWS Private 5G

AWS control plane

- Self-serve, hassle-free ordering using the AWS Console or APIs

AWS provided hardware and software
« Pre-provisioned radio units and SIMs
- Automated infrastructure provisioning and mobile core deployment and configuration

« Radio unit (RU) registration with Spectrum Access System

AWS managed software updates and maintenance
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How Private 5G works
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AWS Private 5G resources

Network is a logical construct and includes a collection of Network Sites and SIMs that are registered
with that Network.

Network Site represents the physical location, and is a collection of radio units (RUs) and a Mobile
Core for those RUs .

Network Resources include RUs and Device Identifiers (i.e., SIMs). RUs require internet
connectivity to the AWS Region and SIMs go in the end-user equipment.
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How Private 5G works

Create a Network and
a Network Site

o———

==

Select location

Understand networking
and power requirements
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Create an Order

Order a network based on your
coverage and capacity needs.

Start small and expand on-
demand.

Hardware delivered tc

Plug it into power

Provide internet connectivity to RUs
Register RUs for spectrum grant
Insert SIMs in your end-devices



How Private 5G works

Private mobile network
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Withstanding failures

AWS Private 5G components within the
Region are redundant

AWS will update firmware or ship a
replacement if there are hardware
defects

Customers plan where RUs are installed
to account for spare or overlapping
coverage (with an option to work with
partners available through the AWS
Marketplace)
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Private mobile network

| Devices with AWS  AWS Private 5G Radio

provided SIMs

Units (RUs)

AWS Private 5G

i
Network control

and data plane
(Mobile Core)

ks
RU management
plane

»| (Configuration and updates)

.

Service control
plane (Order,
activate, monitor)




Managing network security

|dentity-centric trust fundamental to cellular technology

- SIM-based authentication to restrict network access to authorized
devices or users

SIMs in AWS Private 5G as AWS Identity and Access Management (IAM)
resource

- for APl-invocation access permissions, for example, “deactivate SIMs”

Network-centric trust using AWS tools such as Amazon Virtual
Private Cloud (VPQ)

« isolate user traffic for each customer’s network
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Managing network security

Private mobile network

Devices with
AWS-provided SIMs

r
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AWS Private 5G
Radio Units (RUs)

Network control
and data plane
(Mobile Core)

v

RU management
plane
(Configuration and updates)

Service control
plane (Order,
activate, monitor)




Use cases
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Common AWS Private 5G uses

Lo Extended coverage and seamless mobility for surveillance
%T@ cameras, inventory scanners, and handhelds in environments
S like warehouses, airport tarmacs, construction sites, garages,

‘s.ﬂ‘s ‘QI or shipping yards
NSNS

H Seasonal wireless networks for point of sale, kiosks, and other
[ ] Q. .0 0 9
@ HH connectivity at corporate or sporting events, graduation
@ A ceremonies, and natural disasters
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Networking with AWS Private 5G

Private mobile network

N T i AWS Private 5G
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Customer story
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Where Wi-fi presents challenges

h Access with shared username and password

Inconsistent performance transitioning indoors to outdoors

g Competition between devices and network resources for airtime
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Why AWS Private 5G?

O 4

Security Agility
allows only enables just in-
authorized time deployments
devices to with ease of
connect, no ordering and

shared credentials setup, and out of
the box

configuration
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Scalability

ability to adapt private netwc
the network with dedicated
based on event bandwidth
demands and ensures reliable
device performance for
requirements diverse end

applications
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Ordering

aws
p—

Create network .

Provide a name for your network and site. You cannot change the name of the network or the site after you create them.

Network information
A private mobile network at your on-premises facility that's managed by AWS.

Network name
You cannot change the network name after you create it.

relnvent22

The field network name can have up 64 characters. Valid character:
Network description - optional

Network for Seattle office.

The field network description can have up to 100 characters.

Site information

A site is the physical location where you set up and operate your network

Site name
You cannot change the site name after you create it.

relnvent

The field site name can have up 64 characters. \ a-z, A-Z, 0-9, and - (hyphen)
Site description - optional

Site covering 35th floor office area.

The field site description can have up to 100 characters.

Availability Zone

us-east-1b

You cannot change the Availability Zone after you create the site.

Cancel
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Ordering

a\wls, 252 Services S ] @ Q ® Oregon ¥ Admin/sebrian-Isengard @ 4662-7609-3501 ¥

@ Direct Connect

AWS Private 5G > Networks » Network: relnvent22 ) Site: relnvent22 » Update plan

Update plan i

Enter new plan configuration, shipping address and confirm the costs.

Plan configuration

Order radio units and ds fo

ar

Current configuration

8 radio units, 100 SIM cards

Additional configuration

Radio units SIM cards

2 100

Shipping address

Use previous shipping address

Brian Searcy

Billing information

With AWS Private 5G, you pay no upfront fees or per-device costs. We charge you an hourly rate based on the number
of radio units that you order, with a minimum commitment of sixty days. After you meet the commitment, your fees are

based on the number of active radio units in use on your network. Learn more [4

| understand the costs and want to proceed.

Cancel

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.



Ordering

aws Q Search [Alt+S] B 4° ©® OregonY Admin/sebrian-isengard @ 4662-7609-3501 ¥

%) Direct Connect

>N s 22 ) Site: relnvent22

We've shipped your order ‘ Acknowledge order
When your order arrives, acknowledge receipt and enter coordinates.

re|nvent22 Info Update plan Edit site ‘ Delete site

Site details

A F n S Availability Zone Configura
relnvent22 A us-west-2a 100 x SIMs

8 x radio units

Description

November 02, 2022 at 15:37 (UTC-4:00) reinvent expo and other
Orders Tags

Resources (8)

Type Serial number Provisioning status Created on
Radio unit 142025000001 @ Shipped November 07, 2022 at 18:04 (UTC-5:00)
Radio unit 142025000 DS ( November 07, 2022 at 19:13 (UTC-5:00)

Radio unit 142025000007 () Shippet November 07, 2022 at 19:13 (UTC-5:00)

Radio unit 281925000787 ) Shippec November 07, 2022 at 19:13 (UTC-5:00)

Radio unit 281925000804 ® November 07, 2022 at 19:13 { 5.00)

Radio unit 281925000947 Shipped November 07, 2022 at 19:13 (UTC-5:00)

Radio unit 281925000989 & November 07, 2022 at 19:13 (UTC-5:00)

Radio unit 281925000996 € November 07, 2022 at 19:13 (UTC-5:00)

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Activation

Acknowledge order

| confirm that | have received the following order:

e Tracking number: 1Z2E395A0145714S81
* 8 x radio units [
« 100 x SIM cards

Cancel
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Activation

aws Services ‘ Q Search B3 4A° ® Oregon¥  Admin/sebrian-lsengard @ 4662-7609-3501 ¥

‘ @ Direct Connect 1

®

AWS Private 5G > Networks > Network: relnvent22 ) Site: relnvent22

|
Acknowledged equipment requires coordinates Enter coordinates ‘ l
You have acknowledged your receipt of the hardware and must enter coordinates to establish the network. ) ‘

[

I’e|nvent22 Info Update plan H Edit site H Delete site ‘

Site details

Name Provisioning status Availability Zone Configuration

3 relnvent22 @ Available us-west-2a 100 x SIMs
8 x radio units

Network Created on Description

November 02, 2022 at 15:37 (UTC-4:00)

[J relnvent22

reinvent expo and other

Resources

Name v Shipping address Tracking number v Status v Created on A

Brian Searcy, 1710 Raiders Way, Las Vegas, Nevada,
USA, 89052

6d8dae25-29dc-4ecd-b657-6c0fb

1Z2E395A0145714981 © Acknowledged November 02, 2022 at 15:47 (UTC-4:00)

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Activation

Enter coordinates

Enter site coordinates and Certified Professional Installer (CPI1) cr entials. If you don't
have these credentials and are not interested in obtaining them, you can work with an
AWS partner to configure your equipment. Learn more [

Radio unit (serial number)

142025000003

Latitude Longitude

Elevation reference

Above ground level

Add radio unit

281925000787

281925000996

142025000001

9674116

CPI name CPl username

Brian Searcy goog-001736
Certificate password Certificate (.p12)

- [l Choose file

You are responsible for the accuracy of the locations that the radio units report to SAS.
If you change the location of your radio units after the initial certification so that the
location it reports to SAS is no longer accurate, you must have the radio unit certified
again before operating in the new location. You must keep the radio unit within +164
feet (50 meters) horizontal and +9.8 feet (3 meters) of elevation of the location that the
radio unit reports.

Why do I need certification?
Learn more about shared spectrum, the Citizens Brocadband Radio Service
(CBRS), and the role of CPlIs in CBRS. m more

Cancel

aws
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Activation

L] ! : @ Q ® Oregon ¥ Admin/sebrian-Isengard @ 4662-7609-3501 ¥

@ Direct Connect

© You have successfully enter coordinates for radio unit 281925000787, 281925000996, 142025000001, 281925000947.

AWS Private 56 > Networks » Network: relnvent22 ) Site: relnvent22

Acknowledged equipment requires coordinates ‘ Enter coordinates
You have acknowledged your receipt of the hardware and must enter coordinates to establish the network.

I’emventzz Info Update plan ‘ Edit site ‘ ‘ Delete site

Site details

Name Provisioning status Availability Zone Configuration
g Y g
relnvent22 @ Available us-west-2a 100 x SIMs

8 x radio units
Network Created on Description

@ relnvent22 November 02, 2022 at 15:37 (UTC-4:00) reinvent expo and other

Tags

Resources (8)

Q, Find resource

D Type Serial number Provisioning status Created on
00ac6938-761d-42cd-b83f-51557f61a59 Radio unit 142025000001 Provis ng November 07, 2022 at 18:04 (UTC-5:00)
33e45d5f-9f35-42ea-af96-349e0e32f619 Radio unit 142025000003 >rov November 07, 2022 at 19:13 (UTC-5:00)
466afcd6-ab53-456b-bb56-abcdc222af78 Radio unit 142025000007 Provis n November 07, 2022 at 19:13 (UTC-5:00)
5ed6-a537-44d2-811d-a55aea21b714 Radio unit 281925000787 Provisioning November 07, 2022 at 19:13 (UTC-5:00)
5-5a90-41fd-9ade-564a1553363 Radio unit 281925000804 Provisio November 07, 2022 at 19:13 (UTC-5:00)
52-4220-8dc2-015aad568fb1 Radio unit 281925000947 Provisioning November 07, 2022 at 19:13 (UTC-5:00)
34-4583-97e9-105a7b3e097e Radio unit 281925000989 rovisi November 07, 2022 at 19:13 (UTC-5:00)

213e-49f2-982b-db4ead9c2101 Radio unit 281925000996 Provisiof November 07, 2022 at 19:13 (UTC-5:00)
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Future use cases
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Demos and
additional resources
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See the AWS Private 5G demos

e oy Wit g AWS Private 5G - Demo
: TR e November 30th, Wednesday, 10:30-10:50 AM
AWS Village Theater

Venetian | Level 2 | Expo Hall

AWS Hybrid Kiosk

| AWS Village
(| Hybrid clous: WS private 56 Venetian | Level 2 | Expo Hall

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
N7



Additional resources

Visit our website

aws.amazon.com/private5g
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http://aws.amazon.com/outposts/

Thank you!

Priyanka Jindal Brian Searcy
O Email Q Email
prjindal@amazon.com sebrian@amazon.com
LinkedIn

https://www.linkedin.com/
in/jindalpriyanka/

[waeres] Please complete the session
T8

survey in the mobile app
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