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AWS secure
hybrid edge

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserve

S

Use cases and customer challenges

Local Zones

Outposts Family

AWS Snow Family

Questions




Why customers choose AWS

Most experience

15

years helping millions of customers

Global reach & high availability

84

Availability Zones spanning 26
geographic Regions — 8 new Regions announced

Security & compliance

250+

security features

Customer obsession
& Innovation

200+

service offerings

Local Zones/Wavelength Zones

17/25

32 Local Zones announced

Improve TCO

109

price reductions since 2006

AWS Direct Connect locations/points of presence

108/310+
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Ecosystem

10,000+

products across 50 categories

1,600+ ISVs



Customers want the same experience across
on premises and the cloud

©
= @

Same
operational
consistency

Same reliable, secure,
and high-performance
infrastructure
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Same services
and APIs

Same tools for Same pace of
automation, innovation as
deployments, and in the cloud

security controls



Cloud continuum

METRO AREAS REMOTE & LIMITED SMART
ON PREMISES
REGIONS & TELCO CONNECTIVITY DEVICES
NETWORKS LOCATIONS
~ —\ —
g & as
- O
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Modern applications at the edge

Amazon
EC2

Amazon
EKS

AWS
CloudFormation

Amazon
SageMaker

AWS
CodeCommit

°oJd
AWS
Marketplace

AWS loT Core

AWS loT Device
Management

AWS loT
SiteWise

Develop and orchestrate
in the cloud

More edge-specific capabilities,
more services, and more
features within those services
than any other cloud provider

dWS
~—

@98 E

AWS AWS AWS AWS
Wavelength Outposts Snowcone Snowball Edge

AWS loT FreeRTOS Amazon Amazon

Greengrass EKS SageMaker
Anywhere NEO

Optimize and package
for the edge
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AWS Embedded Existing
Local Zones Devices datacenter

Deploy anywhere




AWS Local Zones

« AWS infrastructure deployment that places compute, storage, database, and other
services closer to customers
* For applications that require single-digit millisecond latencies
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AWS Local compute, Connect to Deliver new
infrastructure at storage, services in AWS low-latency
the edge databases, and Regions apps

other services
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AWS Local Zones services

Amazon ECS
Amazon EBS @ @ @ Amazon EKS
Amazon EC2 @j f:‘i AWS Direct Connect
[ |
Amazon FSX RUN AWS C@ Amazon VPC
FSx X SERVICES CLOSER ,
TO END USERS
R A
Elastic Load Balancing (ELB
Amazon RDS 583 (ﬁ GHECH)
- m
Amazon EMR Amazon
ElastiCache
<h
Ay E:—') >3 C@
e J
AWS AWS Amazon Amazon
CloudTrail CloudFormation EC2 Auto Scaling CloudWatch

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
v"



AWS Local Zones architecture

US West (Oregon) US West (Seattle)
us-west-2 , us-west-2-sea-1

=

Amazon S3 Amazon RDS AWS Management

Console
VPC
_____________ r————————————l e e i ) ]
Availability Zone 1 Availability Zone 2 Local Zone 1
us-west-2a us-west-2b us-west-2-sea-1a

Public subnet

-

Public subnet

Lt

Public subnet

i

Route tables

Security groups

Private subnet Private subnet Private subnet Network ACLs
e T
\
Internet Gateway Tateway Internet Gateway

On-premises @ Enclice

installations

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
v‘,



Architecting for higher availability

AWS

N7

AWS Local Zone AWS Region
ex: US East (Atlanta) ex: US East (North Virginia)

AWS Local Zone AWS Local Zone
ex: US East (Dallas) ex: US East (Houston)

LZ-1 LZ-2

ex: US West (Los Angeles 1) ex: US West (Los Angeles 2)
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AWS Local Zone AWS Outposts

Self-hosted or
co-location data center

AWS Local Zone On-premises
data center

Care must be taken when engineering, to meet
data residency and fault domain considerations



High availability with a Region

Hosted zone
www.example.com

D

A Record: www.example.com

e
s
-

A Record: www.example.com

Internet
gateway

AZ (us—eelist—1 %))
\Y
Public subnet
SG-ALB

Target Group
Privateysubnet

Application
Load Balancer

SG-WEB

Local Zone (us-egst-1-dfw-1a)

\4
Public subnet
Application
Load Balancer

SG-ALB

Target Group
Privateysubnet

SG-WEB

Internet
gateway

@

_____________________________________________________________________________

Geolocation: North East YT T Geolocation: South Central
ALB in Region “ ALBin LZ
------------------------------------------------------ y ,/1-----------------------------------------------\\-------------------------------------------------------------------------.
Parent Region i \
North Virginia (us-east-1) { \
=== === ======== -ll' ____________ |- === = ======= \"" ____________

____________________________________________________________________________________________________

AWS

N7
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http://www.example.com/
http://www.example.com/

High availability with AWS Outposts

AWS

N7

aws AWS Cloud

Parent Region

Internet

-
-
-

=
-
-
-
-
g
-
-

North Virginia (us-east-7)

V' NAT 1:1 with
ALB EIP's

R o -

Application
Load Balancer

gateway @

Local Zone (us-east-1-iah-1a)

Public subnet

SG-ALB

@

Target Group
Privat¢ subnet

==l==l=== == e =

A Record:
D “Wwww.exgmple.com

=~
s

Customer EN\SBRid
Network ALB ColP’s

Outpost

Public subnet
SG-ALB
Application
Load Balancer

E Target Group

Privaté subnet

__________________________
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http://www.example.com/

AWS Outposts bringing AWS on premises

| = E|] — g R
Same AWS designed Fully managed, monitored, Single pane of management
A infrastructure as in AWS and operated by AWS in the cloud providing the
data centers (built on as if in AWS Regions same APIs and tools
AWS Nitro System) as in AWS Regions

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
v"



AWS Outpost rack

Industry standard 42U rack

Fully assembled, ready to be rolled
into final position

Installed by AWS, simply plugged
into power and network

Centralized redundant power conversion
unit and DC distribution system for
higher reliability, energy efficiency,
easier serviceability

Redundant active components,
including top-of-rack switches
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Simplify deployment and operations
with AWS services

Create AWS resources and Amazon EBS ([ s
managed services using AWS

regional console or API —— & R, Compliance
LW
AWS takes care of operations

such as monitoring, patching, , = aE % Amazon EMR
and backups for managed e
services RUN AWS SERVICES
LOCALLY —
. . . Amazon ECS ﬁ Application
Deep integration with AWS IAM @ &8)  Los Baancer (19
and VPC for access polices and @ P2y
Amazon — Amazon
netWOI’k I’Ules EKS ElastiCache
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VPC extension

adws

N7

Service “control planes” run in the Region

AWS Management
Console

AWS CLI AWS Tools
and SDKs
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Amazon EC2 Amazon EBS

Amazon
CloudWatch

AWS
CloudTrail

Amazon S3

AWS APIs

Deploy resources to Outposts —

Availability Zone

Availability Zone

Subnet
Subnet

i Subnet

Subnet

_____

Customer data center

Local
Gateway

K
%
N

L4

Outpost

EC2
instance

EBS
volume

b

S3 on Outposts
bucket




EKS on Outposts architecture

i VPC n
| 192.168.0.0/16 .

Amazon Elastic DQE Private subnet = @l Private subnet =

Kubernetes Service Private Interface(s)
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Public Interface @ Elastic Container

4 Registry (ECR)
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Control Plane Communication

Corporate . AWS Outposts
data center
172.16.0.0/16 == i
Client ALB L Ea e = = — == -
pOl Self-Managed Node Group

e Application Traffic . |__' E
. [ s

A0

U:"g

3rd Party Load
Balancer
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Outpost HA in customer data center

Availability Zone (AZ) Availability Zone (AZ)

VPC

Availability Zone (AZ)

1 1 1 1 1
I ! I ! I
I ! I ! I
I ! | ! I
1 ! | ! 1
1 ! | ! |
| : 1 : |
| . Private : ! Public :
; | Anchor Points : | Anchor Points :
- . :
I : | : |

. Outpost

Customer data center

. Outpost
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EKS failover from Outpost to Show

AWS Cloud

Customer Data Center

]

Snowball Edge O

i::ﬁ Worker O

Load -
Balancer

Control
Plane O

Control
Plane 1

Snowball Edge 2

E Worker 2

Control
Plane 2

| —)
-------------------------------------------------------- ! Client User
_________________________________ ; - AWS Outposts
E i LGW
e VPC 10.0.0.0/16
i N2
Amazon Elastic Local cluster Private subnet
Kubernetes Service 1 | . 10.0.0.4/24
o : P t bnet H
(EKS) and APIs | | fivate subnet 10.0.0.2/24 |
1 H A4
""""""""""""""""""""" 5 SRR e
e ainbiabad- L | Kubernetes Control Plane I
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AWS Snow Family devices
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AWS Snow Family use cases

Data movement Edge computing

=]
dWS$S
<€ > N >) < >
JAVITASS JAVITASS AWS AWS
Snowball Edge Snowcone Snowball Edge Snowcone
Customer sites Edge sites

e Set of services and functionality on the partially to fully disconnected and secure edge
* Enables data collection, data processing, and data movement from the edge to AWS
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AWS services supported on Snow Family

AWS loT AWS loT Amazon AWS
Greengrass SiteWise Edge SageMaker Edge Lambda
@ ' Amazon

EKS Distro
(available)

Run AWS services on Show EK(Z,gnzyaNzg()ere

at the rugged, mobile edge

AWS IAM

Amazon EC2

compatible API

AWS
DataSync

Tape Gateway Amazon S3 Amazon EBS
on Snow compatible API compatible API
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Thank you!

Christian Bates Jared Novotny
cwbates@amazon.com novjared@amazon.com

survey in the mobile app

[rararas] Please complete the session
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