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Introduction to AWS for Health

The future of pharma

FDA Digital Health Center of Excellence

Exploring the FDA’s new CSA guidance 

Achieving GxP compliance with AWS
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is my why.

Senthil Gurumoorthi

Global HCLS Security Assurance Lead

AWS, Security Assurance-RISE

Raising the bar on 

product quality to 

improve public health
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AWS for Health 

Healthcare Life sciences

Accelerating innovations from benchtop to bedside 

Omics
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4 critical capabilities of pharma 2030

“Advanced risk and compliance capability is likely to be critical to 
performance in this highly pressured environment.”

Source: Reshaping the Future of Pharma, Life Sciences, KPMG, April 2019  

Data science‒drivenIndustry partnerships Risk and compliance savvyPatient centricity



© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

“The pace of the technological change and a growing 
need for innovative evolution, too little risk appetite 
is fast becoming a brick wall to real progress…Key 

challenge is overcoming the cultural shift and 
breaking down the barriers compliance teams have 

often placed around patients.”

Source: Reshaping the Future of Pharma, Life Sciences, KPMG, April 2019  
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FDA – Digital Health Center of Excellence

“It’s more than just having the 

enabling technologies for us to 

use. It will come down to even 

rethinking the regulatory 

paradigms that we apply to more 

modern-day technologies.”

-Dr. Jeffrey Shuren, FDA

Source: Digital Center of Excellence Listening Session by Bakul Patel, Director, CDRH, Oct. 19, 2020

Source: https://www.raps.org/news-and-articles/news-articles/2021/6/shuren-time-to-rethink-fdas-device-regulatory-fram?feed=Regulatory-Focus

https://www.raps.org/news-and-articles/news-articles/2021/6/shuren-time-to-rethink-fdas-device-regulatory-fram?feed=Regulatory-Focus
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FDA’s Computer Software Assurance (CSA) –
Regulator Perspective
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2011–2012: FDA Case for Quality begins

2015 Q2: Siemens executive exchange with FDA: CSV barrier identified

2016 Q1: Industry team formed/recommendation development begins

2017: Promote recommendations: ZOLL LifeVest + MDT examples

2018

• FDA “A List” status for CSA Draft Guidance

• More examples developed, and more manufacturers begin applying

recommendations (Vericel, ICU Medical,etc.)

2019

• More industry adoption and CSA success stories (REGENXBIO, Convatec, and

many others)

2020

• ISPE GAMP endorsement

• CSA Draft Guidance release targeted for 2021

• 25+ manufacturers’ implementation

2021

• ISPE GAMP released two Good Practice Guides

➢ Data Integrity By Design

➢ Enabling Innovation

• CSA Draft Guidance release targeted for 2022

• MDIC joins FICSA team

• 50+ manufacturers’ implementation

2022

• ISPE GAMP 5 Second Edition 

• FDA CSA Draft Guidance

• 100+ Manufacturers implementation

FDA 
Industry 
CSA Team  
journey
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CSA Draft Guidance released September 13, 2022

III. Scope

IV. Computer Software Assurance

V. Computer Software Assurance Risk Framework

A. Identifying the Intended Use

B. Determining the Risk-Based Approach

C. Determining the Appropriate Assurance 

Activities

D. Establishing the Appropriate Record
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CSA Draft Guidance Released September 13, 2022
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Achieving GxP compliance ‒ 
Industry perspective
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ISPE GAMP endorses CSA 

Data Integrity By Design ‒ 2020 GAMP 5 2nd Edition, July 2022Enabling Innovation ‒ 2021
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Digitalization – Where is it taking us?

Data integrity 

by design
Smart 

environment 

monitoring

Continuous 

verification
Maximize 

time-to-value 

and 

compliance

Lifecycle 

management & 

planning –

end-to-end 

seamless 

compliance

Preventive and 

predictive 

operational 

controls

Industry 4.0
IoT, cloud computing, RPA, AI/ML, digital twins, cybersecurity, edge computing, predictive 

analytics
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Digitalization – Compliance roadmap to consider

Change management –
people, process, 
technology

Note: Roadmap varies by maturity 
of the org

Platform strategy

• Define overall platform 

qualification and validation 

strategy

• Layered operating model

• Quality risk management 

Supplier assessment

• Assess suitability for 

GxP workloads

• Implement process for 

periodic reassessment

• Basic assurance (CSA)

Platform management –

Layered controls

• Build platforms to implement 

with all required capabilities

• Create platform operations SOPs

• Establish platform management 

controls

• Set up for continuous compliance

Enable operational control

• Establish

platforms controls

• Implement guardrails

Enable DevSecOps/CI/CD

• Establish platform architecture 

guidance for application teams

• Create or modify CSV SOPs

• Enable self-service
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Cloud quality management

Source code management and governance
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Infrastructure cloud controls: General

Cloud service provider–specific 

infrastructure controls

Platforms/applications on the cloud
(qualification/validation and controls)

(e.g., GCP, GMP – platforms/applications)

ISPE GAMP 5 Second Edition* embraces and reflects:

Increased importance of service providers, which 

includes encouraging regulated companies to maximize 

supplier involvement to leverage knowledge, 

experience, and documentation where possible

ISPE GAMP 5 Second Edition* embraces and reflects:

Evolving approaches to software development, 

emphasizing that the GAMP specification and 

verification approach is not inherently linear but also 

fully supports iterative and incremental methods

*ISPE GAMP 5 Guide Second Edition, July 2022
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Regulated landing zone

• Account provisioning

• Change management

• Configuration management

• Security management

• Server management

• Network management

• Incident management

• Backup, restore, and archiving

• Disaster recovery

• Monitoring

• Audit management

• Cost management

Regulated landing zone
Primary
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GxP accelerators

Computer systems validation 

IQ automation

Automated service approval

AWS account

Amazon 

Route 53

Amazon 

CloudFront

AWS 

Certificate 

Manager

Amazon API 

Gateway

AWS Lambda

AWS Step FunctionsAWS Directory Service
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READ MORE

AWS Executive 
Conversations with 
the FDA
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GxP on AWS solution page: 

https://aws.amazon.com/health/solutions/gxp

For more information about deploying GxP 

workloads on AWS, please reach out to 

hcls-solution-gxp@amazon.com

Q&A



© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

AWS Health Lounge

Connect with AWS health experts and other 

attendees in our dedicated lounge space for 

informal discussions and networking. 

Explore AWS healthcare and life sciences demos

and new additions to the AWS for Health 

portfolio! 

Location: AWS Industries Networking 

Lounges; Caesars Forum Main Hall
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AWS + Children’s National Hospital
Customer obsession = patient obsession 

Collect pins at the AWS Health Lounge from child artists who are also patients at 
Children’s National Hospital – learn about their inspiration and their “why”

Artwork provide by Zahara, age 13, patient with sickle cell disease

“I drew a cherry blossom because I love going to the DC Cherry Blossom Festival in the 
spring. The care I get at Children’s National allows me to do all the things I love and have 

lots of fun!”
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Thank you!

Please complete the session 
survey in the mobile app


