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What you will learn in this session

Understanding of network observability
Network collection and monitoring

Network analysis and troubleshooting
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Overview of
network observability
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What are customers looking for?

LA IS

Architect for Understand and
availability optimize costs
and scale
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Overview of network observability

Collect

),

Metrics

dws
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Monitor
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Alarms

Flow Logs

CloudWatch
metric filter

CloudWatch
dashboards
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Network monitoring
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Network monitoring

MONITORING 3-TIER WEB APPLICATION
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CloudWatch metrics

BUILT-IN AND CUSTOM METRICS

« Amazon CloudWatch collects default
metrics from more than 100
VW ALY YN L p AN VYT AWS services, including Elastic Load
Balancing (ELB), Amazon EC2,
AWS Transit Gateway, Amazon VPC

All metrics Graphed metrics (1) Graph options

All > ApplicationELB > Per AppELB Metrics Q

LoadBalancer (13)

app/Lab/af10e10dab37739¢c
app/Lab/af10e10dab37739¢
app/Lab/af10e10dab37739¢
app/Lab/af10e10dab37739¢c
app/Lab/af10e10dab37739¢
app/Lab/af10e10dab37739¢
app/Lab/af10e10dab37739¢c ~
app/Lab/af10e10dab37739¢
app/Lab/af10e10dab37739¢c
app/Lab/af10e10dab37739¢
app/Lab/af10e10dab37739¢
app/Lab/af10e10dab37739¢

app/Lab/af10e10dab37739¢

(NAT gateways), Amazon Route 53,
AWS Network Firewall, AWS Direct

e Connect, AWS VPN, and so on
s 2o « No action is required on your part

e Publish custom metrics

HTTPCode_ELB_5XX_Count

to CloudWatch

HTTPGode_ELB_4XX_Count

HTTPCode_ELB_503_Count
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Amazon EC2 metrics

INSTANCE-LEVEL NETWORK PERFORMANCE METRICS

Amazon EC2 provides instance-level
network metrics via CloudWatch

With Elastic Network Adapter (ENA),
gain insights into traffic drops when
network allowances are exceeded

= Instance bandwidth capability
= Packet-per-second (PPS) performance
= Connections tracked

» Link-local service access

aws

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
S

06:00 06:15 06:30

ethtool_pps_allowance_exceeded

04:00 04:15 04:30 04:45 05:00 05:15 05:30 05:45 06:00 06:15 06:30 06:45

@ Expression1 ethtool_linklocal_allowance_exceeded

All metrics Graphed metrics (1/2) Graph options Source

Math expression v @ Dynamic labels v @ Statistic: Sum v Period: 5 Minutes v Remove all

Id Label Details Statistic Period Y Axis

v B el Expr...

RATE(METRICS() 9

] m1 ethto... MyCustomNamespace * ethtool_linklocal_... Sum



Elastic Load Balancing (ELB)

CLOUDWATCH METRICS

7

Application Network Gateway
Load Balancer Load Balancer Load Balancer
Connections Flows Flows
Load balancer capacity units (LCUs) LCUs LCUs

Header details Healthy hosts Healthy hosts
HTTP counts Bytes Bytes
Error codes Packets per second

Bytes Resets
TLS
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CloudWatch alarms

HIGH-RESOLUTION ALARMS

Cloudwatch Alarms

Alarms

Hide Auto Scaling alarms

Name

ImageErrorAlarm

centralized-logging-
StatusYellowAlarm-
LBVNTMW93IP8

centralized-logging-
MasterNotReachableFr
omNodeAlarm-
12NUZCERB15HI

centralized-logging-
IndexWritesBlockedToo
HighAlarm-
SJ3CQWUSTZRS

centralized-logging-
JVMMemaryPressureTo
oHighAlarm-
145XRI40EMJAP

centralized-logging-
MasterCPUUtIlizationT
ooHighAlarm-
VQQ5ZW2Z52UV9

centralized-logging-
StatusRedAlarm-
JRPKQSI8G)
centralized-logging-
MasterJVMMemoryPres
sureTooHighAlarm-
1B2YB793W1A03

centralized-logging-
AutomatedSnapshotFal
lureTooHighAlarm-
TIONHPWR16NX8

centralized-logging-
FreeStoragespaceTooL
owAlarm-
T60Q56YMYGQI

centralized-logging-
CPUUtilizationTooHIgh
Alarm-KYZE6QQRIUZ48

ih USy

State

Analarm

@oK

© 2008 - 2020. Amazon Web Services. Inc. or its affiliates. All riahts reserved.

Any state v | Anytype

Conditions Actions

ImageError > 0 for 1 datapoints within 10
seconds

ClusterStatus.yellow 1 for 1 datapoints

within 1 minute

MasterReachableFromNode < 1 for 1
datapoints within 1 minute

ClusterindexWritesBlocked >= 1 for 1
datapoints within 5 minutes

JVMMemoryPressure for 1 datapoints
‘within 15 minutes

MasterCPUUIlization >= 50 for 3 datapoints
within 45 minutes

ClusterStatus.red >= 1 for 1 datapoints within
1 minute

MasterJVMMemoryPressure >= 50 for 1
datapoints within 15 minutes

AutomatedSnapshotFailure >= 1 for 1
datapoints within 1 minute

FreeStoragespace <= 2000 for 1 datapoints
within 1 minute

CPUUtilization >= 80 for 3 datapoints within
45 minutes

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Privacv Policv

Amazon CloudWatch alarms allow you
to set a threshold on metrics and
invoke an action

= Watch a single metric or the result of a
math expression

» Perform actions based on the value
of metrics

— Send a notification to an Amazon SNS topic
— Amazon EC2 Auto Scaling action

— EC2 action (stop, terminate, reboot,
or recover)

» Add alarms to dashboards to
visualize them

Terms of Use



CloudWatch anomaly detection

« CloudWatch anomaly detection
applies statistical and machine
learning algorithms to the metric's
past data to create a model of the
metric's expected values

e Choose when to invoke an alarm -
when the metric value is above the
band of expected values, below the

band, or both

- Anomaly detection algorithms
account for the seasonality and trend
changes of metrics

aws, © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.



Network logs

ELASTIC LOAD BALANCING (ELB) ACCESS LOGS

- ELB provides access logs

The following is an example log entry for an HTTP listener (port 80 to port 80):

http 2018-07-02T22:23:00.186641Z app/my-loadbalancer/50dc6c495c@c9188

° Log CO nta i ns info rmation SUCh as 192.168.131.39:2817 10.0.0.1:50 0.000 .001 0.000 200 200 34 366

"GET http://www.example.com:8@/ HTTP/1.1" "curl/7.46.0" - -
arn:aws :elasticloadbalancing:us-east-2:123456789@12: targetgroup/my-targets/73e2d6bc24d8ad67

t h e re q u est ti m e, t h e C l i e n t d S I P "Root=1-58337262-36d228ad5d99923122bbe354" "-" "

0 2018-87-02T22:22:48.364000Z "forward" "-" "-" "10.0.0.1:80" "2@@" "-" "-"

address, latencies, request paths,
a n d Se rve r res po n Ses The following is an example log entry for an HTTPS listener (port 443 to port 80):

https 2018-07-02T22:23:00.186641Z app/my-loadbalancer/5@dc6c495c@c9188
192.168.131.39:2817 10.0.0.1:80 0.086 ©.048 0.037 200 200 @ 57
"GET https://www.example.com:443/ HTTP/1.1" "curl/7.46.0" ECDHE-RSA-AES128-GCM-SHA256 TLSv1.2

L]
o A n a lyZ e t ra ffl C p a tte r n S a n d arn:aws:elasticloadbalancing:us-east-2:123456789012: targetgroup/my-targets/73e2d6bc24d8a067
"Root=1-58337281-1d84f3d73c47ec4e58577259" "www.example.com" "arn:aws:acm:us-east-2:123456789012:certificate/12345678-12
troubleshoot issues

1 2018-07-02T22:22:48.364000Z "authenticate,forward" "-" "-" "10.0.0.1:80" "200" "-" "-"

Example HTTP/2 Entry

The following is an example log entry for an HTTP/2 stream.

« Store access logs in

h2 2018-07-02722:23:00.186641Z app/my-loadbalancer/5@dc6c495c0c9188

10.0.1.252:48160 10.0.0.66:9000 0.000 ©.002 0.000 200 200 5 257

Al Nazon S 3 b u Cket "GET https://10.0.2.105:773/ HTTP/2.0" "curl/7.46.0" ECDHE-RSA-AES128-GCM-SHAZS6 TLSv1.2
arn:aws :elasticloadbalancing:us-east-2:123456789@12: targetgroup/my-targets/73e2d6bc24d8ad67
"Root=1-58337327-72bd@@b@343d75b906739c42" "-" "-"

1 2018-07-02T22:22:48.364000Z "redirect" "https://example.com:80/" "-" "10.0.0.66:9000" "200" "-" "-"

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Flow logs

Log record format

specify the fields to include in the flow log record
© AWS default format

Custom format

Supported for Amazon VPC and
AWS Transit Gateway

Capture non-real-time metadata
information about the IP traffic for
your VPC and transit gateway

Provides better visibility of network
traffic patterns; monitor network
security and troubleshoot issues

Flow log data can be published to
Amazon CloudWatch Logs,
Amazon S3, and Amazon Kinesis
Data Firehose

pkt-dstaddr

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Route 53 query logs

Public DNS query logs

= Log information about the public DNS
queries that Route 53 receives

= Publish public DNS query logs to
Amazon CloudWatch Logs and use tools
like Contributor Insights

Resolver query logs

= Queries that originate in Amazon VPCs,
use inbound Resolver endpoint, outbound
Resolver endpoint, and Route 53 Resolver
DNS Firewall

= Ship query logs to CloudWatch Logs,
Amazon S3, and Kinesis Data Firehose
delivery stream

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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mydnsthings

Show: Top 10 contributor:




Network logs

AWS NETWORK FIREWALL

- AWS Network Firewall provides flow
logs and alert logs for firewall
stateful engine

- Network Firewall also provides
metrics on the number of packets
passed, dropped, received, etc.

- Network Firewall logs can be sent to
CloudWatch Logs, Kinesis Data
Firehose, or Amazon S3

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Network logs

CLOUDWATCH LOGS - EASILY COLLECT AND STORE LOGS

CloudWatch CloudWatch Logs

application.log
Log group details

Retention

Never expire

KMS key ID

Metric filters

Log streams (5)

Q

Log stream

1-077f7e49ee1c0112¢c
1-03343584efd07d236
1-09bd407810ebfad3f
1-0bf3c984cda70e7c0

1-0d6468fa547a61f14

Log groups application.log

Switch to the original interface.

| Delete || Actions ¥ || Query log group

Creation time

5 months ago

Metric filters
1

Contributor Insights

Stored bytes ARN

14.67 MB am:aws:logsieu-
west-1:012345678910:log-

Subscriptions group:application.log:*

LambdaStream_centralized-
logging-LogStreamer- Contributor Insights rules

TAZRQLPIANTTW

| C ‘ Create log stream

Last event time

1/10/2020, 8:00:49 PM

11/29/2019, 8:03:35 PM

11/29/2019, 8:00:52 PM

9/19/2019, 9:00:35 PM

9/19/2019, 9:00:35 PM

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Centralize the logs from all of
your systems

Search and filter logs in one place
Archive logs for long-term retention

Query, sort, and visualize log data
in dashboards



CloudWatch Contributor Insights

) (e (e (B Analyzes time-series data to provide a
: view of the top contributors
‘ influencing system performance

= Runs continuously without needing
user intervention

Understand who or what is impacting
your system

Evaluate patterns in structured log events

srcaddr - dstaddr

Display on CloudWatch dashboards
Add to CloudWatch alarms

10.250.250.84 - 52.94.217.27 160k
52.94.220.214 - 10.250.250.84 136k
10.250.250.84 + 52.94.218.228 125k
10.250.250.84 - 52.94.220.214 oo.0x (NG

10.250.250.84 + 52.85.113.22 51.2k

94.193.236.182 - 10.250.250.84 so.2« (D

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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CloudWatch dashboards

UNIFIED OPERATIONAL VIEW WITH DASHBOARDS

CloudWatch: Elastic Block Store

Timerange 1h 3h 12h 1d 3d 1w custom ~ Actions ¥

All resources - Service dashboard

Read Bytes
Various units

279

164k
13:55

Write Bytes
Bytes

13.2M

385K
13:55

Idle Time

300 —V
13:55

EBS volumes

Volume ID

vol-0d291...

@ python-test
-0a458c8b8b.

09718919091

@ Hugo
04291463,

0d29144b68.

@ python-test

@ Hugo
04291463,

Name

python-test

Hugo

Read Ops
Count

0a458c8b8b.
b91...

13:55

Write Ops

Count
@ python-test

0a458cBDED.

70
13:55

Queue Length

Count
@ python-test

663 02458c808b.

Total Read Time

Various units
@ python-test

H0a45808b8b.

00291 d4DEB..

13:55

total Write Time

@ python-test
-0a458c8b8D.

L] 718! 1.

@ vol-0d291d468..

13:55 14:56

Burst Balance Average
Percent
reent @ python-test
100 T I-0a458¢808b.

0291 d4b68..

Volume T... Snapshot Created Availabilit... State Attachme... Encrypted

gp2
gp2
gp2
gp2

9p2

snap-0702... 2019-08-1...
snap-076d... 2020-01-3

snap-0ab6.. 2020-02-1

snap-05c4... 2019-11-2... eu-west-1a

snap-0ab6... 2020-02-1... eu-west-1b

in-use

in-use

in-use

in-use

in-use i-0deb7db...

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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 Create reusable graphs and visualize

your cloud resources and applications
in a unified view

Include metrics, alarms, logs,
and contributor insights in
your dashboard

Create cross-account cross-Region
dashboards for network
infrastructure and applications

Share dashboards with team
members to help respond to
operational events



Bringing it all together

MONITORING 3-TIER WEB APPLICATIONS

O
il AWS Region

()
Amazon VPC @

Internet gateway

Metrics and alarms

 Identify CloudWatch metrics that help instrument your
workload performance and align with your monitoring goals

Availability Zone 1 \=/ Availability Zone 2

* Create alarms for AWS Network Firewall, Application Load AWS Network

Balancer, Amazon EC2, and NAT gateway metrics Firewall

Public subnet | Public subnet
 Add metrics and alarms to CloudwWatch dashboard ~ + | = s
..... >4
Z—C:l Load

Private subnet Ba.lancer Private subnet

Logs and dashboard

* Enable logs for AWS Network Firewall, Application Load

' [
' |
' [
' [
' [
' |
' [
' [
| . .
| Instance A Application ~ NAT gateway :
|
| I
' [
' |
' [
' [
' [
Balancer, Amazon VPC, and Route 53 : I
|
|

* Push application logs to CloudWatch logs

» Use CloudWatch Contributor Insights to identify top talkers
« Add logs and insights to CloudWatch dashboard

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Network monitoring

MONITORING NETWORKS ACROSS YOUR ORGANIZATION AND REGIONS

Amazon VPC

VPC-B

dws

N7

VPC
peering

Intra-
Region
or
inter-
Region

AWS Region

Amazon VPC

Availability Zone 1

Public subnet

Instance A

Private subnet

Lilll

L1111l
mrr

Instance B

@

Availability Zone 2

|
I
|
|
: Public subnet
|
4
|
.
I
: NAT gateway
|
I
|
|
|
I
|
|
|
I
|

Private subnet

Instance C

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Transit
gateway

Transit
gateway

VPC

Core
network
edge



AWS Network Manager

Events

WY WA

|‘ 1N
1'||||||.| IR

| Il l”d _.1|| ||1|H||H i

-

‘II!’ 7 ‘II!.

Topologies Metrics
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BGP for a
BGP for a
IPsec for
IPsec for
BGP for a
IPsec for
A Connect

Connect peer has been established
Connect peer has been established
a VPN connection has come up.

a VPN connection has come up. rn:aws:
VPN connection has been established. raws:
a VPN connection has come up. iaws:
peer has been created in a Connect attachment. UEH

An attachment has been associated to a Segment.

A Site-to-

IPsec for
IPsec for
Routes in
IPsec for
BGP for a
BGP for a
BGP for a
BGP for a
Routes in
Routes in

Site VPN attachment has been created for a Core Network
a VPN connection has come up
a VPN connection has come up
one or more Segments have been installed.
a VPN connection has come up.
connection has been established.
connection has gone down.
connection has been established.
connection has been established.
one or more Segments have been installed.
one or more Segments have been installed.

Events

S:netwo
:netwo
:netwo
:netwo
:netwo
:netwo
:netwo




AWS Network Manager

TOPOLOGY AND DASHBOARD

Dashboard
S = Physical locations
& & s &
I NS o e = Devices and links
-\ =  Supports AWS Cloud WAN
- ¢ N and Transit Gateway
Topology graph

= AWS Regions

=  Attachments

= (Cross-Region peering

= Segments (optional)
Topology tree

= Logical diagram

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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AWS Network Manager

METRICS

Network Man. Global networks Cloud WAN demo Topology eu-west-1

Cloud WAN demo o [ | o

1 0 W Cus v H Add to dashboard
Overview Details Topology tree v Custom i_ @ @ @@
Bytes in

Bytes ¥

Topolo raph i i

P 9y grap 16,980 10,260
This view represents the graph of your core network

Core network edge £33 Transit Gateway Connect Segment B Device

20:00 3 20:00

[T20) VPN cluster Bytes dropped - black hole
2+
attachmen Bytes

100

APC cluster
VPN cluster

2+

z.) Connect cluster 17:00 20:00 17:00 20:00 23:00

@ BytesDropCountBlackhole sDropCountMoRoute

Packets in Packets out
Gount Count
120,00 120.00

A\ VPC cluster
84.00 84.00

1
48.00 48.00
17:00 3: 17:00

22) VPN cluster &) VPC cluster @ Packetsin @ PacketsOut

o) Connect cluster

7 Z; VPN cluster Packet dropped - black hole H Packet dropped - no route

Count Count

y Connect cluster
3+ 1.00 1.00

17:00 20:00 17:00 20:00
@ PacketDropCountBlackhole @ PacketDropGountNoRoute

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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AWS Network Manager

EVENTS

eu-west.1 - Network events
| E e L - Topology changes
R . Attachment events

BGP for a Connect peer has been established. . 1 netwo u Approva lS

BGP for a Connect peer has been established. s :netwo

IPsec for a VPN connection has come up. - :netwo

IPsec for a VPN connection has come up. E ‘netwo | Tag Cha nges

BGP for a VPN connection has been established. = :netwo

IPsec for a VPN connection has come up. g tnetwo

A Connect peer has been created in a Connect attachment. F :netwo ° RO ute Cha n g es
An attachment has been associated to a Segment. = rnetwo

A Site-to-Site VPN attachment has been created for a Core Network. : 1netwo

IPsec for a VPN connection has come up. F :netwo

L]
IPsec for a VPN connection has come up. f :netwo u Pee rl ng

Routes in one or more Segments have been installed. H ‘netwo

IPsec for a VPN connection has come up. E ‘netwo o

BGP for a VPN connection has been established. x : netwol u BG P u pdates (attrl butes, etc.)
BGP for a VPN connection has gone down. F inetwo

BGP for a VPN connection has been established. e rnetwo

BGP for a VPN connection has been established. F 1netwo

Routes in one or more Segments have been installed. s :netwo

AR e T Changes available in
Amazon EventBridge

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Network monitoring

HYBRID CONNECTIVITY

AWS Direct
Connect

e ——— ! DX

1
| gateway
1
1

>

B

>

.

:
E)

1
1
1
i
i On premises
. = mm e ———— Internet gateway — - = = = = = = — = = — -~ : QA4
i : Availability Zone 1 , : Availability Zone 2 | Tradlsit Q
I | |
i ' P : gateway
. . Lo | : VPN
1
| : Public subnet : : Public subnet : ® |
1
i : :|||||: : : D: : i
i I 1 E Pl E_'D I i
| TTTTT |

i : : I : i
: I Instance A 10 NAT gateway : :
: I Pl | i
BN [ . '

Private subnet fl Private subnet ' .
1 | o
i I 1111y : : T : i D) ¢ AWS Direct
| | 1 F ey 1 E ' | gateway Connect
I p S I 1 I
1 | TTTTT I I TTTTT I :
i ' Instance B . Instance C I
i : ' : l On premises
1 |
i D : Lol o = o o I
i
1
1
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AWS Site-to-Site VPN and AWS Direct Connect

METRICS

« AWS Site-to-Site VPN and AWS Direc

8.00M

Connect provide CloudWatch metrics
for monitoring connection state
and bandwidth \

@ virtualinterfaceBp: @ VirtualinterfacePpsEgre: VirtualinterfaceBpsEgress @ VirtualinterfacePpsingress 2020-05-08 15:25 UTC
1. O Virtuallnter

« AWS Direct Connect provides metrics p—— e
to monitor both physical and virtual
interfaces (VIFs) o

250M

- AWS Site-to-Site VPN logs provide N
details about IPSec, IKE, and -

DPD protocols

All metrics Graphed metrics (8/12) Graph options Source

axvif-M1b9N54 VirtualnterfaceBpsingres
-fggos8ng VirtualinterfaceBpsingress 8.22M
- xvif-fggosang VirtualinterfaceBpsEgress 337k g
MathisspressionitlG) T listic: Average v Period: 5Minutes v~  Remove all
VirtualinterfacePpsEgress 21.6k

Label Details Statistic Period ¥ Axis Actions
6 9 rtualinterfacePpsingress 16.6k

@  ConnectionPpsE: DX * ConnectionPpsEgress * Connection 7. o Virtualinterfacel so0  Average 5 Minutes L R <]

ConnectionPpsingres DX * ConnectionPpsingress * Connectior g 9 Virtualintert o Average 5 Minutes R )

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Network monito

ENDPOINT SERVICES

Amazon VPC

% Zﬁ: NLB

AWS PrivateLink service provider VPC
V.,.

AWS PrivateLink-
enabled services

Y

AWS
PrivateLink

ring

Interface ]
endpoint(s):

e

L4
L4
L4
&
&

Amazon VPC

Y(108) GWLB

Gateway Load Balancer (GWLB) VPC

‘-llllll.ll

———————— -
&

GWLB
endpoint(s) |

Illllllllllll!llﬁlll!lll

dws

N7
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1
1
1
i . Amazon VPC
1
1

v
.
.
‘e

Availability Zone 1

|
|
|
|
I Public subnet
|
|
|
|

N\
= BE,

Public subnet

D
>E|

Instance A ~— NAT-GW
oy, AWS
. Private subnet Network Private subnet
Firewall

Instance C

LD

.

Instance D




AWS PrivateLink and Gateway Load Balancer

METRICS

- Metrics for interface endpoints,
Gateway Load Balancer endpoints,
and endpoint services

« Metrics include New/Active
Connections, Bytes Processed,
Packets Dropped, and RST
Packets Received

- ELB publishes data points for
Gateway Load Balancers and targets

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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EC2 instance

|

&

CloudWatch
metrics

(VPC endpoint)
A

|

&

CloudWatch

metrics

(VPC service)

(2}

A

VPC
endpoint

N
7

VPC
endpoint
service

(2}

R

EC2 instance

Y

EC2 instance

—

EC2 instance

A
7

EC2 instance



Network monitoring best practices

< —
V —
B

Define KPls Resources to Monitoring Monitoring tools Monitoring team Escalation Automation
be monitored frequency path
aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Network analysis
and troubleshooting

aWS, © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved



How do | analyze network
configuration across

my VPCs and from
the internet?

aWS, © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved



Analyzing network configurations

TROUBLESHOOT AND VALIDATE NETWORK CONFIGURATIONS
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VPC Reachability Transit Gateway Network Access
Analyzer Route Analyzer Analyzer
Connectivity testing Perform an analysis of |dentifies unintended
between a source the routes in your transit network access to your
resource and a gateway route tables resources on AWS

destination resource
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VPC Reachability Analyzer

S

Amazon VPCA C(;
: Network ACL : : Network ACL :
: Private subnet : : Private subnet :
1 | | 1
1 1 | |
| i | | ] |
| Security group | 1 Security group I
1 | | 1
1 I | |
| I | |
| | | 1
1 | | 1
1 I | |
I Instance A | | Instance B |
| | | 1
I 7 | I 7 I
1 I | |
i 1 e 1

How can | verify connectivity between a source resource
and a destination resource?
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VPC Reachability Analyzer

Connectivity testing between a
source resource and a destination
resource in your VPCs it

- Produces hop-by-hop details of the
virtual network path between the
source and the destination

« When the destination is not
reachable, VPC Reachability Analyzer
identifies the blocking component

- Does not send any real packets but
utilizes automated reasoning
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Transit Gateway Route Analyzer
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How can | perform an analysis of the routes in my transit
gateway route tables to verify connectivity?
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Transit Gateway Route Analyzer

- Verify that the transit gateway
route table configuration will work
as expected before you start
sending traffic

- Validate your existing
route configuration

 Diagnose route-related issues that
are causing traffic disruption in your
global network
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How can Network Access Analyzer help?

Network Access Analyzer can help you verify the following sample requirements
utilizing automated reasoning

= Network segmentation
= Internet accessibility
= Trusted network paths

= Trusted network access
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How Network Access Analyzer works

DEFINE YOUR REQUIREMENTS

Network Access Scopes (1/4)

Q

Name

AWS-VPC-Ingress (Amazon cr

All-IGW-Ingress (Amazon crez

AWS-VPC-Egress (Amazon cre

AWS-IGW-Egress (Amazon cre

Select Network Access Scope template

Select template

Build your Network Access Scope starting from a template based on common n

© !|dentify access from Internet Gateways

Example
* Locate databases accessible from internet.

¢ Find non-HTTPS access to web servers

Validate access from trusted networks

Example
yntainers can only be accessed via load balancers

Only Bastions can S5H to production

Validate network segmentation
Example

¢ P(Cl should be isolated from Non-PCl
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vork Access Scope

Identify access to Internet Gateways

Example

s Locate instances with un-authorized internet access
v

, VPN and Transit G...

&

Network Accd

nis-02816534

Identify non-permissible traffic type

nis-027b4b14

Example
s from all of your V...
& Only Web servers can receive HTTR/HTTPS traffic

¢ Production servers cannot send SSH/RDP traffic

* Development cannot SSH to Production.

Empty template

nis-OcaBa24e’

nis-0d428a40




How Network Access Analyzer works

RUN ANALYSIS AND REVIEW FINDINGS

Networ

nis-02816534ee37f958e / AWS-VPC-Ingress (Amazon created)

Summary info

Past analyses Tags

Analysis details

Findings (100) info
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How can | identify network
performance issues on AWS
or out on the internet?
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AWS Network Manager

MONITORING AWS GLOBAL NETWORK PERFORMANCE

Metrics for AWS global network

Aggregate round-trip latency* between AWS
Regions, Availability Zones, and within
Availability Zones

ilability Zone Pairs (3/462) info

What you can do with this data

Health Status Timeline info

- Monitor latency of AWS global network
using console or CloudWatch

[ Healthy [ Degraded

. Understand the health status of AWS
global network between Regions and
Availability Zones

« Plan Region expansion

* Median (P50) round-trip latency aggregated across measurements from AWS Global
Network. These measurements are not specific to your AWS resources.
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Amazon CloudWatch Internet Monitor [Preview|

OVERVIEW

 Internet Monitor publishes
measurements for your internet-
facing traffic to CloudWatch

« Measurements include availability and
performance scores, route-trip times
(RTT), bytes transferred, and number
of clients (for Amazon WorkSpaces)

« These are all measured between pairs
of end-user locations and service
locations
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Amazon CloudWatch Internet Monitor

HEALTH SCORE

« Using historical data and applying
statistical analysis, Internet Monitor
can detect when the performance
and availability of your application
has dropped

 Availability score represents the
percentage of traffic that is not
seeing an availability drop

- Performance score represents the
percentage of traffic that is not
seeing a performance drop
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Amazon CloudWatch Internet Monitor

WORLD MAP AND ACTIVE EVENTS

© 2022, Amazon

Web Services,
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CloudWatch Internet Monitor world
map view shows the overall event
status across all monitored locations

Provides additional details about
current events and highlights other
events that are happening globally,
sorted by total impacted traffic



Amazon CloudWatch Internet Monitor

CURRENT EVENT AND PATH VISUALIZER

« Current event details provide the
duration of the event, the amountof .. . ————
traffic impacted, and analysis of the ik
impairment

« Path visualizer provides details on
the network path and where within
the path is having the network issue

36ms57s 6%
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How can | capture flows
and packets to understand
the traffic flowing across
my network?
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Traffic visibility options

VPC Flow Logs Traffic Mirroring

Collect and store metadata information Copies network traffic,
including payload
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VPC Flow Logs

Amazon CloudWatch

Amazon VPC

Subnet / /

Sources [~ Amazon Kinesis

Data Firehose

VPC Flow Logs

Amazon S3
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VPC Flow Logs

FIELDS AND COMMON USE CASES

- Diagnosing overly restrictive
security group rules

- Monitoring the traffic that is
reaching your instance

« Determining the direction of
the traffic to and from the
network interfaces
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VPC Flow Logs for Transit Gateway

aws

Amazon CloudWatch

Flow logs
AWS Transit Gateway

AWS Direct Connect

AWS Site-to-Site VPN

Amazon S3

Customer flow analysis

Third-party/ Amazon QuickSight
Partner
solutions

____________________________________
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Traffic Mirroring with Amazon VPC

- Copy network traffic from an elastic

interface of an Amazon EC2 instance, AMZZETRLES
a Network Load Balancer, or a B :
Gateway Load Balancer e —
- Send the traffic to out-of-band i :
security and monitoring appliances i Security group i
for content inspection, threat i 5
monitoring, or troubleshooting . i
- Identify the block component when i Instance A gl
the destination is not reachable ; EEStEnCE ek
interface

Payload

IP-UDP | VXLAN header | (o0t 20 cket)
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Traffic Mirroring

GATEWAY LOAD BALANCER ENDPOINT (GWLBE) AS A TARGET

Customer or Partner account
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Summary of network observability

Collect

(R

Metrics

dws

N7

Monitor

1 @
0ol
Alarms Flow Logs

CloudWatch
metric filter

CloudWatch
dashboards
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Analyze
Traffic Mirroring Reachability Amazon CloudWatch
Analyzer Contributor Insights

() e
:_;:'-J =
N A
CloudWatch Network Access Third-party
Log Insights Analyzer solution



Thank you!

Sohaib Tahir Riggs Goodman Ili
sohaibt@amazon.com goriggs@amazon.com
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