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A few ground rules …

1. It’s always DNS

2. 200 Level – overview, basic functions, use cases

3. Domain transfers, registration, DNSSEC, permissions

4. The word Route
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The end
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What is a domain name?

web1 . unicornpacket com.
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web1.unicornpacket.com

192.0.2.11

OR

2001:db8:ec2:1::1

What is DNS?
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web1web1 . unicornpacket com. .. com. .unicornpacket

What is a domain name?
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.com.unicornpacket.web1

Root 
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What is a domain name?
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.com.unicornpacket.web1

How to resolve that domain name? 

Resolver

Root 

Name Server

( . )

TLD 

Name Server

(.com)

Domain Level

Name Server

(.unicornpacket)

web1.unicornpacket.com
comweb1 192.0.2.11

web1.unicornpacket.com

web1 192.0.2.11

unicornpacket 
web1.unicornpacket.com
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Common record types

Record Description

A Routes traffic to an IPv4 address

AAAA Routes traffic to an IPv6 address

CNAME Routes traffic to another domain name

MX Specifies mail servers

TXT Used to verify email senders and application specific values

PTR Maps an IP address to a domain name

SRV Application-specific values that identify servers
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Alias

A type of record that you can create with Amazon 

Route 53 to route traffic to AWS resources such as 

Amazon CloudFront distributions and Amazon S3 

buckets
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What is Route 53
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Route 53
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Route 53

• Domain name registration services

• Public authoritative DNS
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Route 53

• Domain name registration services
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Domain name registration services

1. Registration of ownership information - ”whois”

2. Addition of a delegation record into the parent zone (gTLD or ccTLD)

• Supported top-level domain names

▪ 272 generic top-level domains (gTLD) – .com .net .org etc.

▪ 49 top-level country domains (ccTLD) – .uk .au .ca .de etc.

Therefore

*Registration Services provided by Amazon Registrar and GandI

“unicornpacket.com” is owned by Unicorn Co. (privacy enabled)

“unicornpacket” has been entered into the “.com” gTLD zone file
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Domain name registration services

• “unicornpacket.com” shows as having a registrant – the “whois” record

• “unicornpacket” has been entered into the .com zone file

*Registration services provided by Amazon Registrar and GandI
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Domain names in Route 53

• Register a new domain name
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Domain names in Route 53

• Register a new domain name
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Domain names in Route 53

• Register a new domain name

”To make it easier for you to use 

Route 53 as the DNS service for 

your new domain, we’ll 

automatically create a hosted 

zone”
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Domain names in Route 53

• Register a new Domain name

• Transfer an existing supported domain name
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Route 53

• Public authoritative DNS
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Route 53 architecture – name server stripes

.com 

.net

.co.uk

.org 

ns-1025.awsdns-00.co.uk. ns-563.awsdns-06.co.uk. ns-1254.awsdns-00.co.uk. …

ns-1500.awsdns-59.org. ns-1720.awsdns-00.org. ns-1852.awsdns-00.org. …

ns-513.awsdns-62.net. ns-600.awsdns-00.net. ns-673.awsdns-00.net. …

ns-10.awsdns-32.com. ns-123.awsdns-00.com. ns-254.awsdns-31.com. …

unicornpacket.com
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Route 53 architecture – anycast

ns-1514.awsdns-00.org

IP: 198.51.100.5

IP: 198.51.100.5

IP: 198.51.100.5

IP: 198.51.100.5

ns-1514.awsdns-00.org

ns-1514.awsdns-00.org ns-1514.awsdns-00.org

Resolver

Resolver

Resolver

Resolver
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Route 53 IPv6 support

• End-to-end DNS resolution over 
IPv6

• Support for IPv6 Forward (AAAA) 
and reverse (PTR) DNS records

• Route 53 health checks support 
monitoring IPv6 endpoints

IPv6 AAAA Records

IPv6 PTR Records

ns-563.awsdns-06.net has address 205.251.194.51

ns-563.awsdns-06.net has IPv6 address 

2600:9000:5302:3300::1

ns-1500.awsdns-59.org has address 205.251.197.220

ns-1500.awsdns-59.org has IPv6 address 

2600:9000:5305:dc00::1

portal.unicornpacket.com ?

portal.unicornpacket.com has address 198.51.100.50

portal.unicornpacket.com has IPv6 address 

2001:db8::100:50
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Health checks

• The health of a specified resource

• The status of other health checks

• The status of an Amazon CloudWatch alarm
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Health checks – endpoint  

VPC 10.0.0.0/16

Instance

Health check status

Route 53 

health checker

Route 53 

health checker

Route 53 

health checker

Public IP

for 

my_resource
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Health checks – status of other checks 

Health check 

status

Health check 

status

Health check 

status

1

2

3

Calculated health check status
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Health checks – CloudWatch alarm

VPC 10.0.0.0/16

Instance

Health check status

StatusCheckFailed

Alarm

1

0
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CloudWatch metrics and dashboards

DNS queries

Health check status
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Query logging
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Query logging
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Query logging
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Hosted zones:
Public and private



© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

What is the difference?

Public hosted zones

• Route to Internet facing resources

• Resolve from the Internet

• Provides Internet reachable namesevers

• Can have be delegated to from parent zones

• Supports delegation of sub-domains

• Global routing policies

Private hosted zones

• Route to VPC resources

• Resolve from inside the VPC (or private on-premises network)

• Reachable using forwarding rules and endpoints

• Does not support delegation

• Integrated with Route 53 Resolver (VPC+2)

VPC

Internet
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Public hosted zone

• Name servers/delegation sets

• Resource record sets

• TTL & caching

• DNSSEC configuration

• Importing zone file contents

• Metrics & query logging

• AWS specific record types

• Alias

• Routing policies
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Private hosted zones

• Takes priority in a VPC

• Can be part of a split view setup

• Shared cross-account

• Shared between VPCs
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Routing policies
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Routing policies
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Simple routing

Resolver

Q: web1.unicornpacket.com

A: web1.unicornpacket.com

192.0.2.11

192.0.2.12

Hosted zone
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Weighted

Resolver

Q: web1.unicornpacket.com

A: web1.unicornpacket.com

192.0.2.11

Hosted zone
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Geolocation

Resolver

Q: web1.unicornpacket.com

A: web1.unicornpacket.com

192.0.2.11

Hosted zone

Resolver

Q: web1.unicornpacket.com

Resolver

Q: web1.unicornpacket.com

A: web1.unicornpacket.com

192.0.2.12

A: web1.unicornpacket.com

192.0.2.13



© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Latency

Hosted zone

Resolver

Q: web1.unicornpacket.com

A: web1.unicornpacket.com

192.0.2.11

US West

(Oregon) US East

(N. Virginia)

Asia Pacific

(Sydney)
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Multivalue answer

Resolver

Q: web1.unicornpacket.com

A: web1.unicornpacket.com

192.0.2.11

192.0.2.12

192.0.2.13

Hosted zone

A: web1.unicornpacket.com

192.0.2.11

192.0.2.13
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IP-based routing

Resolver/Client

192.51.100.44

Q: web1.unicornpacket.com

A: web1.unicornpacket.com

192.0.2.12

Hosted zone

Resolver/Client

203.0.113.32

Q: web1.unicornpacket.com

A: web1.unicornpacket.com

192.0.2.11

CIDR collections

Sydney: 203.0.113.0/24

Default: 192.51.100.0/24
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Failover 

Resolver

Q: web1.unicornpacket.com

Hosted zone

A: web1.unicornpacket.com

192.0.2.11

A: web1.unicornpacket.com

192.0.2.12



© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Agenda

What is a 
domain name?

What is 
Route 53?

Routing 
policies

DNS
security

Putting it all 
together



© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Agenda

What is a 
domain name?

What is 
Route 53?

Routing 
policies

DNS
security

Putting it all 
together



© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

DNS security
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DNSSEC

ResolverUser Legitimate Website

Fake WebsiteBad Actor
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DNSSEC

1. Enable DNSSEC signing

DNS records

Route 53 

hosted zone
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DNSSEC

DNS records

AWS KMS:

customer managed

key

Route 53 

hosted zone

2. Create a KSK
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DNSSEC

DNS recordsKey signing

key

AWS KMS:

customer managed

key

Route 53 

hosted zone

2. Create a KSK
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3. Add DS record to parent

DNSSEC

DNS recordsKey signing

key

AWS KMS:

customer managed

key

Route 53 

hosted zone
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3. Add DS record to parent

DNSSEC

DNS recordsKey signing

key

AWS KMS:

customer managed

key

Route 53 

hosted zone
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DNSSEC

DNS recordsKey signing

key

AWS KMS:

customer managed

key

Route 53 

hosted zone

3. Add DS record to parent
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DNSSEC

DNS recordsKey signing

key

AWS KMS:

customer managed

key

Route 53 

hosted zone

3. Add DS record to parent
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DNSSEC

DNS recordsKey signing

key

AWS KMS:

customer managed

key

Route 53 

hosted zone

3. Add DS record to parent
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Signed DNS records

DNSSEC

Key signing

key

AWS KMS:

customer managed

key

Route 53 

hosted zone
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DNSSEC

4. Enable VPC DNSSEC validation
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DNSSEC

4. Enable VPC DNSSEC validation
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DNSSEC

4. Enable VPC DNSSEC validation



© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

DNSSEC
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Transferring a domain
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Transfers – things to note

• Does AWS support the TLD

• Dates – registration & expiry

• Quotas – default per account is 20

• Nameservers – max 6 on Route 53

• Charges & support

• Test first

• Repeat in bulk
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Domain status

For TLDs – cannot transfer if status =

• clientTransferProhibited

• pendingDelete

• pendingTransfer

• redemptionPeriod

• serverTransferProhibited
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High-level steps

• Test the process and all the steps

• Separate the tasks – delegation & registrar transfer

• Drop the TTL & disable DNSSEC

• Create your public hosted zone in Route 53

• Note the delegation set of nameservers

• Update existing registrar delegation to point to Route 53 nameservers

• Transfer the domain to the Route 53 registrar

• [re-]Enable DNSSEC
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Create your public hosted zone in Route 53

• Create your public hosted zone in Route 53

• Note the delegation set provided – the authoritative nameservers for the zone

• Prepare the zone contents in advance

• Start by matching the contents of the current zone

• Export from current provider – “standard BIND format”

• Import – Route 53 “import zone file” or cli53 (third-party tool)

• Improve the contents to use AWS specific features after migration
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Zone file import process
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Zone file import process
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Zone file import process
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Update the delegation

At your existing provider/registrar

Modify the nameservers

Provide the Route 53 delegation set

Be patient … time to live (TTL) needs to expire

Test using a new record only present in Route 53
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Remember earlier … now is the time

• Register a new domain name

• Transfer an existing supported domain name
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Implement other AWS Services

“Easy” button
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Update the public hosted zone
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Configuring a 
routing policy
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Let’s set up failover

Private subnetPrivate subnet

Public subnet

VPC

AWS Cloud

Availability Zone 1

NAT gateway

Instance

Public subnet

Availability Zone 2

NAT gateway

Instance

Internet 

gateway

Application 

Load 

Balancer

Region eu-west-2 (London) Region eu-west-1 (Ireland) 

Amazon Simple 

Storage Service 

(Amazon S3)

Amazon Route 53



© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Website hosting

Amazon Simple Storage 

Service (Amazon S3)
Application Load 

Balancer
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Health checks Configure two health checks to monitor the 

Application Load Balancer and the Amazon S3 

endpoint

Amazon Simple Storage 

Service (Amazon S3)
Application Load 

Balancer
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Routing policy
Configure two failover routing policies to record 

type alias and associate to health checks

Primary       Application Load Balancer (eu-west-2)

Secondary  Amazon S3 bucket (eu-west-1)

Application Load 

Balancer
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Routing policy
Configure two failover routing policies to record 

type alias and associate to health checks

Primary       Application Load Balancer (eu-west-2)

Secondary  Amazon S3 bucket (eu-west-1)

Amazon Simple Storage 

Service (Amazon S3)



© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Records www.web1.unicornpacket.com is now 

publicly accessible via Amazon Route 53

The primary record routes traffic to the 

Application Load Balancer eu-west-2

(London)
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Simulated failover Simulated failure is initiated

Failover takes place and the secondary 

record routes traffic to the Amazon S3 

bucket located in eu-west-1 (Ireland)
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Identity and 
access management



© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Management  

account

AWS Control Tower AWS IAM Identity 

Center

AWS 

CloudFormation

StackSets

AWS Service 

Catalog

(Account Factory)

Security OU Sandbox  OU AWS IAM Identity 

Center directory

Log archive 

account

Audit account Dev/prod accounts 

(multiple)

Account 

baseline

Centralized AWS CloudTrail 

and AWS Config logs

Account 

baseline

Security 

notifications

Security cross-

account roles

AWS Config 

aggregator

Account 

baseline

Network 

baseline

Unicorn packet expansion

AWS 

Organizations
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Dev Account

I can’t access Route 53 anymore

Hosted zone

unicornpacket.com

Amazon Route 53

Application

Administrator

Developer

Request form

Management  

account
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Dev Account

I can’t access Route 53 anymore!

Hosted zone

unicornpacket.com

Amazon Route 53

Application

Hosted zone

dev.unicornpacket.com

4.   Create an NS Record

5.   Specify name servers (step 3)

1. Create a hosted zone

2. Create record for application

3. Copy hosted zone name servers 

Management  

account
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Dev Account

I can’t access Route 53 anymore!

Hosted zone

unicornpacket.com

Amazon Route 53

Application

AWS Identity and Access 

Management (IAM)

Permissions Role

Assume Role

Management  

account
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{

"Version": "2012-10-17",

"Statement": [

{

"Effect": "Allow",

"Action": [

"route53:*",

"route53domains:*",

"cloudfront:ListDistributions",

"elasticloadbalancing:DescribeLoadBalancers",

"elasticbeanstalk:DescribeEnvironments",

"s3:ListBucket",

"s3:GetBucketLocation",

"s3:GetBucketWebsite",

"ec2:DescribeVpcs",

"ec2:DescribeVpcEndpoints",

"ec2:DescribeRegions",

"sns:ListTopics",

"sns:ListSubscriptionsByTopic",

"cloudwatch:DescribeAlarms",

"cloudwatch:GetMetricStatistics"

],

"Resource": "*"

},

{

"Effect": "Allow",

"Action": "apigateway:GET",

"Resource": "arn:aws:apigateway:*::/domainnames"

}

]

}

AWS managed

AWS Identity and Access 

Management (IAM)

Permissions
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Create your own policy
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New!! DNS resource record set permissions

• Specify granular IAM policies to 
control who can create, edit, or 
delete individual resource record sets 
within a hosted zone

• These granular permissions give 
individual DNS administrators direct 
ownership at the resource record set 
level, which may help customers 
avoid relying on a central team to 
manage changes

route53:ChangeResourceRecordSetsNormalizedRecordNames

route53:ChangeResourceRecordSetsRecordTypes

route53:ChangeResourceRecordSetsActions
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The end …. honest
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Let’s summarize 

• It’s always DNS – in a good way

• When mistakes are made, it can be painful due to caching/TTL

• You understand how DNS works – delegation by NS record

• Domain name registration and transfer

• Hosted zones, record types, and resource record sets

• Route 53 specific capabilities – routing policies, DNSSEC, IAM
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There is more to Route 53 

• Resolver endpoints

• VPC Query Logs

• DNS Firewall

• Application Recovery Controller
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Thank you!

Please complete the session 
survey in the mobile app


