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Amazon Route 53:
What's in a domain name?
A lot!
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A few ground rules ...

1. It's always DNS
2. 200 Level — overview, basic functions, use cases
3. Domain transfers, registration, DNSSEC, permissions

4. The word Route
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The end
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What is a domain name?

www.web1.unicornpacket.com

aws © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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What is DNS?

A

—

web1.unicornpacket.com

2001:db8:ec2:1::1
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What is a domain name?

web1 . unicornpacket. com.
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What is a domain name?

Fully Qualified
Domain Name
(FQDN)

0upuvlltidairi

of

Subdomain
of

Subdomain
of

Root

II

Third Level Second Level Top Level
Domain Domain Domain

unicornpacket

2 |

com

unicornpacket

(Domain Name)

Generic
.com .org

Geographic
.uk .us
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How to resolve that domain name?

unicornpacket

Domain Level
Name Server

TLD Root
Name Server Jame Server
(.com) (.)

(.unicornpacket)
web1 792.0.2.11

unicornpacket

web1.unicornpacket.com

E}
8

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
N7




Common record types

A Routes traffic to an IPv4 address
JAVAVAVAY Routes traffic to an IPv6 address
CNAME Routes traffic to another domain name
MX Specifies mail servers
TXT Used to verify email senders and application specific values
PTR Maps an IP address to a domain name
S Application-specific values that identify servers
AWS 202, Amazon Web Services, Inc. orits affilates. All rights reserved.
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@ Alias

Route trafficto Info

Choose endpoint

Alias to another record in this hosted zone

. Alias to APl Gateway API
A type of record that you can create with Amazon

Route 53 to route traffic to AWS resources such as

Amazon CloudFront distributions and Amazon S3  Alias to AppSync Domain Name
bUCketS Alias to CloudFront distribution

Alias to AppRunner service

Alias to Elastic Beanstalk environment

. Alias to Application and Classic Load Balancer

1 Alias to Network Load Balancer
Alias to Global Accelerator

Alias to S3 website endpoint

Alias to VPC endpoint

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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What is Route 53

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
S



Route 53

« Domain name registration services

* Public authoritative DNS

* Private hosted zones

* Route 53 Resolver

* Integration with on-premises DNS environments

« DNS Firewall

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Route 53

« Domain name registration services

 Public authoritative DNS

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Route 53

« Domain name registration services
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Domain name registration services

1. Registration of ownership information - "whois”
2. Addition of a delegation record into the parent zone (gTLD or ccTLD)

« Supported top-level domain names
= 272 generic top-level domains (gTLD) — .com .net .org etc.

= 49 top-level country domains (ccTLD) - .uk .au .ca .de etc.

Therefore
“unicornpacket.com” is owned by Unicorn Co. (privacy enabled)

“unicornpacket” has been entered into the “.com” gTLD zone file

aWS, © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
*Registration Services provided by Amazon Registrar and Gandl



Domain name registration services

- "unicornpacket.com” shows as having a registrant — the “whois” record

Domain Name: unicornpacket.com

Registry Domain ID: 2729736169_DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.registrar.amazon.com
Registrar URL: https://registrar.amazon.com
Updated Date: 2022-10-04T15:19:03Z

Creation Date: 2022-10-04T15:08:14Z

Registrar: Amazon Registrar, Inc.

Registrar IANA ID: 468

Registrar Abuse Contact Email: abuse@amazonaws.com
Registrar Abuse Contact Phone: +1.2067406200
Domain Status: ok https://icann.org/epp#ok

CYSC IR R R ¥ WUy WO [ S W o SO Ly IO | By IS p= P s WS I

e e e — e - e

|Registrant Name: On behalf of unicornpacket.com owner

Registrar Registration Expiration Date: 2023-10-04T15:08:14Z

- "unicornpacket” has been entered into the .com zone file

dws

N7
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com.
com.
com.
com.
com.
com.

unicornpackersmovers.com.
unicornpackersmovers, com.
unicornpacket.
unicornpacket.
unicornpacket.
unicornpacket.
unicornpacket.
unicornpacket.

172800
172800
172800
172800
86400
86400

172800
172800
172800
172800

172800 1IN
172800 1IN
IN NS
IN NS
IN NS
IN NS
IN DS
IN

IN
IN
IN
IN

RRSIG DS 8 2 86400 20221018212241 20221011201241 32298 com. pWOUW74puUgwrCaTxHficW
@x92uQV0QjjSVJOEV4FhYkjQINGFzHQ832rNcqEIulK2ESik5n0y3VKvVwj2mSHjwdsSke5IFhNpUfS/z4XgowTD7SkZouQ/ jhrNI4maF/6GtkjGDGAStSgh7reA
N6vqUMiprCgaf0zQeIWmTai28gjWrMNZMLcSw3C1z7rSOLFNIVy@msx3zGTbcpN4SE3w==

unicornpacks.com.
unicornpacks.com.
unicornpacnmov.com.
unicornpacnmov.com.

NS
NS
NS
NS

NS nsl.dns-parking.com.

NS ns2.dns-parking.com.

ns-1500.awsdns-59.0org.

ns-1762.awsdns-28.co.uk.

ns-254.awsdns-31.com.

ns-563.awsdns-06.net.

34962 13 2 7EESC38BFCFCED98BB71227F2BCFAD11DSADBF8BBCA4EFADAZ2D34CAGFCDBAZFA

nsgl.namebrightdns. com.
nsgZ.namebrightdns. com.
ns.uttlsolutions.net.

nsl.uttlsolutions.com.

*Registration services provided by Amazon Registrar and Gandl



Domain names in Route 53

« Register a new domain name

1: Domain Search Choose a domain name

unicornpackets .com - $12.00 d m

Availability for 'unicornpackets.com'

Domain Name Status Price /1 Year Action

unicornpackets.com v Available - In Cart $12.00

Contact Details for Your 1 Domain Check your contact details

2: Contact Details Confirm that the following contact informat orrect. When you complete your purchase, we'll use this information for all of the domal

Registrant Contact Administrative Contact Technical Contact

8 3: Verify & Purchase Dom
Registrant Contact

Contact Type ©
First Name
Last Name

Organization O

Managing DNS for Your New Domain
Email

Phone . . 4

Do you want to automatically renew your domain?

Country
stato

city

stal/Zip Code

Verify the Email Address for the Registrant Contact

Privacy Protection O

Status: ' reinvent-net206@

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Domain names in Route 53

« Register a new domain name

1: Domain Search Choose a domain name

unicornpackets .com - $12.00 d m

Availability for 'unicornpackets.com'

Domain Name Status Price /1 Year Action

unicornpackets.com v Available - In Cart $12.00

Contact Details for Your 1 Domain Check your contact details

2: Contact Details Confirm that the following contact informat orrect. When you complete your purchase, we'll use this information for all of the domal

Registrant Contact Administrative Contact Technical Contact

8 3: Verify & Purchase Dom
Registrant Contact

Contact Type ©
First Name
Last Name

Organization ©

Email

Phone

Country
stato

city

stal/Zip Code

Verify the Email Address for the Registrant Contact

Privacy Protection O

Status: V' reinvent-net206@emealab.ne

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Domain names in Route 53

« Register a new domain name

Services Q. Search for services, features, blogs, docs, and more

aws
—~—

Dashboard
Hosted zones

Health checks
CIDR collections

Traffic policies

Policy records

Registered domains

Pending requests

aws
~—

[Option+S] | AN (©)] Global ¥

Registered domains > unicornpackets.com

Edit contacts

Domain
Registration date ©
Expiration date €

Auto renew 0

Manage DNS Delete domain

unicornpackets.com
2022-10-14
2023-10-14 (extend)

Enabled (disable)

Registrant contact [0

Domain Registrar
reinvent-net206@

60 Holborn Viaduct, London

London EC1A 2FD
GB

Transfer lock & Disabled (enable)

Authorization code & Get code

addPeriod
ok

Domain name status code €

Tag O View and manage tags for your
domains using Tag editor

Administrative contact

Domain Registrar
reinvent-net206@

60 Holborn Viaduct, London
London EC1A 2FD
GB

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Name servers @ ns-526.awsdns-01.net
39.awsdns-54.com

ns-1152.awsdns-16.org

ns-1562.awsdns-03.ci

Add or edit name s

DNSSEC status &

Technical contact

Domain Registrar
reinvent-net206@

60 Holborn Viaduct, London
London EC1A 2FD
GB

"To make it easier for you to use
Route 53 as the DNS service for
your new domain, we'll
automatically create a hosted
zone"



Domain names in Route 53

- Transfer an existing supported domain name

1: Select Domain

Transfer Domain to Route 53

You can transfer registration for one or more domains from another registrar to Route 53. Before you continue, do the following:

« Confirm that the domain is transferable. See Transfer requirements for top-level domains.
+ For each domain that you want to transfer, perform the first four steps of Transferring registration for a domain to Route 53.

To transfer up to five domains, you can enter each domain name below.
To transfer more than five domains, you can use the Transfer multiple domains to Route 53 page.

unicornpacket .com - $12.00 z m

unicornpacket.com can be transferred to Route 53 ($12.00)

To transfer the domain to Route 53 please ensure the following:

« Disable domain privacy for the domain so we can get your contact information.
¢ Ensure the domain's registrant email at WHOIS is valid and reachable.
¢ Get an authorization code for the domain (Not required for certain TLDs).

Add to Cart

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Route 53

 Public authoritative DNS

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Route 53 architecture — name server stripes

ns-10.awsdns-32.com. ns-123.awsdns-00.com. ns-254.awsdns-31.com.

ns-513.awsdns-62.net. ns-600.awsdns-00.net. ns-673.awsdns-00.net.

ns-1025.awsdns-00.co.uk. | ns-563.awsdns-06.co.uk. ns-1254.awsdns-00.co.uk.

ns-1500.awsdns-59.org. ns-1720.awsdns-00.org. ns-1852.awsdns-00.org.

unicornpacket.com

aws © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Route 53 architecture — anycast

Resolver

aws © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Route 53 IPv6 support
88% .

« End-to-end DNS resolution over

IF)\/ES ns-563.awsdns-06.net has address 205.251.194.51
ns-563.awsdns-06.net has IPv6 address
2600:9000:5302:3300::1

ns-1500.awsdns-59.org has address 205.251.197.220
ns-1500.awsdns-59.0rg has IPv6 address

. Support for IPv6 Forward (AAAA)
and reverse (PTR) DNS records

Value/Route traffic to

198.51.100.50

2001:db8::100:50

monitoring IPv6 endpoints

portal .unicornpacket.com has address 198.51.100.50
portal.unicornpacket.com has IPv6 address
2001:db8::100:50

IPv6 AAAA Records

IPv6 PTR Records

-
- Route 53 health checks support I

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Health checks

* The health of a specified resource
* The status of other health checks

 The status of an Amazon CloudWatch alarm

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Health checks - endpoint

dws
~—

\, __Route 53

VPC 10.0.0.0/16

“health checker

Health check status

my_resource

P ) \
{ ,r‘r
na

Rodte 53
4 heglth checker
u M \“
MY S

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Health checks - status of other checks

my_resource 1 e ——————— L

| |
my_resource 2 Healthy calculated health check Healthy

my_resource 3 Unhealthy

Monitor other health checks (calculated health check)

The health of this health check depends on the status of the following health checks:

Health checks to monitor my_resource_1
my_resource_2

my_resource_3

Report healthy when @ atleast 2 of 3 selected health checks are healthy €

all health checks are healthy (AND)

one or more health checks are healthy (OR)

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Health checks - CloudWatch alarm

VPC 10.0.0.0/16

@) 1
I ool
N

Health check status

Unhealthy

StatusCheckFailed
Alarm

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
)



CloudWatch metrics and dashboards

DNS queries

1th 3h 12h 1d 3d 1w custom ~ Line Actions ¥

Public Hosted Zone - Queries

No unit

gy il WA

120
01:00 02:00 03:00 04:00 05:00 06:00 07:00 08:00 09:00 10:00 11:00 12:00 13:00 14:00 15:00 16:00 17:00 18:00 19:00 20:00 21:00 22:00 23:00 00:00

@ DNSQueries

Health check status

All metrics Graphed metrics (1) Graph options Source

Mall Spisesion S © pDimmicshele e CloudWatch Dashboards UnicornPacket-R53

v Label Details

UnicornPacket-R53 ¢ th 3h 12h 1d 3d 1w Custom ’T‘i’ IE’

v [ ] DNSQueries Route 53 * DNSQueries * HostedZoneld:

Actions Vv

HealthCheckPercentageHealthy: Average : HealthCheckStatus: Minimum

Percent No unit
@ 5ed80ef6-6a31-4cfb-9... @ 5ed80ef6-6a31-4cfb-9...

100 1e705562-3793-448d-... 1 1e705562-3793-448d-...

- ® eOcadd1b-aa99-41b8-... - ® e0cadd1b-aa99-41b8-...
® 959b77dd-2106-4€79-... ’ ® 959b77dd-2106-4e79-...
® c5886250-3497-4776-... ® ¢5886250-3497-4776-...

13:45 @ 99e05ac7-075b-4106-... 13:45 @ 99e05ac7-075b-4106-...

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Query logging

Configure query logging .

You can configure Amazon Route 53 to log information about the que

subdomain th d, the date and time of the query, and the

Log group info

Specify the C

Log group

cal

Create log g

New log group name

Missing permission
Route 53 needs permission from a

CloudWatch Logs log group. No existi

permissions.

» Details

» Permissions - optional

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
)

in this ho

| Grant permissions

/ to publish logs to a

esource policies grant the required

Cancel




Query logging —Z

Log events
You can use the filter bar below to search for and match termr

Timestamp Message

No older events at this moment. R
93P1JSBGDGISFY unicornpacket.com DNSKEY MOERROR UDP NRT1Z2-UUL :

3393P1158GDGISF | unicornpacket. com DNSKEY MO UDP NRT12-UU1 35 37.67

SBODGEISFY uni np: .com A ROR UDP NRT1Z-UU1 35

UDP NRT1Z-UU1 35

1.6 2 B-12T€ : g 3P]158GDGISFY unicornpacket.com DNSKEY NOERROR UDP NRT12-UUL 35.72.37.74 -

3P1158GDG] unicornpacket.com DNSKEY MO UDP MRT1Z2-UU1 35

Mo newer events at this moment. Auto retry paused.

aws
~—

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.



Query logging

@unicornpackets

Contributors Period C Y Widget type
Top 10 1 Minute Line
Top 10 of 15 unique contributors

15 unique contributors * No unit

web1.unicom C AL S NOERROR @
9. unicornpa m A NOERROR 10. unicornpacket.com CNAME NOERR.

queryName - queryType - responseCode
www.web1.unicornpacket.com - A - NOERROR
unicornpacket.com - N5 - NOERROR
www.unicornpacket.com - A - NOERROR
www.web1.unicornpacket.com - AAAA - NOERROR
www.unicornpacket.com - CNAME - NOERROR
www.web1.unicornpacket.com - NS - NOERROR
web1.unicornpacket.com - NS - NXDOMAIN
unicornpacket.com - TXT - NOERROR
unicornpacket.com - A - NOERROR

unicornpacket.com - CNAME - NOERROR

aws

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Hosted zones:
Public and private

aWS, © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved



What is the difference?

Public hosted zones Private hosted zones
Route to Internet facing resources + Route to VPC resources
Resolve from the Internet « Resolve from inside the VPC (or private on-premises network)
Provides Internet reachable namesevers « Reachable using forwarding rules and endpoints
Can have be delegated to from parent zones « Does not support delegation

Supports delegation of sub-domains

Global routing policies  Integrated with Route 53 Resolver (VPC+2)

%) VPC

(R

Internet CB

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Public hosted zone

Route 53 > Hosted zones

- Name servers/delegation sets

Hosted zones (3)

Automatic mode is the current search behavior optimized for best filter results. To change modes go to settings.

« Resource record sets <2
« TTL & caching
« DNSSEC configuration

Q

Domain name Type Created by Record count

unicornpacket.com Public Route 53 13
unicornpackets.com Public Route 53 2

unicorndns.net Public Route 53 2

- Importing zone file contents

« Metrics & query logging

View query logging configuration

@ UniCOI‘npaCket.COm Info ‘ Delete zone Test record

v Hosted zone details Edit hosted zone

- AWS specific record types
- Alias
- Routing policies

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
\-—;’

Hosted zone name

unicornpacket.com

Hosted zone ID
Z08033393PJJSBGDGISFY

Description
Production Domain for Unicorn Packet

Query log
unicornpacket-query-logs:*

Type
Public hosted zone

Record count
13

Name servers
ns-254.awsdns-31.com
ns-1762.awsdns-28.co.uk
ns-1500.awsdns-59.0rg
ns-563.awsdns-06.net




Private hosted zones

Records (16) info Import zone file

Takes priority in a VPC

Type Routin Value/Route traffic to

ns-1536.awsdns-00.co.uk
ns-0.awsdns-00.com.

Can be part of a split view setu - =

unicornworld.local SOA Simple ns-1536.awsdns-00.co.uk. awsdns-hostmaster.amazon.com. 1 7200 900 1209600 86400
adminteam.unicornworld.local CNAME Simple - €c2-54-194-46-86.eu-west-1.compute.amazonaws.com
elb-prod.unicornworld.local A Simple - dualstack.internal-internalelb-417588847.e -1.elb.amazonaws.com.
h t enterprise-ad-dc1.unicomworld.local CNAME Simple - ip-192-168-8-50.eu-west-1.compute.internal.
° a re C rO SS - a C c O u n enterprise-ad-dc2.unicomworld.local CNAME Simple ip-192-168-9-55.eu-west-1.compute.internal.
rprise-ad-ws1.unicornworld.local CNAME Simple - €c2-54-154-166-132.eu-west-1.compute.amazonaws.com.
-natinst.unicornworld.local CNAME Simple - €c2-52-16-24-57.eu-west-1.compute.amazonaws.com
enterprise-zc-connmgr.unicornworld.l, CNAME Simple ec2-52-17-11-65.eu-west-1.compute.amazonaws.com.
P S h d b t n V P C internalelbprod2.unicornworld.local CNAME Simple ip-192-168-9-104.eu-west-1.compute.internal
a re e We e S internalelbtest1.unicornworld.local CNAME Simple ip-192-168-8-106.eu-west-1.compute.internal.

intranet.unicornworld.local A Simple 192.168.4.30

ns1.unicornworld.local A Simple 1723135

ns.prod.unicornworld.local A Simple - 1723135
reinvent-labadmin.unicornworld.local CNAME Simple ec2-54-85-202-206.compute-1.amazonaws.com.

rkstion.unicornworld.local CNAME Simple - ©c2-54-229-149-191.eu- t-1.compute.amazonaws.com.

unicornworld.local Daléte:zone

v Hosted zone details Edit hosted zone

Hosted zone name I Associated VPCs

unicornworld.local vpc-0b67c¢554f0a8cfa84 | eu-west-

vpc-00d13c704facd4a2ie | eu-west-2
vpc-08da1c7a5f8005c8a | eu-west-2

one ID
8C3Z4A2PJIOY8

Internal Unicorn Co Zone

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
\-—;’



Agenda

% v ©

What is a What is Routing DNS Putting it all
domain name? Route 537 policies security together

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
N7



Agenda

What is a WHEIES
domain name? Route 537

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
N7

v

Routing
policies

\

DNS
security

R

Putting it all
together




Routing policies

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Routing policies

Simple routing Weighted Geolocation

IP-based

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Simple routin

aws
~—

Record name

unicornpacket.com

unicornpacket.com

webl.unicornpacket.com

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Resolver

Q: web1.unicornpacket.com

Hosted zone

A: web1.unicornpacket.com
192.0.2.11
192.0.2.12

Routing policy Differentiator

Simple

Simple

Simple

Value/Route traffic to

s-hostrmaster.amazon.com. 1




Weighted

Q: web1.unicornpacket.com

Hosted zone
Resolver

A: web1.unicornpacket.com
192.0.2.11

Record name Routing policy Differentiator Value/Route traffic to

unicornpacket.com Simple

unicornpacket.com ) Simple

webl.unicornpacket.com Weighted

webl.unicornpacket.com Weighted

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Geolocation

: web1.unicornpacket.com

Hosted zone

A: web1.unicornpacket.com
192.0.2.13

web1.unicornpacket.com f Geolocation Morth America

web1.unicornpacket.com f Geolocation Europe 92.0.2.1. -

web1.unicornpacket.com Geolocation Default

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Latency

Q: web1.unicornpacket.com

,:J = —,Si
" r" v
US West ,,Q*; 4a. ]
(Qregon) US East QY
(] ___aa(N. Virginia) 3
4 “ 7 ’) :
% ) ‘
§ ’ r,-i"
K . pr ,f,‘ N
_ ;\i‘
3 j h
- ‘If L 2
Hosted zone ' = il
A: web1.unicornpacket.com & AR A
) 192.0.2.11 ( S

. Asia Pacific S
webl.unicornpacket.com f Latency o ) 192.0.2.13
’ (Sydney)

US West

unicornpacket.com f Latency . 192.0.2.12
’ (Oregon)

. US East [N. R
webl.unicornpacket.com f Latency N .{ 192.0.2.11
: Virginia)

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Multivalue answer

Q: web1.unicornpacket.com

Hosted zone
Resolver

A: web1.unicornpacket.com
192.0.2.11

192.0.2.13

. Multivalue
webl.unicornpacket.com - 192.0.2.11
answer

web1.unicornpacket.com — Jnhealthy 192.0.2.12

. Multivalue
webl.unicornpacket.com - 192.0.2.13
answer

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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IP-based routing

, Resolver/Client,
,ﬁ2.51 }9@-44
: 7 CIDR collections

g M Sydney: 203.0.113.0/24
- Default: 192.51.100.0/24

Hosted zone

A: web1.unicornpacket.com
192.0.2.11

web1.unicornpacket.com IP-based 192.0.2.11 203.0.113.32

webl.unicornpacket.com IP-based 192.0.2.12

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
N7



Failover

Q: web1.unicornpacket.com

Resolver Hosted zone

A: web1.unicornpacket.com
192.0.2.12

webl.unicornpacket.com Primary 192.0.2.11

webl.unicornpacket.com Secondary 192.0.2.12

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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DNS security
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DNSSEC

User Resolver Legitimate Website

Bad Actor Fake Website

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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DNSSEC omitt o

S

DNS records

Route 5

@ unicorn paCkEt.Com Info Delete zone ‘ ‘ Test record ‘ ‘ Configure query logging ‘

» Hosted zone details ‘ Edit hosted zone ‘

Records (4) Hosted zone tags (0)
DNSSEC signing info Enable DNSSEC signing
You have not enabled DNSSEC signing for this hosted zone

To enable DNSSEC signing and have Route 53 create a key-signing key (KSK) for you, choose Enable DNSSEC signing. Next,
you must establish a DNSSEC chain of trust for your hosted zone. You'll complete this step after you enable DNSSEC signing.

1. Enable DNSSEC signing

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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DNSSEC omitt o

S

DNS records

Key-signing key (KSK) creation -
Oont il cre ¥ i ) Y oS nac rma customer r Y
[CIII-1K.] tha cl ?OQ
Provide KSK n. Info AWS KMS:
Pr ¥ a
_ customer managed
unicornpacketkey
The key

Choose customer managed CMK

Create customer managed CMK
EI a or e |

unicornpacket-ksk

» Key properties

Cancel

2. Create a KSK

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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DNSSEC

DNSSEC signing info

DNSSEC signing status
Signing

Key-signing keys (KSKs) info

Name Status

unicornpacketkey

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
\-—;’

Route 53
hosted zone

S @ T @5‘4—»8

Sl DNS records
key

View information to create DS record ‘ ‘ Disable DNSSEC signing -

AWS KMS:
customer managed
key

Switch to advanced view

Creation date

October 11, 2022, 21:40 (UTC:+01:00)

2. Create a KSK




DNSSEC

DNSSEC signing info

DNSSEC signing status

Key-signing keys (KSKs) info

Name Status

unicornpacketkey

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

N1

Route 53
hosted zone

S T @g‘_g

Sl DNS records
key

View information to create DS record Disable DNSSEC signing &

AWS KMS:
customer managed
key

Switch to advanced view

Creation date

October 11, 2022, 21:40 (UTC:+01:00)

3. Add DS record to parent




DNSSEC

aws
~—

v Establish a chain of trust inf

Route 53
hosted zone

To establish a chain of trust for DNSSEC, you must update the parent zone for your hosted zone with the DNSSEC information provided here. The updates

that you make depend on if you use Route 53 or another registrar.
» Route 53 registrar

» Another domain registrar

v Key-signing key (KSK) details

KSK name Status Creation date
October 11, 2022, 21:40 (UTC:+0

1:00)

unicornpacketkey

¥ Customer managed CMK details info

The information for t 5 rma K} that from the anagement

Key alias Status
Enabled

Key ARN
alias/unicornpacket-ksk

Hosted zone ID
Z0B033393PJJSBGDGISFY

Manage key [

arn:aws:kms:us-east-1:456989011791:key/5877

ada3-1cc9-4cfa-Bdec-972eaBcaas0e

Creation date
October 11, 2022, 21:40 (UTC:+01:00)

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Key signing

DNS records
key

P

AWS KMS:
customer managed
key

3. Add DS record to parent




DNSSEC

aws
~—

Route 53
hosted zone

-
—— ﬁ@ﬁ@

v Establish a chain of trust info

To establish a chain of trust for DNSSEC, you must update the parent zone for your hosted zone with the DNSSEC information provided here. The updates
that you make depend on if you use Route 53 or another registrar.

¥ Route 53 registrar

Update your parent zone using the following information.

Signing algorithm Public key
ECDSAP2565HA256 6dGaQHTkQLAFLKLU3HrVHOa4RTCIEeKVh

Q5XCWe0307Q8QpKHbrdT/IWjrKqLjedcDIRSM
J3UlAYYmtFX6HIdA==

» Another domain registrar

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Sl DNS records
key

e

AWS KMS:
customer managed
key

3. Add DS record to parent




DNSSEC

aws

N1

Registered domains > unicornpacket.com

Edit contacts Manage DNS Delete domain

Domain unicornpacket.com Transfer lock & i { e Name servers €
Registration date @ 2022-10-04 Authorization code €@

Expiration date @  2023-10-04 d) Domain name status code @ 2ddPeriod
ok

Auto renew @ Enabled ( Tag e View and manage t; for your DNSSEC status @
domains using

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Route 53
hosted zone

—E—-a—

ns-1500.awsdns-59.0rg
isdns-06.net

Sl DNS records
key

e

AWS KMS:
customer managed
key

3. Add DS record to parent




D N S S E C hsgtL(Ietc(Iezso?)ne
— —) Q‘ C—) @

Sl DNS records
key

€ After you configure DNSSEC with your DNS sen dd the applicable public key to the domain. L ~
@22-
@ Your request for the creation of this DNSSEG entry was s fully submitted. It will be a few AWS KMS:
minutes before the listing is updated. You will receive an e en it is done, or if further actio :
is necessary. customer ma naged

key

Key type

-

Algorithm

Public key € { <Lu VHOa4RTC

3. Add DS record to parent

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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DNSSEC ot

——)

Key Eg‘i”g Signed DNS records

I

AWS KMS:
customer managed
key

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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DNSSEC

Route 53 Resolver VPCs

VPCs (2) Info

Q

ID

vpc-00d13c704facda21e

vpc-08da1c7a5f8005c8a unicornpacket-vpc

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
)

DNSSEC validation

4. Enable VPC DNSSEC validation




DNSSEC

DNSSEC validation

ure that a DN

(@ Enabling DNSSEC validation can impact DNS resolution for public DNS records from AWS resources in a VPC, which could result in an outage. Be
aware that enabling or disabling DNSSEC validation can take several minutes.

Enable DNSSEC validation on this VPC

Status

() Enabling

4. Enable VPC DNSSEC validation

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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DNSSEC

Route 53 Resolver VPCs

VPCs (2) info

Q

ID DNSSEC validation

-

vpc-00d13c704fac4a2le (© Disabled

vpc-08da1c7a5f8005c8a unicornpacket-vpc © Enabled

4. Enable VPC DNSSEC validation

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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DNSSEC

[ [[ec2-user@ip-18-8-131-49% ~]% dig
[ec2-user@ip-18-8-131-49 ~]% clear
[

<<>> DiG 9.11.4-P2-RedHat-9.11.4-26.P2.amzn2.5.2 <<>>

[ec2-user@ip-18-8-131-49 ~]$ dig unicornpacket.com +trace

H
"o i T 4
i <<>> DiG 9.11.4-F2-RedHat-9.11.4-26.P2.amzn2.5.2 <<>> unicornpacket.com +trace ” gluba'l. upt'lmns cmd
i+ global options: +cmd i1 Got answer:
5 518400 1IN NS K.ROOT-SERVERS . NET. v+ ->>HEADER<<- opcode: QUERY, status:Q5ERVFAI id: 53128
reaee T N PR ;i flags: gr rd ra; QUERY: 1, ANSWER: RUTHORITY: ©, ADDITIONAL: 1
518488 IN N5 A.ROOT-SERVERS.MET.
518488 IN NS B.ROOT-SERVERS .NET. :» OPT PSEUDOSECTION:
518488 1IN N5 C.ROOT-SERVERS .NET.
518400 IN NS D.ROOT-SERVERS . NET. i EDNS: version: @, flags:; udp: 4896
518488 1IN NS E.ROOT-SERVERS .NET. v+ QUESTION SECTION:
518488 IN N5 F.ROOT-SERVERS .MET. .. IN
518488 IN N5 G.ROOT-SERVERS .MET.
518488 IN N5 H.ROOT-SERVERS .MET.
518488 IN NS 1.ROOT-SERVERS.NET. i+ Query time: 8 msec
518488 1IN N5 J.ROOT-SERVERS.MET. v .
i: Received 239 bytes from 18.6.08.2#53(168.6.8.2) in @ ms +: SERVER: 10.8.0.2#53(10.8.0.2)
v+ WHEN: 5at Nov 12 15:46:16 UTC 2822
com. 17288@ 1IN NS e.gtld-servers.net. rr M5G SIZE rewd: 46
com. 172888 1IN N5 b.gtld-servers.net.
com. 172888 1IN N5 a.gtld-servers.net.
com. 172888 1IN N5 d.gtld-servers.net.
com. 172888 1IN N5 i.gtld-servers.net.
com. 172888 1IN N5 f.gtld-servers.net.
com. 172888 1IN N5 j.gtld-servers.net.
com. 172888 1IN N5 k.gtld-servers.net.
com. 172888 1IN N5 c.gtld-servers.net.
com. 172888 1IN N5 g.gtld-servers.net.
com. 172888 1IN N5 h.gtld-servers.net.
com. 172808 1IN NS 1.gtld-servers.net. L/}
com. 172888 1IN N5 m.gtld-servers.net.

com. 86408 IN RR5IG D5 & 1 86400 20221125050000 20221112040080 18733 . I5itdepK25laf74ZFhYWR/ 3wl
GjsFroYCirdzIyMrzs4vIMUBXLVs+Ws veV+vnXgmVuNSHk) JWcRSFT43mCZ+Khyp TArYQ/RNtGazBKzBgXowxZ6 2ublSVr3318yAMt13iNZN44RBEZBIEKLur

heBFoBFgW8LpR7/89PqYV 1HOTKZGDKGCNZedL Pa+ukQcgp2 YRAXOZFV3KNgXeKGLxYTKINvBeVgnP Tc5bQY1D1ZvUB26MBISIGA1YEVAAXPtBgUBTyenC50RT]
dVbig/R2PHj hn32twVzOZkmyWvchHTPSuvyRAm/ktkgQL+R619B+/TqldyuEw2YEEZI ktNOhw==
i1 Received 1177 bytes from 192.5.5.241#53(F.ROOT-SERVERS.NET) in 2 ms

unicornpacket.com. 172888 1IN N5 ns-254. awsdns-31.com.
unicornpacket.com. 172888 1IN N5 ns-563. awsdns-86.net.
unicornpacket.com. 172888 1IN N5 ns-1762.awsdns-28.co.uk.
unicornpacket.com. 172888 1IN N5 ns-1588.awsdns-59.0rg.

unicornpacket.com. 86480 DS 8 2 86480 2022111668721687 202211089861187 53929 com. I3giPBYASWfViWblpglUaQ)
9gTW2ouBIc7KiWLEMNr4MTXGZv/PnlAiz/ p2REgh+MJAX1cOFg29F0r+9nQe1vedV/4r55TeolkzQ3tP7YIVyTalfc eeljzg+7BhUYEKX] lyjvGH/vFaImlwI;
JF5YIi1QFx/RBc4vIm7BZc2Yy 65YywNlkSAGYSoGLNneMCgDyX7plgdymgF3/AupulT5Tx7g==

unicornpacket.com. S88 IN RRSIG  50A 13 2 980 208221112165554 2082211121440854 25812 unicornpacket.com. LWIGMSs
v+zTziXy/585L89cB5FWCNuoCPn@dDs0oESaHEIG30NooypR j/CiVBGHWBmMAYvU3hdwc JWwHKbo25pw==

unicornpacket.com. 86408 IN NSEC \B88.unicornpacket.com. N5 50A PTR HINFO MX TXT RP AAAA SRV NAPTR DNAME RRS|
G NSEC DNSKEY NSEC3PARAM SPF IXFR AXFR CAA

unicornpacket.com. 86408 IN RR3IG  NSEC 13 2 86400 20221113164854 20221112144054 25012 unicornpacket.com. tCmé]
VZQR+EWKRCKyB2+g7hXrUSIMt4shWBowMmPQwFRNMNpkPcu/1Bp 9XVPmNTM3/LZLNCzbG72zmlcYXMDbQ==

;; Received 420 bytes from 285.251.192.254#53(ns-254.awsdns-31.com) in 9 ms

aws © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Transferring a domain

aws © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Transfers - things to note

« Does AWS support the TLD
« Dates - registration & expiry
- Quotas — default per account is 20

« Nameservers — max 6 on Route 53

« Charges & support
« Test first
« Repeat in bulk

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Domain status

For TLDs — cannot transfer if status =

- clientTransferProhibited

GET STARTED NEWS AND MEDIA POLICY PUBLIC COMMENT RESOURCES COMMUNITY QUICKLINKS

« pendingDelete

d . T f Resources EPP Status Codes | What Do They Mean, and Why Should | Know?
* pendaingilransrer About ICANN | - | | N
Extensible Provisioning Protocol (EPP) domain status codes, also called domain name status codes, indicate

Board the status of a domain name registration. Every domain has at least one status code, but they can also have

+ redemptionPeriod e

Governance

Is your domain name registration about to be dropped? Is it safely locked to prevent unauthorized transfers,
updates or deletions? Does it have any restrictions or pending actions that you need to address? Finding and

= A understanding your domain's EPP status codes will answer all of these questions and more.
- serverTransferProhibited Groups roves "

It is important for registrants (that means you!) to understand EPP status codes because they can explain
why your domain may have stopped working, if it is protected from domain name hijacking, and when and if
Civil Society your domain name registration will expire and become available to the public for registration.

Business

Complaints Office You can find out your domain's status codes by running a Whois lookup, which you can do by visiting
http://www.internic.net/whois.html or your registrar's website. Your domain's EPP status codes will be
Abuse included in the search results.

Domain Name System

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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High-level steps

« Test the process and all the steps

- Separate the tasks — delegation & registrar transfer

« Drop the TTL & disable DNSSEC

« Create your public hosted zone in Route 53

- Note the delegation set of nameservers

- Update existing registrar delegation to point to Route 53 nameservers
« Transfer the domain to the Route 53 registrar

« [re-]Enable DNSSEC

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Create your public hosted zone in Route 53

« Create your public hosted zone in Route 53

- Note the delegation set provided - the authoritative nameservers for the zone

« Prepare the zone contents in advance

- Start by matching the contents of the current zone
« Export from current provider - “standard BIND format”

* Import — Route 53 “import zone file” or cli53 (third-party tool)

- Improve the contents to use AWS specific features after migration

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Zone file import process

$ORIGIN unicornpacket.com.

@

®®® ® ®

mail
mail

portal

dws

N7

900

600

172800
172800
172800
172800

600
600

000
000

600 IN

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

IN
IN
IN
IN

IN
IN

IN
IN

IN

IN

CNAME

NS
NS
NS
NS

AAAA

A
AAAA

SOA

nsl.unicorndns.net

hostmaster.unicorndns.net.
2022021401

7200
900
1209600
86400

MX 10

mail.unicornpacket.com.
nsl.unicorndns.
nsZ.unicorndns.
ns3.unicorndns.
ns4.unicorndns.

203.0.113.21

net.
net.
net.
net.

2001:db8::113:21

198.51.100.99

2001:db8::100:99

portal.colourfulportals.com.




Zone file import process

Route 53 > Hosted zones > unicornpacket.com

@D unicornpacket.com

» Hosted zone details

Route 53 > Hosted zones » unicornpacket.com » Import zone file

Import zone file i

You can create records for a Route 53 hosted zone by importing a zone file.

Zone file

Paste the contents of your zone file below.

$ORIGIN unicornpacket.com.

@ 900 IN SOA ns1.unicorndns.net
hostmaster.unicorndns.net.
2022021401
7200
900
1209600
86400

600 MX 10 mail.unicornpacket.com.
172800 NS ns1.unicorndns.net.
172800 NS ns2.unicorndns.net.
172800 NS ns3.unicorndns.net.
172800 NS ns4.unicorndns.net.

600 A 203.0.113.21
600 AAAA 2001:db8:113:21

A 198.51.100.99
AAAA 2001:db8::100:99

portal 600 IN CNAME portal.colourfulportals.com.

If the hosted zone already contains records that appear in the zone file, the import process fails, and no records are created. Enter multiple records on separate lines

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
S

Delete zone Test record | ‘ Configure query logging

I Edit hosted zone

Import zone file

modes go to settings.

Routin... Value/Route traffic to

ns-1318.awsdns-36.0rg.
ns-238.awsdns-29.com.
ns-1668.awsdns-16.co.uk.
ns-667.awsdns-19.net.

Simple ns-1318.awsdns-36.0rg. awsdns-hostmaster.amazon.com. 1 7200 900 1209600 86400

Simple




1IN unicornpacket. com

Zone file import process

900 IN SOA nsl.unicorndns.net

NS nsZ.uni
NS
NS

Record preview for unicornpacket.com (6)

orta IN Route 53 creates the following records when you choose Import zone file. If you edit the contents of the zone file above, the table reflects your changes.

Q. Filter records by property or value

TTL

Record name Value/Route traffic to
(seconds)

mail.unicornpacket.com. 203.0.113.21 600

mail.unicornpacket.com. 2001:db8::113:21 600

portal.unicornpacket.com. portal.colourfulportals.com. 600

unicornpacket.com. 10 mail.unicornpacket.com. 600
www.unicornpacket.com. 198.51.100.99 600

www.unicornpacket.com. 2001:db8::100:99 600

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Update the delegation

At your existing provider/registrar
Modify the nameservers

Provide the Route 53 delegation set
Be patient ... time to live (TTL) needs to expire

Test using a new record only present in Route 53

aWS © 2022, Amazon Web Services,

Inc. or its affiliates. All rights reserved.
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Remember earlier ... now is the time

- Transfer an existing supported domain name

1: Select Domain Transfer Domain to Route 53

You can transfer registration for one or more domains from another registrar to Route 53. Before you continue, do the following:

« Confirm that the domain is transferable. See Transfer requirements for top-level domains.
+ For each domain that you want to transfer, perform the first four steps of Transferring registration for a domain to Route 53.

To transfer up to five domains, you can enter each domain name below.
To transfer more than five domains, you can use the Transfer multiple domains to Route 53 page.

unicornpacket .com - $12.00 z m

unicornpacket.com can be transferred to Route 53 ($12.00)

To transfer the domain to Route 53 please ensure the following:

« Disable domain privacy for the domain so we can get your contact information.
¢ Ensure the domain's registrant email at WHOIS is valid and reachable.
¢ Get an authorization code for the domain (Not required for certain TLDs).

Add to Cart

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Implement other AWS Services

==
|
\5-1

Amazon WorkMail Organizations unicornpacket Domains unicornpacket.com

unicornpacket.com [ G |[ & copyau

To be able to use this domain with WorkMail, you need to configure it by adding the following DNS records. Since your domain is hosted in Route 53, we u E a S n b u tto n
can configure it automatically by pressing "Update all in Route 53" button above. Alternatively, you can copy-paste the below DNS records one by one or y
use "Copy all" button above. Note that after you make any changes, it can take up to 72 hours before all DNS records are propagated.

/A Domain ownership Info

¥ Details

Type Record name Value Status

A\ Inconsist
TXT _amazonses.unicornpacket.com. F70PLCFhcbHu4lRcm/xjAObnC4dBSEV7NnM...

Custom MAIL 'ROM domain info

Messages sent througiyAmazon SES will be marked as originating from your domain instead of a subdomain

Publish DNS records to Route53

/A WorkMail configuration Info
¥ Details

Type Record name Value Status

MAIL FROM configuration MAIL FROM domain

MX unicornpacket.com. 10 inbound-smtp.eu-west-1.amazonaws.c... /A Missing

! ) _ ) A\ Temporary failed mail.unicornpacket.com
CNAME autodiscover.unicornpacket.com. autodiscover.mail.eu-west-1.awsapps.com.

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
S



Update the public hosted zone

Records (14) info Import zone file

Automatic mode is the current search behavior optimized for best filter results. To change modes go to settings.

Q

Record name Routin... Value/Route traffic to

unicornpacket.com Simple 10 inbound-smtp.eu-west-1.amazonaws.com.

ns-254.awsdns-31.com.
ns-1762.awsdns-28.co.uk.
ns-1500.awsdns-59.org.
ns-563.awsdns-06.net.

unicornpacket.com Simple

unicornpacket.com Simple ns-254.awsdns-Zi=comrawstns-irestmaster,amazon.com. 1 7200 900 1209600 86400
unicornpacket.com Simple "v=spf1 include:amazonses.com ~all"

_amazonses.unicornpacket.com Simple "F70PIlCFhcbHu4lRcm/xjAObnC4dBS6V7nMRsB8LXQeQ="
_dmarc.unicornpacket.com Simple "v=DMARC1;p=quarantine;pct=100;fo=1"
gorzhgnkcc72apewqfggoyh2acmjympu._domainkey.unicornpacket.com Simple gorzhgnkcc72apewqrggoynZacmjympu.dkim.amazonses.com.
mlsl7utlibxucidikvbdjknkctgsl3eq._domainkey.unicornpacket.com Simple mlsl7utli6xucidikvbdjknkctgsl3eq.dkim.amazonses.com.
tklt5hzx7ouhhume7uv63tkba3xbqrub._domainkey.unicornpacket.com Simple tklt5hzx7ouhhume?7uv63tkba3xbqrub.dkim.amazonses.com.
autodiscover.unicornpacket.com Simple autodiscover.mail.eu-west-1.awsapps.com.

mail.unicornpacket.com Simple 10 feedback-smtp.eu-west-1.amazonses.com

mail.unicornpacket.com Simple - "v=spf1 include:amazonses.com ~all"

www.web1.unicornpacket.com Failover Primary dualstack.lb-unicorn-packets-52827961.eu-west-2.elb.amazonaws.com.

www.web1.unicornpacket.com Failover Secondary s3-website-eu-west-1.amazonaws.com.

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Configuring a
routing policy
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Let's set up failover

dws

N7
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site hosting

)

Amazon Simple Storage Application Load
Service (Amazon S3) Balancer

webl.u

Static website hosting

Use this bucket to host a website or redirect requests. Learn more [

Static website hosting
Enabled

Hosting type
Bucket hosting

Bucket website endpoint

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Health checks

Dashbx

Delete health check Edit health check

Description

Aonitering Alarn a Health checkers Later

ast failed c < Refresh

Health checker region Health checker IP Last checked

Paclfic (Tokyo)

Rule group

omain

Az
EU (Irelan

EU (Ireland)

st (Oregon)

st (Orey

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
S

9:36 AM UTC
9:36 AM UTC
49:35 AM UTC
49:35 AM UTC

41 AMUTC

49:40 AM UTC

49:36 AM UTC
49:36 AM UTC
uTC

AUTC

9:35 AM UTC
9:34 AM UTC

49:34 AMUTC

9:49:34 AMUTC

Alarms

No alarr

s configure

No alarms configur

Status

HTTP Status

HTTP Statu

HTTP Statu

HTTP Statu

HTTP Status

HTTP Status

HTTP Statu

HTTP Status Co

solved IP

18.170.

18.17

18.170.

Configure two health checks to monitor the
Application Load Balancer and the Amazon S3

endpoint

1 to 2 of 2 health checks

Amazon Simple Storage

Application Load g
Service (Amazon S3)

Balancer




> unicornpacket.com » Create record

Quick create record info

¥ Record 1

Record name__ info

www.web1 .unicornpacket.com

D Alias
Route traffic to  info

Alias to Application and Classic Load Balancer
Europe (London) [eu-west-2]

Q. dualstack.LB-Unicorn-Packets-52827961.eu-west-2.elb.amazonaws.com
): ZH
Routing policy Infe

Failover

Health check ID  Info

Q. 5091d7db-df84-4664-bf47-45948e13e3b1

Record ID  Info

Web1-ALB

Routing policy

Switch to wizard

‘ Delete |

Record type  Info

A — Routes traffic to an IPv4 address and some AWS resources

Failover record type

Primary

Evaluate target health

O ves

Add another record

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Configure two failover routing policies to record
type alias and associate to health checks

Primary  Application Load Balancer (eu-west-2)
Secondary Amazon S3 bucket (eu-west-1)

5

Application Load
Balancer



Routing policy

Route 53 » Host > unicornpacket.com » Create record

Quick create record info

¥ Record 1

Record name  info

www.web1 .unicornpacket.com

Keep blank
@O Alias

Route traffic to  info

Alias to S3 website endpoint
Europe (Ireland) [eu-west-1]
Q, s3-website-eu-west-1.amazonaws.com

Routing policy  Info

Failover

Health check ID - optional __Info

Q, 99e05ac7-075b-4106-926e-09588f84ealc

Record ID  Info

Web1-53

Switch to wizard

‘ Delete |

Record type  Info

A — Routes traffic to an IPv4 address and some AWS resources

Failover record type

Secondary

Evaluate target health

O ves

Add another record

Cancel

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

N1

Configure two failover routing policies to record
type alias and associate to health checks

Primary  Application Load Balancer (eu-west-2)
Secondary Amazon S3 bucket (eu-west-1)

Amazon Simple Storage
Service (Amazon S3)



Records

ones > unicornpac com
@ unicornpacket.com ..«

» Hosted zone details

DNSSEC signing Hosted zone tags (0)

Record name Routin...

unicornpacket.com \ Simple

unicornpacket.com Simple
www.webl.unicornpacket.com A Failover Primary

www.web1.unicornpacket.com f Failover Secondary

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Delete zone H Test record || Configure query logging |

| Edit hosted zone |

Import zone file

Value/Route traffic to

ns-254.awsdns-31.com.
ns-1762.awsd .co.uk.
ns-1500.awsdns-59.0rg.
ns-563.awsdns-06.net.

ns-254.awsdns-31.com. awsdns-hostmaster.amazon.com. 1 7200 900 1209600 86400
dualstack.lb-unicorn-packets-52827961.eu-west-2.elb.amazonaws.com.

s3-website-eu-west-1.amazonaws.com.

www.web1.unicornpacket.com is now
publicly accessible via Amazon Route 53

The primary record routes traffic to the
Application Load Balancer eu-west-2
(London)

/eb1.unicornpacket.com




Si mu latEd fa i love r Simulated failure is initiated

Failover takes place and the secondary
record routes traffic to the Amazon S3
bucket located in eu-west-1 (Ireland)

zon
Health checks

Delete health check | Edit health check

110 2 of 2 health checks

Status Description

Infc Monitoring  Alarms Tags  Health checkers atency

) urrent status View eck < Refresh

Health checker region a  Health checker IP Last checked Status

M UTC

AM UTC

AM UTC
AM UTC

TG
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Identity and
access management

aWS, © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved



Unicorn packet expansion

Management

, account

1 =

. )

i AWS Control Tower AWS AWS |IAM Identity

] i Organizations Center

i v L 4

1

] NS AWS Service Security OU Sandbox OU AWS IAM Identity

. CloudFormation Catalog Center directory

i §E§E'§§§ES__1L______________£’55599_"_t_E§EE‘2£>Q _____________________________ l _______________________________________________________________

eyl el W B L

: ____________________________________________________________________

i Log archive : Audit account : Dev/prod accounts :-ur'

| account : | : | (multiple) :::

’ e 2 S i
| = [ | = (| = 1

i [ Ei [ E (I E I::

[ (| I 1 |

i I Account I Account Security cross- [ Account l::

! : baseline : : baseline account roles : : baseline ::,

i > | I 1.1

i 5 i i

il (' I '|:

1

- Centralized AWS CloudTrail K Security AWS Config - Network 1y

i L oo and AWS Configlogs _ _ _ _ _ _ |1 ___ notifications_ _ _ _ _ aggregator _ _ _ _ | ‘o, __________baseline __________ ' ::

L e

1
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| can’t access Route 55 anymore

8 Management '
N7 account

g Amazon Route 53 Hosted zone

Administrator

unicornpacket.com

_______________________________________________________________________________________________________________________________________________________________________________________________________________________________

Dev Account :
| .

Request form i (1
' O+

& i Application

Developer N



| can’t access Route 53 anymore!

8 Management
N7 account

@ . Create an NS Record

Specify name servers (step 3)
Amazon Route 53  Hosted zone PECity P

unicornpacket.com

Application

3. Copy hosted zone name servers

Hosted zone
dev.unicornpacket.com

1. Create a hosted zone EE
2. Create record for application @ 5




| can’t access Route 53 anymore!

8 Management &
@ account i ~T
@ AWS lIdentity and Access

Amazon Route 53 Hosted zone Management (IAM)

unicornpacket.com

...............................................................................................................................................................................................................................

i 00 B
| L1+ n
i Application |
| 8

Assume Role'



AWS managed

AWS ldentity and Access
Management (IAM)

v
v

X

Permissions

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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mazonRoutes3DomainsReadOnlyAccess

mazonRoutes3DomainsFullAccess

mazonRoutes3ReadOnlyAccess

mazonRouteb3AutoMamingReadOnlyAccess

mazonRoutes3AutoMamingFullAccess

A

mazonRoutes3AutoMamingRegistrantAcces

mazonRouteS3FullAccess

Routes3ResolverServiceRolePolicy

mazonRouteb3RecoveryReadinessFullAccess

mazonRouteb3RecoveryControlConfigFullAccess

mazonRouteb3ResolverReadOnlyAccess

mazonRouteb3RecoveryControlConfigReadOnlyAccess

Routes3RecoveryReadinessServiceRolePolicy

'ﬂ.'...

azonRouteb3RecoveryReadinessReadOnlyAccess

mazonRouteb3RecoveryClusterFullAccess

mazonRoutes3ResolverFullAccess

AWS managed

AWS managed

AWS managed

AWS managed

AWS managed

AWS managed

AWS managed

AWS managed

AWS managed

AWS managed

AWS managed

AWS managed

AWS managed

AWS managed

AWS managed

AWS managed

AWS managed




Create your own policy

aws
~—

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

HpRa

tGeolLocation

tHealthCh

yMame

ListHo PG

Lis

Instance

Dele

eTrafficPolic DeleteTrafficPol

ListTrafficPol
ListTrafficPolic
ListTrafficPo

ListVPCAssociationAuthorizations

ionAuthorization
DisableH dZoneDNSSEC
Disi dZc

Enable edZoneDNSSEC

miment

UpdateTraffi cyComment

UpdateTrafficPolicylnst;




New!! DNS resource record set permissions

- Specify granular IAM policies to
control who can create, edit, or
delete individual resource record sets
within a hosted zone

route53:ChangeResourceRecordSetsNormalizedRecordNames

« These granular permissions give route53:ChangeResourceRecordSetsRecordTypes
Tale [\l [TEIRD N SN:Te [0l laliSd -1 no ) sl e | [ n =« Sl route53:ChangeResourceRecordSetsActions
ownership at the resource record set
level, which may help customers
avoid relying on a central team to
manage changes

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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The end .... honest
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Let’s summarize

* It's always DNS - in a good way
- When mistakes are made, it can be painful due to caching/TTL
You understand how DNS works - delegation by NS record

Domain name registration and transfer

Hosted zones, record types, and resource record sets

Route 53 specific capabilities — routing policies, DNSSEC, IAM

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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There is more to Route 53

Resolver endpoints
« VPC Query Logs
DNS Firewall

- Application Recovery Controller

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved
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Thank you!

[waeres] Please complete the session
'8

survey in the mobile app
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