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CloudWatch internet performance monitoring

PROVIDES VISIBILITY INTO HOW INTERNET ISSUES IMPACT APPLICATION PERFORMANCE, REDUCING THE
TIME IT TAKES DEVELOPERS TO DIAGNOSE ISSUES FROM DAYS TO MINUTES

CHALLENGE

SOLUTION

Customers lack visibility into how the
performance of internet service providers
(ISPs) impacts the experience of end users

connecting to their AWS hosted applications
over the internet

Today, developers spend days diagnosing
whether the internet or the application is the
cause of an application performance issue

End-to-end visibility into the internet
performance of your application
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Quickly understand the internet-related problems
that your end users are experiencing in different
geographic locations and networks, without
needing any code integration or agents
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User personas

' Application developer

* Rule out the internet as the cause of an issue within minutes

1 8 « Avoid debugging application unnecessarily

o) DevOps/Network operator

» Monitor networks continuously and understand application impact

5 . » Route users to alternate endpoints
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Amazon CloudWatch
Internet Monitor story
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Meet Sam

Sam is an application developer at a popular company
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Sam is being a good ops engineer
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But then this happens

From: concerned customer

“Your application is very slow to use. | tried it from both my
phone and my computer, and it's the same everywhere.”
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The dashboard is all green
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CloudWatch graphs for the internet?




CloudWatch graphs for the internet?




It wasn’t Sam'’s fault

After replying to several tickets, Sam discovers that all
customers are using the same ISP

When checking the status page of that ISP, Sam finds a notice
that part of their network is experiencing packet loss because

- of a fiber cut somewhere

aws
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Introducing CloudWatch Internet Monitor

Sam heard about CloudWatch Internet Monitor and decides to try it

Setting up an Internet Monitor is easy
* Quick setup process (just 3 steps)
Observe traffic data within minutes (not hours)
Receive alerts on the go with Amazon EventBridge integration
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Sam gets an internet outage alert

aws
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Services | Q Search for services, service features, Marketplace products, docs, and more & L ®@ N. Virginia v MyRole/AWSUser @ 0123-4567-8901 ¥

@ Reset Zoom Q ‘

© Las Vegas, NV, USA

c impacted
1.78% impact to overall traffic
40% impact at current client location

© Location impacted by an active event Client locations with internet traffic

Health events (4) info Actions ¥
Lists h C ) ( )

r applicatior

Client location Client network Service location Traffic impact Impact type
Comcast (AS 7922) us-east-1 1.78%
ISP B network name (AS 45678) us-west-1 1.07%
ISP C network name (AS 7890) ap-southeast-1 0.97%

ISP D network name (AS 54321) Edge 0.54% Internet performance issue
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CloudWatch Internet Monitor

A customer calls
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Sam'’s deep dive into
CloudWatch Internet Monitor
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Overview: Performance and availability score

s, and more ® AN ® N. Virginia v MyRole/AWSUser @ 0123-4567-8901 v
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CloudWatch Internet Monitor

Monitor exam ple Edit monitor View AWS Health Dashboard [

updated: a few seconds ago. Auto-refreshes every 5 minutes.
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Health score

96%

October 4, 2022 14:02 (UTC)
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Live tab: Availability and performance score
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Overview: World map and active events table
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Q Search for services, service features, Marketplace products, docs, and more

© Las Vegas, NV, USA

End-user traffic impacted
1.78% impact to overall traffic
impact at current client location

© Location impacted by an active event Client locations with internet traffic

Health events

Client location Client network

Comcast (AS 7922)

ISP B network name (AS 45678)
Tijuana, ISP C network name (AS 7890)

Bangkok, Thailand ISP D network name (AS 54321)

Feedback

Live tab: World map view and Active events table

B &4 @

Service location Traffic impact
us-east-1 1.78%
us-west-1

ap-southeast-1

Edge

@ 2021, Amazon Web Services, Inc

. Virginia v

Reset Zoom

Actions ¥

Impact type
@ Ir

Internet performance issue

Internet performance issue

. or its affiliates  Privacy  Terms

MyRole/AWSUser @ 0123-4567-8901 ¥
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Overview: Network path visualization

3] Fal @ N. Virginia ¥ MyRole/AWSUser @ 0123-4567-8901 ¥

ffic im
lote that

Client location Client network Service location Traffic impact

Comcast (AS 7922) us-east-1 1.78%

ISP B network name (AS 45678) us-west-1 1.07% Internet performance issue

ISP C network name (AS 7890) ap-southeast-1 0.97% ® ilabilit

Impairment analysis info

nt duration Impact to overall traffic Impact at d client

36m57s 1.78° 40.00%

Internet performance issue

Network path visualization info

Last updated 4 19

Amazon.com (us-east-1) Cogent Comcast
AS 16509 A5 174 AS 7922

Node Status (%) impaired ode Node Type 1d-user Location
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Issue identified

With the internet monitor dashboard, Sam identified the issue and its
impact on end user traffic for their customers; he exports the data and
proceeds to engage the ISP to work on addressing the problem

Meanwhile, Sam decides to explore historical data about the issue

nEg
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Historical explorer

aWS | 222 services | Q Search for services, service features, Marketplace products, docs, and more B 4 (@  Nviginiav MyRole/AWSUser @ 0123-4567-8901 ¥

Cloudwatch Internet Monitor Monitor_example

Mon itor exa mple Edit monitor ‘ View AWS Health Dashboard [4

Overview Traffic insights Monitor details

rical traffic data info w Custom Actions ¥

Client locatior 5 Clear filters

¥ Health events graphs

Performance score Availability score

6/19

Feedback © 2021, Amazon Web Services, Inc. or its affiliates Privacy  Terms Cookie preferences
Historical explorer tab: Performance score, Availability score
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Historical explorer: All events table

aWS | 222 services | Q Search for services, service features, Marketplace products, docs, and more B 4 (@  Nviginia v MyRole/AWSUser @ 0123-4567-8901 ¥

Bytes transferred Round trip time (RTT)

4 mbps 80 ms
3 mbps 60 ms

2 mbps [ 40 ms

1 mbps

6/22 6/23

Time (UTC) Time (UTC)
Bytes transferred in == Bytes transferred out RTT P95 RTT P90 ==RTT P50

Actions ¥

Client location ¥ Status ¥ Start time Duration ¥ Client network ¥ Service location ¥ Traffic Impact type

V, USA A Activ November 14, 2022, 14:32 (| 36m 57s Comcast (AS 7922) us-east-1 1.78% Internet performance issue

© MNovember 14, 2022, 14:32 (UTC) 01h 02m 16s Comcast (AS 7922) us-east-1 0.55% Internet performance issue
November 13, 2022, 14: 30m 16s Comcast (AS 7922) us-east-1 1.05% Internet performance issue
November 10, 2022, 14:32 ( 40m 16s Comcast (AS 7922) us-east-1 0.06% Internet availability issue

November 14, 2022, 14:32 (UTC) 15m 20s Comcast (AS 7922) us-east-1 0.93% Internet availability issue

Feedback © 2021, Amazon Web Services, Inc. or its affiliates Privacy  Terms Cookie preferences
Historical explorer tab: Throughput, first byte latency, and all events table
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Trends understood

With the internet monitor historical explorer tab, Sam filtered
and searched through previous log data to further understand
the context and patterns of an issue
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Traffic insights
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CloudWatch Internet Monitor

Monitor_example o

Overview Historical explorer

Traffic insights filter

Q

v Overall traffic

Details of the overall traffic be nonitol er selected d: nd time range

Total traffic in (bytes)

155.6MB

al traffic (bytes)

28/.27MB

client location traffic info

Sorting field

Total traffic (byte) City

Total traffic (bytes) by city (descending)
OMB  4MB
Las Vegas, NV, USA

Dallas, TX, USA
Seattle, WA, USA
Bangkok, Thailand

Feedback

Traffic insights tab: Overall insights

and more

Monitor details

al traffic out (byt

131.66MB  80.42ms

Granularity

16MB

® AN ® N. Virginia ¥ MyRole/AWSUser @ 0123-4567-8901 ¥

Edit monitor View AWS Health Dashboard [

Last updated: a few seconds ago. Auto-refreshes every 5 minutes.

6mo Custom

Performan

96.6%

age time to first byte ability score

100%

core

Sorting order
Highest to lowest
18MB Overall top 10 locations traffic summary

Total traffic (bytes)
71.06MB

Average time to first byte (TTFB)
70ms

Total traffic in (by Availability score
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Traffic insights: Top client locations
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Top client locations info

View up to 10 top client locatic
Sorting field

Total traffic (byte)

Total traffic (bytes) by city (descending)
4MB 8MB 12MB 16MB 18MB

0MB
Las Vegas, NV, USA

Traffic setup suggestions for lower TTFB (50) info

Client location

Feedback

Traffic insights tab: Overall insights

Network(ASN) <

Comcast (AS 7922)

ISP B (AS2222)

ISP C (AS3333)

ISP D (AS4444)

ISP E (AS5555)

Q Search for services, service features, Marketplace products, docs, and more

Granularity

City

Current setup

EC2 (us-east-1)

EC2 (us-east-2)

CloudFront Distribution

EC2 (us-east-2)

EC2 (us-east-1)

Current setup TTFB ¥

120 ms

70 ms

20 ms

100 ms

36 ms

B 4 @

N. Virginia v MyRole/AWSUser @ 0123-4567-8901 v

Sorting order

Highest to lowest

Las Vegas, NV, USA
e time to first byte (TTF

17.97MB 120ms

Total traffic in (b
9.10MB

Total traffic o
8.87MB

CloudFront suggestions EC2 suggestions Actions

Lowest TTFB setup Predicted average TTFB
CloudFront Distributions 20ms

EC2(us-east-1) 55ms

@ L TTFB setup

@ Lov TTFB setup

CloudFront Distributions 26.56ms
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Architectural recommendations received

By exploring traffic insights, architectural recommendations,
and the time to first byte predictions, Sam feels confident
about proposing an architectural change as a long-term
solution to help prevent this issue in the future



CloudWatch logs and metrics

Marketplace products, docs, and more & L ® N. Virginia ¥ MyRole/AWSUser @ 0123-4567-8901 ¥
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CloudWatch Internet Monitor Monitor_ex

Edit monitor View AWS Health Dashboard [F

Monitor_example

Last updated: a few seconds ago. Auto-refreshes every 5 minutes.

Historical explorer Traffic insights Monitor details

Traffic health scores info 1thr 2hr 6h 12h 1d | Custom

o see det: about your inte traffic and hea

Download log query (JSON)
Download event data (JSON)
Health score

View historical events

View CloudWatch logs

98% View in CloudWatch Metrics

9:00
Time (UTC)

=== Availability score = Performance score Health event: Score < 95.00%

Internet traffic overview info

0 see about your inte traffic and heal

> Active events t

Feedback © 2021, Amazon Web Services, Inc. or its affiliates  Privacy Terms  Cookie preferences

Traffic insights tab: Overall insights
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EventBridge integration

ervices, service features, Marketplace products, docs, and more & L (©) N. Virginia ¥ MyRole/AWSUser @ 0123-4567-8901 ¥

CloudWatch Internet Monitor Monitor_ex

Monitor_example Edit monitor || View AWS Health Dashboard [2 |

Last updated: a few seconds ago. Auto-refreshes every 5 minutes.

Overview Historical explorer Traffic insights

Monitor details

Monitor name Monitor Amazon r urce name (ARN) Monitored urce type Sta

Monitor_example arn:aws:phoebe:us- VPC, CloudFront Distributions © Active
west-2:123456789012:monitor/

Resource ID Monitor_example Total resources EvemtBridge alerts

1234567890abcdef0 26 Go to EventBridge [4

Monitored resources (26)

Q

Resource name Resource ID Service location Resource type Account ID

CloudFront resource n resourceft# CloudFront-Edge CloudFront

CloudFront resource name resource### CloudFront-Edge CloudFront

Resource name vpC-#i us-west-2 VPC 000000000000

Resource name vpc-#it#iHHE2 us-east-1 VPC 000000000000

Resource name VpC-HHHIHHHIRS us-east-1 VPC 000000000000

Resource n vpc-#it#itiitiTa us-west-2 VPC 000000000000

Resource name vpc-#itHHH#HES us-west-2 VPC 000000000000

Feedback © 2021, Amazon Web Services, Inc. or its affiliates  Privacy Terms  Cookie preferences

Traffic insights tab: Overall insights
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Architecture
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CloudWatch Internet Monitor architecture

It's all about the data
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CloudWatch Internet Monitor architecture
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CloudWatch Internet Monitor architecture

Statistical analysis Performance & availability
metrics & anomalies




CloudWatch Internet Monitor architecture

And then it's about personalization



CloudWatch Internet Monitor architecture

Your monitored CloudWatch Internet Monitor
resources

CloudWatch metrics &
diagnostic logs

Personalization

Performance & availability
metrics & anomalies

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
S




Interested in learning more? Spr—
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Amazon CloudWatch Internet Monitor blogs LT

https://aws.amazon.com/blogs/aws/cloudwatch-internet-monitor-end-to-end-visibility-into-internet-
performance-for-your-applications/

Amazon CloudWatch Internet Monitor What's New Post

https://aws.amazon.com/about-aws/whats-new/2022/11/amazon-cloudwatch-internet-monitor-

preview/

Amazon CloudWatch Internet Monitor documentation

https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-InternetMonitor.html

Using Internet Monitor in the Amazon CloudWatch User Guide

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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https://aws.amazon.com/about-aws/whats-new/2022/11/amazon-cloudwatch-internet-monitor-preview/
https://aws.amazon.com/about-aws/whats-new/2022/11/amazon-cloudwatch-internet-monitor-preview/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-InternetMonitor.html

Thank you!
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