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Some housekeeping items

50

NET302 is a 300-level We'll let you know when a
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Public AWS Services — E.g.
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Amazon SQS Amazon SNS Amazon DynamoDB Amazon S3
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_________________________________________________

Route table 1

Destination Target
0.0.0.0/0 IGW
Destination Target
S3.prefix.list | VPCE-123

Route table 3

9
Amazon VPC

N

Elastic IP: 10.0.1.16 : 54.10.12.21
Elastic IP: 10.0.2.13:3.10.12.11

Gateway Internet Gateway

Endpoint(s)

.

Public Subnet

(Icw)

Public Subnet

EC2
TTTTT

Instance: 10.0.1.16

Liiil
m
N
N

LLLILL

Instance: 10.0.3.16

—()

NAT GW: 10.0.2.13

Lilll
m
0N
N

TTTTT

Instance: 10.0.4.25

> The Internet
Destination Target
0.0.0.0/0 NAT GW
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Public AWS Services — E.g.
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Amazon SQS Amazon SNS Amazon DynamoDB Amazon S3

5,

_________________________________________________
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Elastic IP: 10.0.1.16 : 54.10.12.21

The internet

Elastic IP: 10.0.2.13:3.10.12.11
I)—N
Amazon VPC

Gateway Internet Gateway
Endpoint(s) (IGwW)

Public Subnet Public Subnet
O=-0
[RREN| So b

Jec2f b1
- ¢ C CLB/ALB/NLB 4
LILILLILI
Instance: 10.0.1.16 /'\ NAT GW: 10.0.2.13
&
@ Private Subnet AWS Network [Niall Private Subnet
Firewall
JecE Jec2E
Instance: 10.0.3.16 Instance: 10.0.4.25
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AWS PrivateLink
enabled services

Public AWS Services — E.g.

=

Amazon SQS Amazon SNS Amazon DynamoDB Amazon S3

5,

AWS PrivateLink
Service provider VPC

VPC

Service NLB

D ‘F\ T
[J«\=

Amazon S3 VPC Flow Logs

AWS Privatelink

veC

Inspection VPC

5

Interface
Endpoints

(GWLB)

Gateway Load Balancer
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2

‘ AWS Client VPN

@

GWLB

Endpoints

<

Gateway
Endpoint(s)

M

Internet
Gateway (IGW)

Transit Gateway

i VPC |

VPCs x5000

Same region TGW
Peering
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AWS Transit Gateway oY
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Transit VIF VPN

DXGW

- =

DXGW DX POP

VPC Peering

Intra- or Inter-region

VPCs x5000

Corporate

data center

I

VPC

AWS Outposts
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New capabilities \

Amazon VPC Net




Amazon VPC
|PVvE
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|IPv4 exhaustion

Private v4

Class Private Address Range

A 10.0.0.0 = 10.255.255.255

B 172.16.0.0 -= 172.31.255.255

C 192.168.0.0 - 192.168.255.255
aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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RIR Address Pool (/8s)

13

Public v4

RIR IPv4 Address Rundown Model

AFRINIC

- APNIC
RIPE NCC

- LACNIC

14 15 16 17 18 19 20 ‘21

Source: https://ipv4d.potaroo.net/

22



IPv6-only subnets

Amazon VPC

8] Subnet
IPv4-only subnet
6] Subnet
IPv6 only
5l Subnet subnet
Dual stack
subnet

10.0.0.0/16 + 2001:db8:1234:1a00::/56 I I V6

20217 releases
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DNS64

(DNS six to four)

Route 53 Resolver synthesizes an
IPv6 address by adding
64:ff9b::/96 to the IPv4 address!

Amazon VPC

Subnet

R
\
\

IPv6-only instance
2001:db8:1234:1a00::ec2

DNS64 - Enabled
IPv6 only subnet

Q: Whois
ipv4-only.example.com |_.

Liiil - -

P

Amazon Route 53
Resolver
P 2

fd00:ec2::253

- -

‘ A: 64:ff9b::1.2.3.4 ‘

10.0.0.0/16 + 2001:db8:1234:1a00::/56

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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NAT64

(NAT six to four)

Amazon VPC Source IP: 2001:db8:1234:1a00::ec2

Subnet

IPv6-only instance
2001:db8:1234:1a00::ec2

DNS64 - Enabled
IPv6 only subnet

Destination IP: 64:ff9b::1.2.3.4

|
1
|
|
1
|
1
1
1
Vv
vy v
1
1
1

NAT Gateway
10.0.1.20

Source IP: 10.0.1.20
Destination IP: 1.2.3.4

10.0.0.0/16 + 2001:db8:1234:1a00::/56 ‘

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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ALB IPv6 targets

Amazon VPC

Subnet—Dual stack ’ Subnet— Dual stack

ALB ENIs ALB ENIs
IPv4 + IPv6 IPv4 + IPv6 Target subnets can
be IPv6-only
Subnet - V6 only Subnet - V6 only

/
& &

Targets Targets
- IPV6 - - IPV6 - I PV6

10.0.0.0/16 + 2001:db8:1234:1a00::/56
2021 releases
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NLB IPv6 targets

Amazon VPC

-
-

)& -""

NLB ENI
IPv4 + IPv6

-

Subnet - V6 only
g

Targets
- IPv6 -

A0
=0
Subnet—Dual stack ’ Subnet— Dual stack

\\\
~

e =

NLB ENI
IPv4 + IPv6

Subnet - V6 only
g

Targets
- IPv6 -

10.0.0.0/16 + 2001:db8:1234:1a00::/56

Target subnets can

zd
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IPv6
on AWS
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AWS services — IPv6 support

Amazon EC2 Amazon S3 Amazon VPC  Amazon CloudFront  Flastic Load Amazon Lightsail AWS Transit AWS loT
Balancing (ELB) Gateway
Amazon ECS AWS Shield  Amazon Route 53 AWS WAF  AWS Site-to-Site VPN Amazon EKS  Amazon WorkSpaces  AWS Direct AWS Fargate

Connect

New for 2022
@ 8§ @ @ & N

AWSlGlobal AWS PrivateLink  Amazon Athena ~ AWS Cloud Map ~ AWS App Mesh Amazon RDS  Amazon Aurora AWS DMS AWS Lambda
Accelerator

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved. AWS Secrets Maﬂager Amazon ElastiCache



£l AWS services that support IPve X +
O B &= https://docs.aws.amazon.com/general/

Feedback E]  Preferences (&

Services that support IPv6

The following table lists the AWS services that provide dual stack support, IPv6 only support, and endpoints that support IPv6. We will update this table
as we release additional support for IPv6.
AWS General Reference

AWS security credentials

Service name Dual stack support IPv6 only support Public endpoints support IPv6 Private endpoints support IPv6
Service endpoints and quotas
I PV6 Se i C e S rt AWS Fesb i App Mesh © Yes © Yes © Yes ® No
l U u p p O AWS IP address ranges Amazon Athena © Yes ® No @ Yes ® No

Amazon Aurora © Yes ® No © Yes ® No

d a S h b O a rd AWS Al;‘\s’ ) Amazon CloudFront © Yes ® No ® No ® No

IPv6 — 27/ services total

AWS Global Accelerator ® No
AWS loT ® No

https://qo.aws/3inffFc AWS Lambs (o

Amazon Lightsail

AWS PrivateLink @ Yes
Amazon RDS © Yes

Amazon Route 53 ® No

Amazon S3 @ Yes
AWS Secrets Manager © Yes
AWS Shield ® No
AWS Site-to-Site VPN © Yes
AWS Transit Gateway © Yes
Amazon VPC © Yes
AWS WAF ® No
Amazon WorkSpaces ® No

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
S
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https://aws.amazon.com/vpc/ipv6/

Amazon VPC
ENA Express

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Traditional TCP routing




Scalable Reliable Datagram (SRD) routing
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Amazon VPC ENA Ex|

POWERED BY SCALABLE RELIABLE DATAGRAM (SRD) PROTOCOL

7

o8 -0
#l el | L
8‘@ &q 8‘@ — L\gﬁ"

Improved network Transport protocol 25 Gbps
performance independent flow throughput
Reduced latency, jitter, and packet drops. Up Can be used with both TCP and UDP Between two Amazon EC2 instances in
to 82% lower P99 and 93% lower for P99.9. an Availability Zone
aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

N7



v" No additional changes needed after

ENA EXpreSS enabling it on an ENA

) . v" Can be enabled for Nitro-based
Con5|derat|ons Amazon EC2 Instances in the same

Availability Zone

v" ENA Express is currently supported for traffic
directly between Amazon EC2 instances

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
N7



Amazon VPC EI

25 Gbps

5x INCREASE

Up to 25 Gbps of
single flow bandwidth-
up from 5 Gbps

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

N1

PERFORMANCE

5 Oo/o

LOWER P99 LATENCY

ENA Express reduces
p99 network latency
by up to 50%

830/0

LOWER P99.9 LATENCY

ENA Express reduces
p99.9 network latency
by up to 83%
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Amazon VPC

Advanced Architectures



How do you define
VPC size

Network-
wise?

aW% © 2022, Amazon Web Services, Inc. or its aff iliates. All rights reserved b



Amazon VPC Network Address Usage

SINGLE VPC

256,000 IPs

aw% © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved



Amazon VPC Network Address Usage

MULTIPLE VPCs

256,000 IPs
256,000 IPs

256,000 IPs

aW% © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved



Amazon VPC Network Address Usage

VPC PEERING

512,000 IPs

dws
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Amazon VPC Network Address Usage

Peered NAU
60,000

dws

N7

VPC PEERING MESH

Peered NAU
316,000

ices, Inc. or its affiliates. All rights reserved

Peered NAU
306,000

Partial mesh



Amazon VPC Network Address Usage

VPC PEERING MESH

Peered NAU
316,000

Peered NAU
316,000

dws

N7

Peered NAU
316,000

\Z

Full mesh



Amazon VPC Network Address Usage

VPC SHARING

256,000 IPs

dws
-]



<

o ©
< / Amazon VPC
scaling out
<
<

aW% © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved



VPC Peering

SMALL SCALE

VPC peering

is non transitive \@

aws © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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VPC Peering

USE CASES

v High throughput
v" Low latency
v Minimize data transfer costs

Pretty
crowded

aws © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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AWS Transit Gateway

VPC CONNECTIVITY AT SCALE

aw% © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved
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AWS Transit Gateway

VPC CONNECTIVITY AT SCALE

256,000 IPs

256,000 IPs

256,000 IPs
256,000 IPs

Network
Address Usage
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AWS Transit Gateway

VPC CONNECTIVITY AT SCALE

Connect VPCs across

multiple accounts

ices, Inc. or its affiliates. All rights reserved

Use cases



AWS Transit Gateway

VPC CONNECTIVITY AT SCALE

Connect VPCs across

Works with VPC sharing multiple accounts

Use cases

aws © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
N7



AWS Transit Gateway

VPC CONNECTIVITY AT SCALE

Connect VPCs across

Works with VPC sharing multiple accounts

VPC Peering

is also supported

Use cases

aws © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
N7



AWS Transit Gateway

VPC CONNECTIVITY AT SCALE

Connect VPCs across

Works with VPC sharing multiple accounts

Facilitates network-level

segmentation

VPC Peering

is also supported

Use cases

aws © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
N7



AWS Transit Gateway

VPC CONNECTIVITY AT SCALE

Facilitates network-level

segmentation

Use cases

aws © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
N7



AWS Transit Gateway

VPC CONNECTIVITY AT SCALE

One route table for

each environment

Routing
detail

aws © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
N7
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AWS Transit Gateway

VPC CONNECTIVITY AT SCALE

Attachments are propagated

to the correct route tables

Each VPC attachment is

associated to a route table
@ Each VPC route table needs
to have routes to the TGW

© 2022, Amazon Web Services, Inc. or its.affiliates. All rights reserved.

Routing
detail



AWS Transit Gateway

MULTI-REGION CONNECTIVITY

Static routing across

peering connections

o SVAREVS

o® N ~ o« =
= N

aws © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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AWS Transit Gateway

HYBRID CONNECTIVITY AT SCALE

and Direct Connect connectivity

Centralized Site-to-site VPN

% Use cases

aws © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved. ’
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AWS Transit Gateway

SD-WAN INTEGRATION WITH TGW CONNECT

Transport attachment

Use cases

aws © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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AWS Transit Gateway

SD-WAN INTEGRATION WITH TGW CONNECT

Connect attachment

Use cases

aws © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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AWS Transit Gateway

SD-WAN INTEGRATION WITH TGW CONNECT

Connect peer
(BGP session)

Use cases

aws © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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<o / Amazon VPC
Build global networks
2
N o
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AWS Cloud WAN

BUILD GLOBAL NETWORKS ON AWS

AWS Region
»  Office
N . L X .
AWS Region w Office & {H{HJ&’/ ~  Office
il il
| |
4 Data Center
AWS Region AWS Region
Data Center
aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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AWS Region

AWS Cloud WAN

BUILD GLOBAL NETWORKS ON AWS

——— -

AWS Region R N

Data Center N

Data Center

dws

N7

AWS Region\\

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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AWS Cloud

BUILD GLOBAL NETWORKS ON AWS

Use the AWS
global network for
hybrid connectivity

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Simplify WAN deployments,
monitoring, and visibility

7
@3

~

Centralize traffic
segmentation policy
across Regions



AWS Cloud WAN

aws
~—

Components

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Core Network

The part of your global network managed by AWS, operating in the
AWS Regions defined in your Core Network Policy document

Core Network Policy

A single document that defines the global configuration of your
Core Network

Core Network Edge

The Regional connection point managed by AWS in each Region.
Every Cloud WAN attachment connects to a Core Network Edge

Segments
Dedicated routing domains (e.g. prod, dev, engineering, etc.)

Attachments

Attachments are any connections or resources you want to add to
your Core Network



AWS Cloud WAN

HOW IT WORKS

1. Create Core Network

aws © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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AWS Cloud WAN

HOW IT WORKS

1. Create Core Network

>

2. Define the Core Network Policy

aws © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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AWS Cloud WAN

HOW IT WORKS

1. Create Core Network

2. Define the Core Network Policy

v" A Core Network Edge is created in each Region

aw% © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.



AWS Cloud WAN

HOW IT WORKS

1. Create Core Network

2. Define the Core Network Policy

A Core Network Edge is created in each Region

Peering connections and dynamic route
propagation are fully managed

aws © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
N7



AWS Cloud WAN

HOW IT WORKS

1. Create Core Network

Define the Core Network Policy

A Core Network Edge is created in each Region

Peering connections and dynamic route
propagation are fully managed

Define Segments for end-to-end traffic
segmentation across Regions

aws © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
N7



AWS Cloud WAN

TAG “Environment”
Value “Blue”

TAG “Environment”
Value “Yellow”

TAG “Environment”
Value “Red”

aws
~—

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

IT WORKS

HOW

1. Create Core Network

2. Define the Core Network Policy

v" A Core Network Edge is created in each Region

v" Peering connections and dynamic route
propagation are fully managed

v Define Segments for end-to-end traffic
segmentation across Regions

v' Define policies for dynamic attachment-to-
segment association and route propagation



AWS Cloud WAN

KEY = Environment

VALUE = Red

HOW IT WORKS

KEY = Environment
VALUE =Red |-~

KEY = Environment
VALUE = Red

KEY = Environment -
VALUE = Red

*

dws

N7

© 2022, Amazon Web Services, Inc. or its affiliates. All rigI‘ft‘s reserved.

1. Create Core Network

2. Define the Core Network Policy

. Create attachments withtherighttags

Attachments are automatically
associated to Segments

VPC CIDR blocks are added to the
Segment route table
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AWS Cloud WAN

© 2022, Amazon Web Services, Inc. or its affiliates. All rigI‘ft‘s reserved.

HOW IT WORKS

1. Create Core Network

2. Define the Core Network Policy

3. Attach VPCs withtheright Tags

4. Centralize global hybrid connectivity

v" Full dynamic routing support for hybrid
connectivity integration



AWS Cloud WAN

INTEGRATION WITH TRANSIT GATEWAY




AWS Cloud WAN

INTEGRATION WITH TRANSIT GATEWAY

Cloud WAN - Transit Gateway

peering connection

aws © 2022, Amazon Web Services, Inc.x or-its affiliates. All rights reserved.



AWS Cloud WAN

INTEGRATION WITH TRANSIT GATEWAY

Tra,,ns‘if Gateway
_route tables

Cloud WAN - Transit Gateway

peering connection

aws © 2022, Amazon Web Services, Inc.x or-its affiliates. All rights reserved.



AWS Cloud WAN

INTEGRATION WITH TRANSIT GATEWAY

Cloud WAN Segments\,\"“{’_‘_‘

Trgns‘if Gateway
_route tables

*

Cloud WAN - Transit Gateway

peering connection

aws © 2022, Amazon Web Services, Inc: Br-its affiliates. All rights reserved.



AWS Cloud WAN

Transit G atewa,y--""/

route table attacb,m’ént

Trq,nsi'f Gateway
_route tables

*

INTEGRATION WITH TRANSIT GATEWAY

Cloud WAN Segments\:\“ﬁ,_

Cloud WAN - Transit Gateway

peering connection

aws © 2022, Amazon Web Services, Inc.x br-itg affiliates. All rights reserved.
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AWS Cloud WAN

INTEGRATION WITH TRANSIT GATEWAY

v" Routes are automatically
advertised between the Cloud ‘
WAN Segment and the attached ™
Transit Gateway route table. B

Transit Gateway

route table attachment

aws © 2022, Amazon Web Services, Inc: Br-its affiliates. All rights reserved.
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AWS Cloud WAN

TRANSIT GATEWAY & CLOUD WAN CONSIDERATIONS

v Cloud WAN peering to Transit Gateway is
regional;itenables the creation of
route table attachments.

v" Route table attachments enable ernd-to-
end segmentation between Cloud WAN

and Transit Gateway.

v" Both dynamically learned and static routes are
advertised over a route table attachment.

v Direct Connect Gateway integrationis
supported through Transit Gateway route
table attachment.

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.



Application
networking

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Networking

AWS Global
Accelerator
‘ AWS Region
Amazon VPC
O 75 : 2 (P =
J @ 5 & ® @l
Amazon S3  Amazon DynamoDB AWS Lambda Amazon SQS  Amazon SNS  AWS loT Core Amazon S3 Q
.. "
AWS PrivateLink service provider VPC ".,_ v, - VPC Amazon
L— f/ A BP-101011:5423.1243  flow logs Cloudwatch
EIP - 10.1.1.11:54.19.12.23 .
d AWS PrivateLink s C{Jj —@ . ﬁ% 3
bled Amazon VPC ateway . = 1
enabled services B O e R Endpointls) |~ ., GatewayRouteTable
3 Amazon VPC Endpoint(s) HEI'Y O[T
r | HEEE
. 4 wLB ] Pl ’
L ) )€ i B Public subnet f00 i B public subnet
........................ 1
Gateway Load Balancer (GWLB) VPC &Sp‘t'i‘im %\r}} '
]

Client to site VPN H Instance A ‘-%*
10.1.0.11/24

]
]
Client VPN S : AWS Nemnrk
service
i . m Private subnet Flrewall:

Amazon VPC

VPC-B

Keep calm,

n Private subnet region

_____________________ VPCtraﬁic e Pl . {-‘:E AWS Direct I' m

- 'I'""'W""Q . i E E ! DXGw Connect a

: | 3 i Instance D .

: AWS i 4

YRl AAWS ] gemeeebeae. i 10.1.3.44,

| oo |« ; S - wizard!
. :

. . A

""" On-premises | VPC CIDR 10.1.0.0/16_+ Expand + IPv6

aws
—

67677, Amab services, Inc. o its affilates. Allrights reserved.

AWS

e INnvent
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Developers

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Security

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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What about service meshes?
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Service mesh challenges

©7/1\

SIDECAR PROXIES
REQUIRED

Deploying and maintaining proxies at
scale can be difficult

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

N7

ONLY FOR CONTAINER-
BASED WORKLOADS

Does not work for other workloads
such as serverless and Amazon EC2

4

NETWORK CONNECTIVITY
REQUIRED

Inter-VPC networking is not mapped
to application and security needs
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Amazon VPC
Lattice

Components

aws © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
SN’

Service network

A logical grouping mechanism to simplify how users enable
connectivity and apply common policies.

Service

Represents an Application Unit and can extend across all compute -
instances, containers, serverless.

Service directory

A centralized registry of all services that have been registered with
Amazon VPC Lattice.

Security policies

You can apply AWS Identity and Access Management (IAM) resource
policies both at the Service Network and at the service level.



Amazon VPC L

SIMPLIFY APPLICATION LAYER NETWORKING

" &
\ N d N
wm : i

LA\

NO SIDECAR PROXIES WORKS ACROSS ALL TRAFFIC AND ACCESS NO NETWORKING EXPERTISE
REQUIRED COMPUTE OPTIONS CONTROLS REQUIRED
Fully managed control plane with Works across Amazon EC2, Amazon Improved security posture and rich Simplified connectivity and security
no proxies to deploy and maintain EKS, Amazon ECS, and AWS Lambda traffic controls and segmentation across VPCs and accounts
aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Amazon VPC Lattice

HOW IT WORKS

1. Create service network

> Networking account

Network
admin

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Amazon VPC Lattice

HOW IT WORKS

1. Create service network

2. Shareservice network with other accounts

> Networking account

=

EApp Account

Network
admin

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Amazon VPC Lattice

HOW IT WORKS

1. Create service network

\ 2. Share service network with other accounts
> Networking account

EApp Account

dws

N7

3. Attach VPCs to the service network

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Network
admin
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Amazon VPC Lattice

HOW IT WORKS

Security group
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Network
admin



Amazon VPC Lattice

HOW IT WORKS

1. Define services

Developers
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Amazon VPC Lattice

HOW IT WORKS

Service A

1. Define services

Service B

Developers
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Amazon VPC Lattice

HOW IT WORKS

2. Define routing policies

Developers
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Amazon VPC Lattice

HOW IT WORKS

BLUE:80% GREEN: 20%

2. Define routing policies

Developers
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Amazon VPC Lattice

HOW IT WORKS

/FOO /BAR

2. Define routing policies

Developers
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Amazon VPC Lattice

HOW IT WORKS

1. Define services

2. Define routing policies

3. Register services to the service network

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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| Amazon VPC Lattice

HOW IT WORKS

@ Service A DNS name

@ Service B DNS name 3. Register services to the service network

Developers

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Amazon VPC Lattice

HOW IT WORKS

network access policies

\E 1. Define service

Security
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Amazon VPC Lattice

HOW IT WORKS

@ 2. Define service-level
access policies

\E 1. Define service
) network access policies

Security

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Amazon VPC Lattice

Target group metrics

Service metrics

@/ Service access logs

S -

Ny

dws

N7
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HOW

IT WORKS
Amazon Amazon Amazon Kinesis
CloudWatch S3 Data Firehose

Service network access logs

AWS CloudTrail

Monitoring
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Amazon V

v Doesn’'t require managing network connectivity
v Accommodates for existing network connectivity

C v Accommodates for overlapping IP addresses

La tt Ce v" You can use security groups in your VPCs to

control access to the service network

Considerations v One VPC can be attached to one service network at a time

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

v' A Service can be registered too multiple service networks
at a time
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Your global network

ON AWS

EU-WEST-1
US-WEST-2 gggg] Office ,‘”‘g% Office
L — b
¢ 4 Data Center
US-EAST-1 AP-SOUTHEAST-1
Data Center
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Networking & Content Delivery

Network Manager
Manage and monitor your
AWS network

AWS Network Manager provides tools and features to help you manage and monitor your
network on AWS. Network Manager makes it easier to perfarm connectivity management,
network monitoring and troubleshooting, IP management, and network security and
governance.

CONNECTIVITY CONNECTIVITY

Cloud WAN Transit Gateway Netwoj

AWS Cloud WAN is a managed wide area networking AWS Transit Gateway Netwo
(WAN) service that makes it simpler to build and centrally manage your net
operate a unified global network. Cloud WAN Regions, and on-premises
features a centralized dashboard along with network in a centralized ¢
powerful policy management tools, with built-in them using CloudWatc
support for network segmentation. Explore >

Create global network Create global ng

MONITORING AND TROUBLESHOOTING IP MANAGEMENT



{ NEW

AWS Network

A CENTRAL LOCATION FOR MANAGING AND MONITORING YOUR AWS NETWORK

Network Manager
Manage and monitor your AWS network

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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2 o AWS Network Manager Console X

Q

o) ttps://us-west-2.console.aws.amazon.com/nety

W .
aws Services Q Search
Gl vee @ ec2

AWS Network Manager

¥ Connectivity
Global Networks
Settings
Shared by me
Attachments

Peerings

¥ Monitoring and troubleshooting
Reachability Analyzer
Settings New

Infrastructure Performance

V¥ Security and governance

Network Access Analyzer

¥ IP management
VPC IP Address Manager
Dashboard
Resources
IP historical insights

Pools

IPAMs
Scopes

Settings

¥ Marketplace
Connect

Cloud WAN

[Option+S]

Networking & Content Delivery

Network Manager
Manage and monitor your

AWS network

AWS Network Manager provides tools and features to help you manage and monitor your
netwark on AWS. Network Manager makes it easier to perform connectivity management,

AWS Cloud WAN is a managed wide area networking
(WAN) service that makes it simpler to build and
operate a unified global network. Cloud WAN features
a centralized dashboard along with powerful policy
management tools, with built-in support for network
segmentation. Explore >

Create global network

Infrastructure Performance

Infrastructure Performance provides aggregate
network latency between AWS Regions and Availability
Zones. You can use this information to understand the
impact of AWS network performance to your
application performance. Explore >

View metrics

network monitoring and troubleshooting, IP management, and network security and governance.

INECTIVITY

Transit Gateway Network Manager

AWS Transit Gateway Network Manager lets you
centrally manage your network across AWS accounts,
Regions, and on-premises sites. Visualize your global
network in a centralized dashboard and monitor them
using CloudWatch metrics. Explore >

Create global network

P M MENT

VPC IP Address Manager

Amazon VPC IP Address Manager (IPAM) makes it
easier to manage and monitor IP addresses at scale

across AWS resources. You can use IPAM to monitor IP
space across your entire AWS Organization, or for a
single account. Configure your settings to get started,
and then create an IPAM. Explore >

Create IPAM Settings

(2] Pa¥ @ Global v

MONITORING Al OUBLI TING

Reachability Analyzer

Amazon VPC Reachability Analyzer enables you to
perform connectivity testing between a source
resource and a destination resource in your VPCs. You
can use Reachability Analyzer to troubleshoot
connectivity issues caused by network
misconfiguration. Explore >

Create and analyze path

Network Access Analyzer

Amazon VPC Network Access Analyzer helps you
identify unintended network access to your resources
on AWS. You can use Network Access Analyzer to
understand, verify, and improve your network security
posture. Explore >

Create network access scope

aWS Feedback Looking for language selection? Find it in the new Unified Settings [} ® 2022, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences
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)



Reachability Analyzer

¥ Monitoring and troubleshooting

Reachability Analyzer
Settings New

Infrastructure Perf
rirastructire Fertormance Network Access Analyzer

¥ Security and governance

Network Access Analyzer

IPAM

¥ IP management
VPC IP Address Manager
Dashboard
Resources
IP historical insights

Pools

IPAMs
Scopes

Settings

AWS Cloud WAN

¥ Marketplace

Connect

Cloud WAN

dws © 2022, Ama .
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Hold on, what's this?

Infrastructure Performance

aws © 2022, Ama , g
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Ak
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AWS Network

Infrastructure
Performance



AWS Network Infrastructure Perf

MONITORING AND OBSERVABILITY

(m]

%(v ‘),7 (XX ] Doaaa -
) = A M Nk
_ o
MONITOR LATENCY UNDERSTAND HEALTH PLAN GROWTH
Monitor latency of AWS Understand the health status of Plan Region expansion
global network using console AWS global network between
or Amazon CloudWatch Regions and Availability Zones

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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AWS Network Manager er » Infrastructure Performance

Infrastructure Performance
Connectivity
real-time 3 2 B s 2 z > C subsc s. Learn mor

Global Networks
Settings (@ These metrics represent the latency through a sampled set of paths through the AWS network . These metrics do not represent the actual latency between your resources on AWS.
Shared by me

Attachments

Peerings Region Availability Zone Pairs (21/21) info

Monitoring and troubleshooting Inter-Region ¥ Q Findm 21 matches

Reachability Analyzer N
Clear filter

Settings New

a

Source Destination Subscription

Security and governance

<]

us-east-1 eu-north-1 ®) Subscribed

Network Access Analyzer

a

us-east-1 me-south-1 ® Subs

¥ IP management

a

us-east-1 ap-south-1 ® Subscribed
VPC IP Address Manager

us-east-1 eu-west-3 ® Subscribed
Dashboard
Resour us-east-1 ap-southeast-3 ) Subscribed
IP historical insights et us-east-2 @ Subscribed
Pools
us-east-1 af-south-1 ® Subs
us-east-1 eu-west-1 @ Subscribed
IPAMs
Scopes us-east-1 eu-central-1 © Subscribed
Settings v ast-1 a-east-1 (@) Subscribed
Feedback Looking for language selection? Find it in the new Unified Settings [/} © 2022, Amazon Web Services, Inc. or its affiliates. Privacy  Terms Cookie preferences
Inter-Region
aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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AWS Network Manager

11/22/22 11/23/22 11/23/22 11/24/22 11/24/22 11/25/22 11/25/22 1 A 2 11/27/22 11/27/22 11/28/22 11/28/22 11/29/22
20:00 08:00 20:00 08:00 20:00 08:00 20:00 : 00 20:00 08:00 20:00 08:00

Connectivity Time (UTC)

Global Networks . Healthy Degraded

Settings

Shared by me Network Latency info
Attachments

Peerings Latency (ms)

Monitoring and troubleshooting 300 ms

Reachability Analyzer
250 ms
Settings New
200 ms

Security and governance 150 ms
Network Access Analyzer

00ms —m——
IP management

VPC IP Address Manager 50 ms
Dashboard

Resources

11/22/22 11/23/22 11/23/22 11/24/22 11/24/22 11/25/22 11/25/22 11/26/22 11/26/22 11/27/22 11/27/22 11/28/22 11/28/22 11/29/22

IP historical insights 20:00 08:00 20:00 08:00 20:00 08:00 20:00 08:00 20:00
Time (UTC)

0 20:00 8:00
Pools
us-east-1 to eu-north-1 == us-east-1 to me-south-1 us-east-1 to ap-south-1 == us-east-1 to eu-west-3 us-east-1 to ap-southeast-3 == us-east-1 to us-east-2 == us-east-1 to af-south-1
== us-east-1to eu-west-1 == us-east-1 to eu-central-1 == us-east-1 to sa-east-1 == us-east-1to ap-east-1 == us-east-1to ap-northeast-2 == us-east-1to ap-northeast-3

IPAMs == us-east-1 to eu-west-2 == us-east-1to eu-south-1 == us-east-1to ap-northeast-1 == us-east-1to us-west-2 == us-east-1to us-west-1 == us-east-1 to ap-southeast-1

e == us-east-1 to ap-southeast-2 == us-east-1 to ca-central-1
Scopes

Settings

Feedback Looking for language selection? Find it in the new Unified Settings [/} © 2022, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences

Inter-Region

aws
~—

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.



AWS Network Manager Network Manager » Infrastructure Performance

Infrastructure Performance
Connectivity
al
Global Networks

Settings @ These metrics represent the latency through a sampled set of paths through the AWS network . These metrics do not represent the actual latency between your resources on AWS.
Shared by me
Attachments

Peerings Region and Availability Zone Pairs (5) info

Monitoring and troubleshooting Inter-Availability Zone ¥ Q. Find metrics 5 matches

Reachability Analyzer )
Source = usel-azl | X | Clear filter
Settings New

Source v | Destination Subscription

Security and governance usel-azl usel-az2 ® Subscribed

Network Access Analyzer i
usel-azl usel-az3 @ Subscribed

IP management usel-az1 use1-azd © Subscribed
VPC IP Address Manager

usel-azl usel-az5 ) Subscr
Dashboard

Resources usel-azl usel1-az6 © Subscribed

IP historical insights

Pools Last 1 week C period (5M Default) ¥ C

Health Status Timeline info

Feedback Locking for language selection? Find it in the new Unified Settings Z © 2022, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences

Inter-AZ

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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AWS Network Manager X Timeline below contains aggregated data

¥ Connectivity

~ 11/22/22 11/23/22 11/23/22 11/24/22 11/24/22 11/25/22 11/25/22 11/26/22 11/26/22 11/27/22 11/27/22 11/28/22 11/28/22 11/29/22
Global Networks 8

20:00 08:00 20:00 08:00 20:00 08:00 20:00 08:00 20:00 20:00 08:00 20:00 08:00
Settings Time (UTC)

Shared by me [ Healthy Degraded
Attachments

Peerings Network Latency info

¥ Monitoring and troubleshooting
Reachability Analyzer Latency (ms)
Settings New 1ms
e e T T T L TV SNSRIV WINPT NIRRT R e e TIPRERRIER PR s sp gl U | ML

0.8 ms
¥ Security and governance

Network Access Analyzer

¥ IP management
VPC IP Address Manager
Dashboard
Resources
IP historical insights

Pools
11/22/22 11/23/22 11/23/22 11/24/22 11/25/22 11/25/22 11/26/22 11/26/22 11/27/22 11/27/22 11/28/22 11/28/22 11/29/22
20:00 08:00 20:00 20:00 08:00 20:00 08:00 20:00 08:00 20: 8:00 20:00 08:00

Time (UTC)
IPAMs
Scopes usel-az1to usel-az2 == usel-az1 to usel-az3 usel-az1to usel-az4 == usel-az1 to usel-az5 usel-az1 to usel-az6

Settings

Feedback Looking for language selection? Find it in the new Unified Settings [ © 2022, Amazon Web Services, Inc. or its affiliates. Privacy  Terms  Cookie preferences

Inter-AZ

aws
~—
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AWS Network Manager

¥ Connectivity
Global Networks
Settings
Shared by me
Attachments

Peerings

¥ Monitoring and troubleshooting
Reachability Analyzer

Settings New

¥ Security and governance

Network Access Analyzer

¥ IP management
VPC IP Address Manager
Dashboard
Resources
IP historical insights

Pools

IPAMs
Scopes

Settings
¥ Marketplace
Connect

Cloud WAN

Feedback Looking for langua

aws
~—

Network Manager » Infrastructure Performance

Infrastructure Performance

View real-time and historical aggregate latency across AWS Regions and Availability Zones, and within Availability Zones. Additionally, you can manage CloudWatch subscriptions. Learn more E

(@ These metrics represent the latency through a sampled set of paths through the AWS network . These metrics do not represent the actual latency between your resources on AWS.

Region and Availability Zone Pairs (1/1) info

Intra-Availability Zone ¥ Q Find metrics

Source = usel-azl

Source

usel-azl

Network Latency info
Latency (ms)

0.35ms

03

0.25

0.05 ms

0ms
11/22/22 11/23/22 11/23/22 11/24/22 11/24/22
20:00 08:00 20:00 08:00 20:00

election? Find it in the new Unified Settings [}

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Destination

usel-azl

11/25/22
08:00

11/25/22
20:00

11/26/22
08:00

1 matches

11/26/22
20:00

v | Subscription

(® Subscribed

11/27/22 11/27/22 11/28/22
08:00 20:00 08:00 20:00

© 2022, Amazon Web Services, Inc. or its affiliates. Privacy

11/28/22

11/29/22

Terms

08:00

Cookie preferences
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Amazon CloudWatch Internet ©

INTERNET MONITORING AND OBSERVABILITY

MONITOR

VPCs, CloudFront
distributions, or Amazon
WorkSpaces directories

TRACK

real-time
performance and

availability of your

endpoints

EXPLORE

historical data related to
your application
performance

OPTIMIZE

getting insights for
improving application
performance and
delivery

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Services Q ice features, Marketplace prod , and more @ Q @ N. Virginia v MyRole/AWSUser @ 0123-4567-8901 ¥

CloudWatch Internet Monitor Monitor_example

Monitor_example

Edit monitor ] [ View AWS Health Dashboard [4

Last updated: a few seconds ago. Auto-refreshes every 5 minutes.

Historical explorer Traffic insights Monitor details

Traffic health scores info

To see details about your internet traffic and health events, hover over a marker on the graph

1hr 2hr 6h 12h 1d Custom \ utc v H Actions ¥

Health score

100%

9:00

Time (UTC)

= Availability score Performance score Health event: Score < 95.00%

Monitor
details

aws

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Internet traffic overview info

To see details about your internet traffic and health events, hover over a marker on the map or see the Active events table ~ ~
Events map last updated 3 minutes ago.

@ Locations impacted by an active event [ ] Client locations with internet traffic

Traffic
overview

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Health events (4) info ' Actions ¥ ‘

Client location Client network Service location Traffic impact Impact type

Dallas, TX, USA ISP A network name (AS 12345) us-east-1 1.78%

Seattle, WA, USA ISP B network name (AS 45678) us-west-1 1.07% Internet availability issue
Las Vegas, NV, USA ISP C network name (AS 7890) ap-southeast-1 0.97% @ AWS availability issue

Bangkok, Thailand ISP D network name (AS 54321) Edge 0.54% Internet performance issue

Feedback ®© 2021, Amazon Web Services, Inc. or its affiliates Privacy Terms Cookie preferences

/ Health
events

aws
~—

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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AWS Verified Access
(AVA

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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VPC

>|(54[<

P
D%D
P

AP

Security groups
and ACLs

NAT
gateway

+—0
Sl
+—0

Network
firewall

Virtual Private Cloud

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Partner Appliances

Gateway Load

Balancer

{2}

Encryption

D

DNS Firewall

AWS WAF

AWS Shield



Zero Trust

A security model centered on the idea that access to data
should not be solely made based on network location

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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AWS Client VPN

VPC C 8 |[MFA
. — ? e
Client-to-site VPN .
i Split-tunnel I—=4,
\4

AWS Site-to-Site VPN — with VC

VPC On-premlses_slte
@I m On-prem
Site-to-site VPN W network
VGW connection Customer router ==
|
Existing remote
access methods
aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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AWS Client VPN

VPC

QO o
C 6 MFA
aws
Client-to-site VPN '''''' Spht—tunnelT

connection

AWS Site-to-Site VPN — with Transit Gatew

On-premises site

Transit
5,000x VPCs attached to a Gateway
single Transit Gateway
aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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E é § E Site-to-site VPN

connection

Customer router =

On-prem
network

Existing remote
access methods



AWS Direct Connect
with DXGW

VPC ! AWS Direct Connect Location Corporate data center

veW . | DX Router Customer router Customer router
I Direct Connect

= Gateway
- _la

a
@,/I
—l

10x VPCs attached to
a single DXGW

Existing remote
access methods

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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AWS Direct Connect
with Transit Gateway

m AWS Direct Connect Location Corporate data center
O——>—D—(D>—D
S/ N

Transit . DX Router Customer router Customer router
Gatewa Direct Connect
5000x VPCs attached Y Gateway
to a single TGW
Existing remote
access methods
aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Today, in many cases:
Access control is done via the network

VPC Corporate data center

.....
Jec2E

Security groups Customer router
Network Access More Network Access
Control Lists Control Lists
Existing remote
access methods
aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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AWS Verified Ac

SECURE ACCESS TO CORPORATE APPLICATIONS WITHOUT A VPN

SO
%

IMPROVE SECURITY SIMPLIFY OPERATIONS
POSTURE
Evaluates each user request in real- Onboard applications using a few clicks,
time using identity and device posture manage all policies centrally
aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

N7

INCREASE WORKFORCE
MOBILITY

Users access applications with a web-
browser, without any additional agents



3. Device-based -
policy

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
N7

2. Ildentity-based
policy

|

VPN policies

/

Identity-based
policy

5

Device-based
policy



Application associated
with AVA

Connected trust

providers Applications

1. Per app policy
2. Access records

AVA overview

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Trust providers

AWS \/e Fi]C.Ed ACC@SS Contextual data partners
B Behavioral analytics & geolocation and more
artne

IdP partners

Provides users identity

Device security partners
Provides device context

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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SIEM/OBSERVABILITY

AWS Veritied Access PARTNERS
:)a "t ’] e r" Onboard applications using a few
" clicks, manage all policies centrally

aW% © 2022, Amazon Web Services, Inc. or its aff iliates. All rights reserved b



Network

AWS Veriftied Access management providers
:)a "t ’] e r" Use Verified Access to build a managed
" Network

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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AWS Verified Access Partners

Trust/Network SIEM/Observability
Providers Providers
\GROWDSTRIKE (@ CYBERARK’ . DATADOG
=lla A jamf & netskope Q) new relic.
«T jumpcloud. okta RAPIDYF) sSumo Iogic
. Pin
@ prosimo 'S TrelliX
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Thank you!

Matt Lehwess Alex Huides

@mlehwess Y linkedin.com/in/rodicaalexandrahuides/

frerereeey]
B,

Please complete the session
survey in the mobile app
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