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Questions

• How many of you have some form of network monitoring and logging enabled?

• How many of you spend long cycles to troubleshoot network connectivity 
issues?

• How many of you are confident in releasing configuration changes to networks?
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What will you learn?

• Network monitoring

• Network troubleshooting

• Network management
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Network monitoring

Network monitoring consists of four main phases:

Collect What data should I collect?

Monitor What data should I monitor?

Act How should I act during a network event? 
What processes should I follow?

Analyze How should I analyze the monitored data?
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Network monitoring example
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Network monitoring example

Metrics

Collect
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Network monitoring example

Logs

Collect
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Network monitoring example
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AWS Lambda

Network monitoring example
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AWS Lambda
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AWS Lambda

Network monitoring example
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Network monitoring example
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Network monitoring use cases

• Connectivity within AWS

• Connectivity to data centers

• Connectivity to branches

• Connectivity to the internet

• Network security
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Questions?
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Network troubleshooting

Imagine a Friday evening. 

If things stopped working, what’s first thing we typically do? 

We blame Networking!

Where do you start? What’s the first thing you do?
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Network troubleshooting

• AWS Transit Gateway Route Analyzer

• Amazon VPC Reachability Analyzer

• Amazon Virtual Private Cloud (Amazon VPC) Traffic Mirroring

• Network logging
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Transit Gateway Route Analyzer
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Transit Gateway Route Analyzer
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VPC Reachability Analyzer

Amazon VPC A
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Security group
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VPC Reachability Analyzer example

Security group

Change in security group AWS LambdaAWS CloudTrail AWS EventBridge

VPC 

Reachability Analyzer
Amazon SNS



© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

VPC Traffic Mirroring
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Network logs

• VPC Flow Logs

• Transit Gateway Flow Logs

• Site-to-Site VPN connection logs

• Amazon Route 53 Resolver query logs

• AWS Network Firewall logs

• Elastic Load Balancing logs
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Troubleshooting VPC Flow Logs example
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Summary of network operations
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Questions?
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Network management 

NetDevOps                  Network development + network operations

Source code
Build specific 

configuration
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AWS CDK
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AWS CDK constructs

L1: Automatically generated

L2: High-level service constructs

L3: Opinionated abstractions
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Management of complex network architectures  
made easy with AWS CDK

export CDK_NEW_BOOTSTRAP=1

cdk bootstrap \
--profile ADMIN-PROFILE \
--cloudformation-execution-policies \
arn:aws:iam::aws:policy/AdministratorAccess \

--trust PIPELINE-ACCOUNT-ID \
aws://ACCOUNT-ID/REGION

Bootstrapping Self-mutating pipeline
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Network management example
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D e p l o y  P R O D

Network management steps

M a n u a l  a p p r o v a lT e s t  a n d  v a l i d a t eD e p l o y  D E VB u i l d  a n d  u n i t  t e s t  S o u r c e c o d e

1

1. Request for 

centralized 

network inspection 

Source code to create:

1. AWS CDK pipeline

2. Create VPC 

3. Create Transit 

Gateway automation

4. Create inspection 

automation, leveraging 

AWS Network Firewall

5. Launch test instances 

for validation

2

3

Static analysis of code 

using 

cfn-lint and cfn-nag

5

Deploy the changes in dev 

environment:

1. AWS CDK pipelines

2. Deploy Transit 

Gateway automation

3. Create inspection 

automation, leveraging 

AWS Network Firewall

4. Custom resource to 

trigger Transit Gateway 

Route Analyzer

4

Validate  the findings 

before pushing the 

configuration to 

production

The findings of the 

Transit Gateway 

Route Analyzer 

determine the next 

stage of the pipeline: 

Amazon SNS 

notification set to 

promote or decline 

changes to 

production

6 7

Deploy the changes in dev 

environment:

1. CDK pipelines

2. Deploy Transit 

Gateway automation

3. Create inspection 

automation, 

leveraging 

AWS Network Firewall

4. Custom resource to 

trigger Transit 

Gateway Route 

Analyzer



© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Key takeaways

Network management

• Pipelines

• Infrastructure as code

• Build

• Test

• Validate

• Deploy

Network monitoring

• Collect

• Monitor

• Act

• Analyze

Network troubleshooting

• Transit Gateway Route Analyzer

• VPC Reachability Analyzer

• VPC Traffic Mirroring

• Network logging
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Questions?
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Thank you!

Please complete the session 
survey in the mobile app

Shiva Vaidyanathan

vaidys@amazon.com

Sohaib Tahir

sohaibt@amazon.com
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Resources

Introduction to network 

transformation on AWS: Part 2

Introduction to network 

transformation on AWS: Part 1

Analyse VPC Flow Logs 

with point-and-click 

Amazon Athena integration

Analysing VPC Flow Logs 

using Amazon Athena, 

and Amazon QuickSight

CDK best practices 

with AWS CDK

NetDevOps: A modern approach 

to AWS network deployments


