AWS

NOV. 28 - DEC. 2, 2022 | LAS VEGAS, NV l

e [Nvent




NET305

Network operations, manageme
and governance best practices

SUINVEREOWEREIGE]R Sohaib Tahir

Senior Cloud Infrastructure Architect Principal Solutions Architect
AWS AWS

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved

S



Questions

- How many of you have some form of network monitoring and logging enabled?

- How many of you spend long cycles to troubleshoot network connectivity

issues?

- How many of you are confident in releasing configuration changes to networks?
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What will you learn?

« Network monitoring
« Network troubleshooting

« Network management
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Network monitoring

Network monitoring consists of four main phases:

Collect What data should I collect?
Monitor What data should | monitor?

Act How should | act during a network event?
What processes should | follow?

Analyze How should | analyze the monitored data?
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Network monitoring example
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Network monitoring example

DroppedPackets, PassedPackets, Received... 5 minutes ¥ = Sum 1d 3d 1w Custom

A

0
13:45 14:00 14:15 14:30 14:45 15:00 15:15 15:30 15:45 16:00 16:15

@ us-east-2a Stateless ReceivedPackets us-east-2a Stateless DroppedPackets @ us-east-2a Stateless PassedPackets @ us-east-2b Stateless ReceivedPackets
@ us-east-2b Stateless DroppedPackets @ us-east-2b Stateless PassedPackets us-east-2a Stateful ReceivedPackets @ us-east-2a Stateful DroppedPackets
us-east-2a Stateful PassedPackets us-east-2b Stateful ReceivedPackets us-east-2b Stateful DroppedPackets us-east-2b Stateful PassedPackets
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Network monitoring example

2022-05-04T716:01:26.000-07:00 {"firewall_name":"network-monitoring-fw","availability_zone":"us-east-2b", "event_timestamp":"1651705286..

{

"firewall_name": "network-monitoring-fw",
"availability_zone": "us-east-2b",
"event_timestamp": "1651705286",
"event": {
"timestamp": "2022-05-04T23:01:26.169080+0000",
"flow_id": ,
"event_type": "netflow",
"src_ip": "89.248.165.248",
"src_port": ,
"dest_ip": "10.0.6.28",
"dest_port": ,
"proto": "TCP",
"netflow": {
"pkts": 1,
"bytes": ,
"start": "2022-05-04T22:57:34.908404+0000",
"end": "2022-05-04T22:57:34.908404+0000",
"age": 0,
"min_ttl":
"max_ttl":
3,
"tep": {
"tcp_flags": "@2",
"syn":
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Network monitoring example

ReceivedPackets

ReceivedPackets is outside the band (width: 2) for 1 datapeints within 1 minute

Mo unit

2077

22:25 22:30 22:35

® ReceivedPackets ReceivedPackets (expected)

PP ———

23:10 235 23:20 23:25 23:30 23:35 23:40 23:45

@ inalarm 0K 0 Insufficient data

Actions

Details

Name

network-setup-stateful-az-a

Type
Metric alarm

Description
No description

State

® oK

Threshold
RecelvedPackets is outside the band (width: 2) for 1 datapoints within 1
minute

Last change
2022-04-24 01:14:06

Actions
() Actions enabled
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23:55 00:.00 00:05 00:10 00:15

Namespace
AWS/NetworkFirewall

Metric name
ReceivedPackets

FirewallName
network-monitoring-fw

AvailabilityZone
us-east-2a

Engine
Stateful

Statistic
p99

Period
1 minute

00:20

00:25

00:30

00:35

00:40 00:45 00:50 00:55 01:.00 01:05 01:10 01:15 01:20

Click timeline to see the state change at the selected time.

Datapoints to alarm
Toutof1

Missing data treatment
Treat missing data as missing

Percentiles with low samples
evaluate

ARN
arn:aws:cloudwatch:us-east-2:762861022382:alarm:network-setup-
stateful-az-a




Network monitoring example

Amazon SNS Topics network-monitor-setup

network-monitor-setup

Details

Name

network-monitor-setup

ARN
arn:aws:sns:us-east I t o rk-monitor-setup

Type
Standard

Access policy Delivery retry policy (HTTP/S) Delivery status logging Encryption

Subscriptions (1)
Q

ID

d3947d06-2d6a-4905-8168-1bdc961c38b7
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Endpoint

Display name

Topic owner

Tags

Status

@ Confirmed

Delete

Publish message

Protocol

EMAIL




Network monitoring example

network-monitoring-fw <

fields @timestamp, Emessage
| sort @timestamp desc
| limit 20

Save | ‘ History

Queries are allowed to run for up to 15 minutes.

Visualization Export results ¥ H Add to dashboard ‘ &

Showing 20 of 595 records matched & Hide histogram
601 records (307.2 kB) scanned in 2.65s @ 235 records/s (120.3 kB/s)

[v]
5
o -__I I.II-IIIII.-I.II.IIllIIIII I i Illl III.II.IIIII.III Il-ll--llll i II.-II. llllll lll Il--ll-l-l-ll_--- -

09:40 09:45 09:50 09:55 10 AM 10:05 10:10 10:15 10:20 10:25 10:30 10:35

1

@timestamp @message

1 2022-04-23T10:33:32... {"firewall_name":"network-monitoring-fw","availability_zone":"us-east-2b","event_timestamp":"1650735212","event" :{"timestamp":"2022-04-23T17:33:32.147015+0000" , "flow_id":962672754322073, "event_type":
Field Value

@ingestionTime 1650735355841

@log 762861022382 : network-monitoring-fw

@logStream saws/network-firewall/flow/network-monitoring-fw_2022-04-23-17
@message {"firewall_name":"network-monitoring-fw","availability_zone":"us-east-2b" ,"event_timestamp":"1650735212" ,"event": {"timestamp":"2022-04-23T17:33:32.147015+0000" ,"flow_1id" :962672754322073,"event_type" :"netflow","
@timestamp 1650735212000

availability_zone us-east-2b

event.dest_ip 10.0.6.28

event.dest_port 2376

event.event_type netflow

event. flow_id 962672754322073

event.netflow.age %]

event.netflow.bytes 40

event.netflow.end 2022-04-23T17:29:50. 289433+0000

event.netflow.max_ttl 227

event.netflow.min_ttl 227

event.netflow.pkts 1

event.netflow.start 2022-04-23T17:29:50. 289433+0000

event.proto TCP

event.src_ip 42.192.197.165

event.src_port 54396

event.tcp.syn 1

event.tcp.tcp_flags @2

event.timestamp 2022-84-23T17:33:32.147015+0000

event_timestamp 1650735212

firewall_name network-monitoring-fw

Logs Insights

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
S




Network monitoring example

Actions ~ Network-Monitoring-Setup-rule Add to dashboard  View logs Export

Y Filter by rule name Show: Top 10 contributors v 1 minute period v Order by Sum v @ 15m 30m @ oh 3h custom -

v Rule name Line

o 168 unique contributors
v Network-Monitoring-Setup-rule

70,000

an nny

58.0k

50,000

40,000

30,000

20,000

10,000

e —r

) 04-23 17:38
17:00 17:05 17:10 17:15 17:20 17:25 17:30 17:35 = rredn 17:45 17:50

®1.52954.610.06.28 @2.10.06.2852.954.6 @ 3.13.232.23.24510.0.6.28 @ 4.198.235.24.13810.0.5.190 @ 5. 10.0.5.190 198.235.24.138 (@ 6. 20 2022-04-23 17:38 UTC 0.5.190 @ 8.208.93.152.31 10.0.5.190

9.162.142.125.188 10.0.5.190 10.52.95.4.6 10.0.5.190 1.0 52.95.4.6 10.0.6.28 76,451

2 10.0.6.28 52.95.4.6 52,942
3. O 13.232.23.245 10.0.6.28
4 89.248.165.81 10.0.5.190
5. O 198.235.24.138 10.0.5.190
52.95.4.6 - 10.0.6.28 6. O 10.0.5.190 198.235.24.138

7. O 20.69.178.163 10.0.5.190

8. O 208.93.152.31 10.0.5.190
13.232.23.245 - 10.0.6.28 , 162.142.125.188 10.0.5.190
52.95.4.610.0.5.190

$.event.src_ip - $.event.dest_ip

10.0.6.28 + 52.85.4.6

Logs Insights
aws 2 2
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Network monitoring example

network-monitor-setup v © th 3h 12h 1d 3d 1w Custom ‘ C| v~ H b |

Actions ¥

DroppedPackets, PassedPackets, ReceivedPackets Network-Monitoring-Setup-rule

Various units 590 unique contributors Contributor Sum
2028 1.091M @ 1.52.95.46 10.0.6.28 1.53M
.10.06.28 52.95.4.6 1.06M

@ 3.52.95.4.6 10.0.5.190 164k
@ 4.10.0.5.190 52.95.4.6 113k
545,734 @ 5.37.247.53.203 10.0.5.190  7.74k
@ 6.13.232.23.245 10.0.6.28 5.12k

{ A .10.0.5.190 37.247.53.203  2.84k

P\ ®8.89.248.165.8110.0.5.190  2.56k
us-east-2b Stateless PassedPackets PR AA. SO 'l... S

@ us-east-2b Stateless ReceivedPackets 1730 1800 1830 1550 .10.0.5.190 185.254.196.217 1.31k
@ us-east-2a Stateless DroppedPackets 10.10.0.6.28 185.254.196.217 1.29

NS =\

17:00 18:00 19:00

@ us-east-2b Stateless DroppedPackets

@ network-setup-stateful-az-a : A network-setup-stateful-az-b

No unit « Alarm: ReceivedPackets is not within the band for 1 datapoints wi... No unit « Alarm: ReceivedPackets is not within the band for 1 datapoints wi...

209 182.50

17:00 18:00 17:00 18:00

@ ReceivedPackets ReceivedPackets (expected) @ ReceivedPackets ReceivedPackets (expected)

Log group: network-monitoring-fw

# : @timestamp : @message

»1 2022-04-23T19:13:28.0002 {"firewall_name": "network-monitoring-fw","availability_zone":"us-east-2a","event_timestamp":"1650741208", "event": {"timestamp": "2022-04-23719:13:28.016471+0000", "flow_id":820852315781083, "event_type": "netflow","s..

» 2 2022-04-23T19:13:17.000Z {"firewall_name":"network-monitoring-fw","availability_zone":"us-east-2a","event_timestamp":"1650741197","event": {"timestamp": "2022-04-23T19:13:17.344021+0000", "flow_id":1095202951746987 , "event_type": "netflow","..

»3 2022-04-23T19:13:09.000Z {"firewall_name":"network-monitoring-fw","availability_zone":"us-east-2a","event_timestamp":"1650741189", "event":{"timestamp": "2022-04-23T19:13:09.340408+0000", "flow_id":527713223889481, "event_type": "netflow","s..

> 4 2022-04-23T19:13:08.000Z {"firewall_name":"network-monitoring-fw","availability_zone":"us-east-2a","event_timestamp":"1650741188","event": {"timestamp":"2022-04-23T19:13:08.006358+0000", "flow_id":88821752910@305, "event_type": "netflow","s..

»5 2022-04-23719:13:02.000Z {"firewall_name":"network-monitoring-fw","availability_zone":"us-east-2a","event_timestamp":"1650741182","event": {"timestamp":"2022-04-23T19:13:02.003449+0000", "flow_id":1227277495798739, "event_type": "netflow","..

» 6 2022-04-23T19:12:53.000Z {"firewall_name":"network-monitoring-fw","availability_zone":"us-east-2a","event_timestamp":"1650741173","event": {"timestamp":"2022-04-23T19:12:53.331081+0000", "flow_id":96116245244255, "event_type": "netflow","sr
E——- 7 PP . A [ . _ " . S A R . =
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Network monitoring example

Collect Monitor

: Event Event
- (time-based) (event-based)

AWS

AWS Lambda

Amazon SNS

' P Amazon
Network Flrewallg __:O! ECloudWatch

dashboards PRV, A .'.1.?.[.3./.?.?. ..............

Logs
Metric filter

Anomaly detection ;_Q

E 1)
(I \EL

’ CloudWatch
= Logs Insights

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Amazon
EC2 Auto
Scaling
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Network monitoring use cases

Connectivity within AWS
Connectivity to data centers

Connectivity to branches

Connectivity to the internet

Network security
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Questions?

aws © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
\-—-*7




Network troubleshooting

Imagine a Friday evening.
Where do you start? What's the first thing you do?

If things stopped working, what's first thing we typically do?



Network troubleshooting

aws
~—

AWS Transit Gateway Route Analyzer
Amazon VPC Reachability Analyzer

Amazon Virtual Private Cloud (Amazon VPC) Traffic Mirroring

Network logging
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Transit Gateway Route Analyzer

AWS Region E AWS Region

Amazon VPC A

10.0.0.0/16 |,

’ i i A
J: ............. i ............ 1 .......... ? ...................
Amazon VPC B 3 | | |

.« Transit Transit VPN Customer gateway
172.32.0.0/24
10.0.0.0/16 Gateway Gateway 32.0.0/
us-east-1 us-west-2
aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Transit Gateway Route Analyzer

aWS7 Services ¥ VAN Oregon ¥  Support ¥

Forward path Return path

Source Destination Status Source Destination Status

tgw-attach- tgw-attach- (& Connected tgw-attach- tgw-attach- (™ Not connected
092a 049c¢ 049c 092a

(G There is no matching route for destination in Transit Gateway route table tgw-rtb-
0f98 [Z of Transit Gateway tgw-011f [£ in region us-
west-2.

Source tgw-attach-092a

VPC us-east-1

tgw-rtb-00c8:

Transit Gateway route table

&

tgw-attach-0346

Peering us-west-2

tgw-rtb-0f98;:

Transit Gateway route table

&

Destination @ : North America VPN (tgw-attach-049c

VPN us-west-2

tgw-rtb-0f98

Transit Gateway route table

Source @ Not connected

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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VPC Reachability Analyzer

Amazon VPC A

: Network ACL : | Network ACL :
: Private subnet : : Private subnet :
1 1 1 1
1 1 1 1
1 i 1 1 ] 1
I Security group | | Security group I
1 1 1 1
1 1 1 1
1 1 1 1
1 1 1 1
1 1 1 1
1 1 1 1
1 1 1 1
1 1 1 1
1 1 1 1
1 1 ¢ ’ 1 1
e e e e e e e e W el [ e e e W e i = R = i | L) e e e e e e e el [ e R e e i e R 1
o
aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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VPC Reachability Analyzer example

WS o o e Change in security group  AWS CloudTrail AWS EventBridge AWS Lambda
Source ‘

-
Amazon SNS VPC
sg-07be75334523a7cdd Reachability Analyzer

eni-02¢19b48529825b16

Destination 1 : i-0915bc7f663481da3

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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VPC Traffic Mirroring

VPC Traffic Mirroring can:

- Copy network traffic from an elastic interface of an EC2 instance

- Send the traffic to out-of-band security and monitoring appliances for content inspection,
traffic monitoring, or troubleshooting

Amazon VPCA

Network ACL

Private subnet

Security group

____________________

VXLAN

Original packet

UDP Packet 4789

___________________

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Network logs

aws
~—

VPC Flow Logs

Transit Gateway Flow Logs
Site-to-Site VPN connection logs
Amazon Route 53 Resolver query logs
AWS Network Firewall logs

Elastic Load Balancing logs

mazon Web Services, Inc. or its affiliates. All rights reserved.



Troubleshooting VPC Flow Logs example

AWS Cloud
~—

AWS Glue
catalog

v|- il

Pubhcsubnet

[

[ Amazon CloudWatch Events

|
-5

Amazon S3 Amazon Athena

AWS Lambda

Amazon QuickSight

dws




Summary of network operations

Collect Monitor Troubleshoot Analyze

= | =

VPC Reachability i CloudWatch

VPC Traffic Analyzer Contributor
P Mirroring Insights
Metrics Alarms Metric filter P

i x Flow logs Transit Gateway i
— Route Analyzer  : ! CloudWatch Log
+ — P P Insights

=W =R
— CloudWatch Metric math e

Logs dashDoSiES . | VPN, ELB, ANF logs  Route 53 Resolver :

query logs

Third-party
solution

Anomaly detection

.................................................................................................................................................................................................................................................................................



Questions?
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Network management

NetDevOps ‘ Network development + network operations

Build specific

Source code Test configs Plan changes NetDev

configuration

Operate Monitor R.elease. NetOps
configuration

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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AWS CDK

cdk diff hello-cdk-1
Stack hello-cdk-1

Resources
m— 2 " a2 L A%
= . Serverless Application Integration / Foundational MyFirstTopic
App c— ] DisplayName
| C—— -
=) 7N
— < ‘E 2
) i NS
cdk deploy hello-cdk-1
 e—  C—
k  e— — hello-cdk-1: deploying...
StaC S — — Cont hello-cdk-1: creating CloudFormation changeset
— — Qe ©/3 | 12:25:30 PM | UPDATE_IN_PROGRESS | AWS::(DK::Metadata | COKMetadata
.— :- | ©/3 | 12:25:30 PM | UPDATE_IN_PROGRESS | AWS::SNS::Topic | MyFirstTopic (MyFirstTopic@EDIF8A4)
L L @ C\ 'j 1/3 | 12:25:31 PM | | ANS:: Topic | MyFirstTopic (MyFirstTopic@ED1F8A4)
O @ {:} 2/3 1 12:25:32 PM | | AWS: :COK: :Metadata | CDKMetadata
@ L. 2/3 1 12:25:35 PM | | AWS::CloudFormation: :Stack | hello-cdk-1
f 3/3 1 12:25:36 PM | | AWS::CloudFormation: :Stack | hello-cdk-1
R v
0 Stack ARN

arn:aws:cloudformation:us-east-1:585695036304 : stack/hello-cdk-1/b9da27f@-fafe-11¢9-b7b3-12f2c8f206e2

Core framework AWS Construct Library AWS CDK CLI

aws

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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AWS CDK constructs

L1: Automatically generated

L2: High-level service constructs

L3: Opinionated abstractions

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Management of complex network architectures
made easy with AWS CDK

Bootstrapping Self-mutating pipeline
export CDK_NEW_BOOTSTRAP=1 J{ =
| Disable transition |
cdk bootstrap \
- _p rO-F1 -I = . . \ . . @ UpdatepipElinE Succeeded
--cloudformation-execution-policies \ Pipeline execution ID:
arn:aws:iam::aws:policy/AdministratorAccess \
--trust \
aws:// / SelfMutate

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Network management example

AWS CodeCommit @
Internet
teway
NAT 9 TGW
gateway Uity attachment e
AWS CodePipeline L—L_" attachment L_lj
D Firewall Instances
Instances endpoint
AWS CodeBuild Tew T -
e ransit Gateway attachment
AWS CloudFormation
|-—| L—L_\l VPC VPC l-—L_I|
Instances Instances VPC VPC VPC Instances
Amazon SNS
aws © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Network management steps

Source code > Build and unit test > Deploy DEV > Test and validate

>Manual approval> Deploy PROD >

Request for Static analysis of code
centralized using
network inspection cfn-lint and cfn-nag

Source code to create:

1. AWS CDK pipeline

2. Create VPC

3. Create Transit
Gateway automation

4. Create inspection
automation, leveraging
AWS Network Firewall

5. Launch test instances
for validation

aws

N1

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Deploy the changes in dev
environment:

1.
2.

AWS CDK pipelines
Deploy Transit
Gateway automation
Create inspection
automation, leveraging
AWS Network Firewall
Custom resource to
trigger Transit Gateway
Route Analyzer

Validate the findings The findings of the

before pushing the

configuration to
production

Transit Gateway
Route Analyzer
determine the next
stage of the pipeline:
Amazon SNS
notification set to
promote or decline
changes to
production

Deploy the changes in dev
environment:

1.
2.

CDK pipelines
Deploy Transit
Gateway automation
Create inspection
automation,
leveraging

AWS Network Firewall
Custom resource to
trigger Transit
Gateway Route
Analyzer



Key takeaways

Network monitoring

Network troubleshooting

Transit Gateway Route Analyzer
VPC Reachability Analyzer

VPC Traffic Mirroring

Network logging

 Collect
 Monitor
 Act
* Analyze
Network management
» Pipelines
* Infrastructure as code
e Build
e Test
* Validate
* Deploy

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Questions?
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Thank you!

Shiva Vaidyanathan Sohaib Tahir
vaidys@amazon.com sohaibt@amazon.com
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Resources

Introduction to network Analyse VPC Flow Logs CDK best practices
transformation on AWS: Part 1 with point-and-click with AWS CDK
Amazon Athena integration

O O
it
llT-

O e

Analysing VPC Flow Logs
using Amazon Athena,
and Amazon QuickSight

NetDevOps: A modern approach
to AWS network deployments

Introduction to network
transformation on AWS: Part 2
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