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APls: Critical for data transfer, b
how do you keep them secure?

Tzoori Tamam

Principal Solutions Architect Specialist, Edge Services
Amazon Web Services
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What is a chalk-talk
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What to expect from this session

« API Security building blocks
Perimeter for API architectures
« Authentication and authorization

Bot management

Open discussion
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Protecting your API perimeter

Bot control
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Protecting your APl perimeter
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APIl-specific web ACLs

Rate limiting rules (specific, generic)
Bot control rules

Account takeover rules

JSON body inpsection rules

Positive security rules (allowed
endpoints and HTTP methods)

Default to BLOCK, custom response
IP-based managed/custom rules

Partner managed rules
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AWS-AWSManagedRulesAnonymouslpList

AWS-AWSManagedRulesAmazonlpReputationList

AWS-AWSManagedRulesknownBadInputsRuleSet

AWS-AWSManagedRulesCommonRuleSet

AWS-AWSManagedRulesATPRuleSet

AWS-AWSManagedRulesBotControlRuleSet
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DDoS and APlIs

Utilize CloudFront’s distributed and
resilient nature to block attacks close to
the attacker

Shield for network level DDoS

Shield Advanced for L7 DDoS, together t
with AWS WAF B %

Use rate-based rules with AWS WAF A§
Use Shield Advanced Automatic L7 Rules

Architect your application resiliently
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Token validation and authentication

Validating JWT tokens at the edge

Fine-grain authorization at the application

Run custom logic at the edge with
Lambda@Edge

CloudFront Functions
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Let’s talk about it!

- AWS WAF for APIs

« APIs and DDoS protection
 Authentication and authorization
- Bot management

 Partner solutions
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Thank you!

Tzoori Tamam

tzoorit@amazon.com
in /in/tzoorit

[waeres] Please complete the session
T8
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