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Basic firewall types — SGs and NACLs

VPC - Security groups (SGs)
= Stateful firewalls
= TCP/IP layer

= Applied on an elastic network interface
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- Network access control lists (NACLSs)

| LB ENI

= Stateless firewalls
= TCP/IP layer
= Applied on a subnet
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Firewall types — Beyond SGs and NACLs

AWS WAF

AWS managed
protection for web

apps

Cloud-native integration

Third-party

(3

Virtual firewall
appliance in cloud
on EC2

Costly — integration

Application Load
Balancer, APl Gateway &
AWS AppSync
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Third-party &
Gateway Load
Balancer (GWLB)

- S

Now supports IPv6

Combine with
purpose-built load

balancer for firewalls

Easier deployment for
scalability and
availability

AWS Network
Firewall

Use AWS managed
firewall instead of
third-party

Cloud-native management
experience — focused feature
set

On-premises

N=

Cloud traffic directed
back on-premises to
hardware firewall

Lacks scalability — costly



Hybrid connectivity recap
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Hybrid network

AWS Direct Connect

data center

VPC 1

AWS Site-to-Site VPN

VPC 2
22
VPC 3 / ‘.

AWS Transit Gatew 8] VPC

Transit Gateway (TGW) peering

DI et e e T —

AWS TGW
different AWS
Region

&S] VPC 4
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BN vPCs
/6\ O/> appliance —
'%) 7
SD-WAN
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Inspection architectures
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To centralize, or not to centralize?
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Control plane and data plane

/< : §_> @Central place to configure and
manage = centralized control plane

Distributed processing of rules and
functions = distributed data plane

8 8 8 Centralize both?
Z\IA#I Z\IA#I 2\'«#, Distribute both?

dws



TGW East-West flrewalllng
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Considerations:

« Transit Gateway is a prerequisite

« Enable appliance mode on appliance
VP('s attachment (att)
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10.0.0.0/16 via att-1
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Availability Zone 1 : Availability Zone 1

VPC 10.0.0.0/16 il 3 e , VPC 10.1.0.0/16
- e subnet : @l "W subnet1 Private subnet 1
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TGW East-West flrewalllng & appllance mode

Availability Zone 1 : : Availability Zone 2

VPC 10.2.0. 0/16
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TGW East-West flrewalllng (Direct Connect)
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TGW East-West flrewallmg & SD WAN (TGW Connect)
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@l TGW subnet 2

| Availability Zone 1

' : TGW ENI i
VPC 10.0.0.0/16 i _______________________________________ | VPC 10.1.0.0/16
: @ Private subnet 1 @ TGW subnet 1 : att'3
| oy (appliance mode) B .
i 1 | 1E21)
: Instance AZ1 \ att-1
Ry gy - .. gy TGW Connect att SD-WAN
Availability Zone 2 (GRE) appliance
Private subnet 2 TGW subnet 2 g/
Route Table 2 SD'I\,NAN
10.0.0.0/16 via att-1 dpptiance

SD-WAN Cloud via Connect



Internet egress e e () A zenez
VPC 10.2.0.0/1
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Internet egress (GWLB)

dws
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Inbound centralized VPC security integrations
 AWSWAF

@ Considerations
U Y * Third-party
Edge VPC ).: firewall should

support targeting

Considerations

« Edge VPC ALB can
only target IPs,
not hostnames

ALB or NLB

« App VPC ELB must hostnames to
use Network Load . Subnet Subnet allow both NLB
Balancer (NLB) to @g- 3‘!@ and ALB in app
provide a static IP to VPCs
edge VPC ALB Third- party firewall Third-party firewall

. pp vpc‘/ [ App VPC App VPC
ALB ALB ALB
ﬁiBi\::E '\?[B\i‘:k i::t h?lfsb
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Inbound centralized VPC security integrations

Gateway Load Balancer

Considerations

» Edge VPCELB can
only target IPs,
not hostnames

« App VPC ELB must
use NLB to provide a
static IP to edge VPC
ELB

* ELB can terminate
TLS, but Network
Firewall cannot
inspect encrypted
traffic

dws
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Edge VPC

Subnet Subnet
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fany N
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AWS Network Firewall AWS Network Firewall
endpoint 1 endpoint 1
20
I:l;}g
ALB or NLB
N
att

Amazon EC2

S Trandit Gateway

Edge VPC @

Subnet

Gateway Load Balancer Gateway Load Balancer

endpoint 1 endpoint 2
A0
I:I;}g
/ ALB or NLB

Subnet

App VPC
i;;'Enazon EC2

Amazon EC2

Considerations

» Edge VPC ELB can
only target IPs,
not hostnames

* App VPC ELB must
use NLB to provide
a static IP as the
target for the Edge
VPC ELB

» For TLS decryption,
the firewalls behind
the Gateway Load
Balancer need a
valid certificate,
which can only be
created outside of
AWS Certificate
Manager (ACM)



Thank you!

Nolan Chen Rizwan Mushtaq
https://www.linkedin.com/in/nolan-chen-91a7b2/  https://www.linkedin.com/in/rmushtaq/
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