
© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.



© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Extending your on-premises 
network segmentation on AWS

Senior Solution Architect – Worldwide 
Public Sector, Federal Partners

AWS

Jeff Cole (he\him)

Enterprise Support Manager – Worldwide 
Public Sector, Enterprise Support

AWS

N E T 3 2 3

Chris Smith (he\him)



© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Expectations/rules of engagement

This is a chalk talk, so don’t hesitate to ask questions!

Since this is a 300-level chalk talk, we assume an associate-level Solutions 
Architect knowledge of Amazon Web Services (AWS services, VPCs, multi-VPC 
networking, and application architectures)

We’ll be available after the session to answer any additional questions and 
discuss further
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Hybrid cloud networking
J O I N I N G  C L O U D  A N D  O N - P R E M I S E S  T O  E N S U R E  Y O U R  A B I L I T Y  T O  G R O W  A N D S C A L E  A N Y W H E R E

Establish secure network 

connectivity between AWS 

and your on-premises data 

centers, branch offices, and 

remote teams 

Hybrid cloud networking

AWS Site-to-Site VPN
Create a secure connection between your data center 

or branch office and your AWS Cloud resources

AWS Direct Connect
Private connectivity between AWS 

and your on-premises network

AWS Transit Gateway
Create a secure connection between your data center 

or branch office and your AWS Cloud resources

AWS Cloud WAN
Create a global network that connects resources 

within the cloud to on-premises environments
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AWS networking services
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Agenda – Network connectivity designs

Cloud adoption stages

Project

Value

Continuous reinvention

Foundation Migration Modernization

Time
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VPC 

Prod2

172.16.1.0/24

Single Region IPsec VPN to VPCs – Project phase

Corporate global network

10.0.0.0/16

VRFs

VRFs

VRF Prod

172.16.0.0/24

VRF Test

172.16.2.0/24

VRF Dev

172.16.3.0/24

VPC 

Prod1

172.16.0.0/24

VPC

Test1

172.16.2.0/24

VPC

Dev1

172.16.3.0/24

AWS Region – Ireland

172.16.1.0/24

VPC peering
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AWS Region – Ireland

AWS Transit Gateway

VPN attachment Corporate global network

10.0.0.0/16

VRFs
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VRF Prod

172.16.0.0/24

172.16.1.0/24

VRF Test

172.16.2.0/24

VRF Dev

172.16.3.0/24

TGW route table: Prod

Prod 1 VPC 172.16.0.0/24

Prod 2 VPC 172.16.1.0/24

On-premises/VPN 10.0.0.0/16

TGW route table: Test

Test VPC 172.16.2.0/24

On-premise/VPN 10.0.0.0/16

TGW route table: Dev

Dev VPC 172.16.3.0/24

On-premise/VPN 10.0.0.0/16

VPC 

Prod1
172.16.0.0/24

VPC 

Prod2
172.16.1.0/24

VPC

Test1

172.16.2.0/24

VPC

Dev1

172.16.3.0/24

Single Region IPsec VPN with Transit Gateway
F O U N D A T I O N
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Last-mile 

provider

AWS Direct Connect 

Colocation Facility – 1

AWS Customer

Dedicated DX

VPC

Dev2

172.16.131.0/24

AWS Region – Ohio

Transit VIF

VPC 

Prod1

VPC 

Prod2

Corporate global network

10.0.0.0/16

VRFs

VRFs

172.16.0.0/24

172.16.1.0/24

AWS Partner

Hosted DX

AWS Direct Connect 

Colocation Facility – 2

AWS Region – Ireland

VPC

Test1

Direct Connect 

gateway

172.16.131.0/24

VRF Dev

172.16.2.0/24

VRF Test

172.16.0.0/24

172.16.1.0/24

VRF Prod

172.16.2.0/24

Multiple DX connections and Regions
F O U N D A T I O N / M I G R A T I O N
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AWS Region – Ireland
Corporate global network

10.0.0.0/16

VRF Prod

VPC 

Prod1

172.16.0.0/24
AWS Direct Connect 

Colocation Facility - 1

AWS

DX connection

Transit VIF

VPC 

Prod2

172.16.1.0/24

VRF Test

VPC

Test

172.16.2.0/24

Last-mile provider 

Customer

GRE/IPsec tunnel

BGP endpoint

TGW route table attachment

Legend

172.16.2.0/24

172.16.0.0/24

172.16.1.0/24

Introducing AWS Site-to-Site 

VPN Private IP VPNs

AWS Direct Connect – Overlay networking
M O D E R N I Z A T I O N

https://aws.amazon.com/blogs/networking-and-content-delivery/introducing-aws-site-to-site-vpn-private-ip-vpns/
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VPC peering

Direct Connect 

Gateway
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Design patterns for interconnecting 

a telco data center to an Amazon VPC

Multiple DX connections and Regions
M O D E R N I Z A T I O N

Prod1

Prod2

Test1

Dev1

https://aws.amazon.com/blogs/networking-and-content-delivery/design-patterns-for-interconnecting-a-telco-data-center-to-an-amazon-vpc/
https://aws.amazon.com/blogs/networking-and-content-delivery/design-patterns-for-interconnecting-a-telco-data-center-to-an-amazon-vpc/
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AWS Networking Services – Reinvention
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migration and interoperability patterns
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https://aws.amazon.com/blogs/networking-and-content-delivery/aws-cloud-wan-and-aws-transit-gateway-migration-and-interoperability-patterns/
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Thank you!

Please complete the session 
survey in the mobile app

Chris Smith

chrsmia@amazon.com

Jeff Cole

cooljeff@amazon.com

mailto:chrsmia@amazon.com
mailto:cooljeff@amazon.com

