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A Brief History of Time
Chaos

aws © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
)



Global SPS
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FIT

Failure Injection Technology
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Request Context
CRR

Headers
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Failure Injection
Scoped to Request

Injection Point
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Failure Injection
FIT UI

&ChAp Experiments ~ FIT  MonocleSelector ~ Admin  Need Help? ~ LoggedinasAlesPlsek ~ STOPALL CHAOS

Sessions

Start Session

Impact

Session Type Trace Only Failure
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Failure Injection
FIT UI

Fit Scenario®

Trace D Yes

Impact Type* Failure

Scenario Info
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Failure Injection
Scoped to CustomerID

Customer ID

Refine Further? e act ing additional sco
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& = (C & develop.test.web.netflix.com/watch/800779772tctx=2%2C5%2C%2C%2C

Netflix Site Error

We were unable to process your request.

Please go to the Netflix home page by clicking the button below.

Netflix Home
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Failure Injection
Scoped to Request
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Netflix Site Error

We were unable to process your request.
Please go to the Netfiix home page by clicking the button below.
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SERIES
THE

QUEEN'S GAMBIT

98% Match 2020 TV-MA 1 Seasons

Available Now

In a 1950s orphanage, a young girl reveals an astonishing
talent for chess and begins an unlikely journey to stardom
while grappling with addiction.

Cast: Anya Taylor-Joy Bill Camp Marielle Heller

&" Episodes and more

88 More Like This

E3 Audio and subtitles . . .
Injection Point

Scope
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Canary Strategy

Randomized Control Experiment
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Canary Strategy + FIT
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Canary Strategy
Non-Sticky Retries
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Canary Strategy
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CRR - Custom Request Routing
VIP Overrides

.

Body
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Canary Strategy
CRR Routing
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Events Experiment
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Infra Monitoring
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Chaos Experiment
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Chaos Experiment
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Sticky Canary

“A Sticky Canary is to make sure
there is absolutely no customer impact for a
given change.”

Javier Fernandez-Ivern
Netflix engineer
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Chaos is dead.
Long live...
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Sticky Experiment

Scope
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Chaos Experiment

Scope
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Unscoped Chaos
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Data Experiment
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Squeeze Experiment
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Priority Load-Shedding
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OCA Chaos
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Treatment Allocation Scope

Canary N/A
Sticky Canary

Chaos

Unscoped Chaos

Data Canary

Squeeze N/A
OCA Chaos

LoadShedding
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Building Chaos

Evolving Chaos Engineering in Your Organization

Chaos Monkey
e ChaosMonkey OOS, Kubernetes, AWS Fault Injection Simulator

Canaries
e Spinnaker + Kayenta

Tracing
e Zipkin, CRR propagation

Fault Injection
e Service Mesh, Envoy
e Spring Boot Fallbacks
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Thank youl!
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Thank you!
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Questions?




Questions?



Thank you!

@w Please complete the session
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survey in the mobile app
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