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Agenda

- Adobe’s previous state

Adobe’s Internal Developer Platform (IDP)

Deployments using Argo projects

Infrastructure provisioning using Crossplane + Argo

Multi-tenancy and security — requirements and solutions

Developer experience — before and after

Challenges/Unknowns
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The combo meal
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Adobe's previous state — Pain points

Service team Platform team

 Provision cloud accounts Manage GitOps workflows

 Use GitOps for compute deployments Enforce multi-tenancy and security

- Define infrastructure resources/templates No visibility into non-compute resources

- Learn custom workflows/tools Harder troubleshooting in real-world

. . . scenarios
 Use custom solution for infra provisioning

- Maintain/Manage provisioned
non-compute resources

- Track non-compute resources separately

than compute resources N
Red - Pain point

Green — Working well
White — Neutral
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The Ask - Internal Adobe survey

Survey results (237 responses)
89%

Need a templatized infrastructure
provisioning solution

65%
Want infrastructure provisioning integrated
with existing GitOps-based workflows

68%
Ready to use the solution starting in 2022
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Solution requirements

Standardization Kubernetes-native Multi-tenant

s-friendly
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Adobe’s services landscape

Document Cloud Creative Cloud Experience Cloud
—
\

Content Data Al/ML Other

platform platform platform platforms

Adobe’s internal developer platform (IDP) ASe?vice 7 e ervica

_Ser\/ice -SerVice
adWws
AWS
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Adobe’s Internal Developer Platform (IDP)

J [ Discover and Create ]

Developer Portal, CLI, APIs

7 [Integrate and Deploy]

s A 1 Operate and Improve
Architecture Guidance Documentation, [Serwce Management & [Automated Support & ] Production Rea ding

and Tools kTrammg & Certification Discovery Search (Assessment, Reporting,

Guidance)

4 N N\
Version Control & IDE Service Generation

Tools (Libraries, Templates)
XZ 7 X

7 2)
Environment [

Localization Diagnostics &

Insights Dashboardsj

Management
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D

Infrastructure
Provisioning and
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Configuration
ity Tracing) )

Management

- j & 4 Monitoring

( ~N ™ N J
Secret Management Workflow Orchestration D ' ‘
7 J 7, Reliability Engineering
S

( N\ O

Artifact Management Policy Management Cluster Releases & Roles and Permissions Incident Management
R Management

elivery & Deployment Application API

Management Management pe
4 N\

J

7% Quality Assurance & )

. Testing infra
oy Clusters & Components 7

Efficiency
M ) R rty
Cloud Compliance, . (Measure, Repo

Optimize)
Governance Networking Engineering (Multi-Cloud Transport and more) k )

] [ J { Private Cloud ] [
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Introduction to Argo projects

Argo projects

Open-source Kubernetes-native tools, enabling GitOps-based
production-grade application deployments and workflows

GitOps-based deployments

Paradigms and practices to use Git as the source of truth to manage
deploying application and infrastructure resources

Argo CD Argo Workflows Argo Events Argo Rollouts
GitOps-based declarative Workflow engine Event-based dependency Advanced deployment
continuous delivery supporting DAGs and management and strategies

step-based workflows workflow automation
Alt: Flux Alt: Tekton Pipelines Alt: Knative Events Alt: Spinnaker's Kayenta
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Introduction to Crossplane

Crossplane

Open-source Kubernetes-native tooling, extending Kubernetes APlIs
for cloud infrastructure resource provisioning as well as
building higher-level abstractions

Infrastructure Resource Provisioning

Process of creating, using, updating, and deleting of cloud
infrastructure resources

Alternatives:
Terraform, Pulumi, Cloud Development Kit (CDK), Chef, Puppet...
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Hub-and-spoke model
4

IDP |I1f|‘aStI‘LICtLI re Tenant AWS account

Multi-tenant remote cluster

Hub cluster
Argo

Tenant Rollouts

remote

namespace aWS

Tenant hub
namespace Multi-tenant remote cluster

Argo

Tenant Rollouts

remote
namespace
| pace |
Argo CD, Events, ) ) Adobe Other cloud
Workflows accounts

GitHub Corp

Crossplane Multi-Tenant remote cluster

Argo
Tenant Rollouts
remote

namespace

N\
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Deployments using Argo projects

aws
~—

GitHub Corp

Client app repo

K8s manifests/
Helm Charts

Argo
manifests

Client deploy repo

Shared workflows
and events
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Triggers

Sync state

Provisioning
workflow and events

2 )Invoke

Deployment
workflow
and events

Tenant hub namespace

Apply Argo manifests( 7

GitOps (Argo CD)

Hub cluster

5

Apply k8s
manifests

Managed
by tenants

Tenant-owned AWS account

Access resources | 6 aWS

Tenant
containers

Tenant remote namespace

Argo Rollouts

Multi-tenant remote clusters

Managed by
platform team




Crossplane concepts

Grants access to

Tenant
account --_S_pégif-ie-s___
(AWS)
Access fesources
Specifies

Tenant app

Uses Composite

Corrgsponds to

Resource
Claim (AWS)

Namespace scoped

Tenant/Application concern

Defines

7 >
1 N:1
1

dws
~—
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Provider

config
(AWS)

Cluster scoped

Cluster scoped

Amazon Amazon
S3 SQS

Composes/Defines
Composition > Managed resources (AWS)

(AWS)

Cluster scoped

AWS
IAM role security

N:1 | References group

Composite Instantiates
resource

Platform concern

Composite
resource
definition

Cluster scoped



Infra provisioning using Crossplane + Argo

GitHub Corp

Shared infra resources
(Adobe-specific)

Client app repo

K8s manifests
/ Helm Charts

Crossplane
manifests

Argo
manifests

Client deploy repo

Shared workflows
and events

Triggers

Update

Provisioning
workflow and events

D— i

Install XRDs api

and compositions
3 )Invoke B

Process

S Crossplane
Infrastr r
resources e cLure

Deployment provisioner
workflow 9 (Crossplane)

and events Other AWS
provider provider

Tenant hub namespace

Apply Argo( 5 8 )Apply Crossplane manifests
manifests

™

Apply state
GitOps (Argo CD) 6

Hub cluster
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Managed
by tenants

Tenant AWS account

Access resources| 11 adWsS

Tenant
containers

Tenant remote namespace Managed by
platform team

Argo Rollouts s

Multi-tenant remote clusters




Multi-tenancy and security requirements

"Pa, » Restrict tenants to their
A
‘— .— : oo accounts SaL

< resources

Legitimate Namespace
access isolation

= Restrict resource access
only at namespace level

g = Rouge actors should not
v be able to exploit the
v system
v Block High y
: exploits performance

< = Existing and new

) I - R e o1 O
A, performant
| 2 | 2 >
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Multi-tenancy and security requirements

- dWS$S

apiVersion: aws.crossplane.io/vilbetal
kind: ProviderConfig

metadata: L
: name: aws-account-1 ~
d\alt
assumeRole:
roleARN: arn:aws:iam::<aws-account-1>:role/crossplane _
Account
aws
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Multi-tenancy and security — Legitimate access

#1. Tenants should be able to provision cloud resources in their own cloud accounts

Tenant 1 AWS Account

000
Use ProviderConfig aws_.’
aws-account-1 - — 5 <
assumeRole: IAM Role gﬂ 5@3
roleARN: arn:aws:iam::<aws-account-1>:role/crossplane
v
are
X

Assume Role & Provision Resources

Tenant 2 AWS Account

Tenant 1
200
aws
... ~— n a
spec: S
assumeRole: IAM Role gﬁ gga
1eARN: - :iam:: - t-2=:rol L
role arn:aws:1am: :<aws-accoun =:role/crossplane j Q
X
Assume Role & Provision Resources
aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

N1



Multi-tenancy and security — Legitimate access

#2. Tenants should not have access to any other tenant’s provisioned resources

cee Tenant 1 AWS Account

.5.;-pec: aWS’ )

Use ProviderConfig assumeRole: ~—- ?@?
aws-account-1 roleARN: arn:aws:iam::<aws-account-1>:role/crossplane IAM Role e

externalId: 123456

v
v c%

X 7 |
Require External ID g

Assume Role & Provision Resources

Tenant 2 AWS Account

Tenant 1 eeo
aws 1
spec: ) K_ A
assumeRole: IAM R CED
: (o][=] e
roleARN: arn:aws:iam::<aws-account-2>:role/crossplane

externalld: 123456 v

| 2R , ?*
Require External ID é
aws Assume Role & Provision Resources
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Multi-tenancy and security — Legitimate access

#2. Tenants should not have access to any other tenant’s provisioned resources

L4 |

Tenant Hub
Namespace 1

ArgoCD RBAC

Tenant 2
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Multi-tenancy and security — Legitimate access

#3. Secrets for created infra can be pushed/pulled dynamically to external vault

3. Consume secrets

Tenant
Cluster
HashiCorp . . .
Vault e |
A apiVersion: secrets.crossplane.io/vlalphal
HUb kind: StoreConfig vault-
H metadata: agent-
Cluster 2. PUblISh name: vault - sidecar
secrets  <pec: :
type: Vault .
defaultScope: crossplane-system E 4 ACCGSS
vault: \ resources

server: http://vault.vault-system:8200
mountPath: secret/

v

vault- 1. Assume Role & Provision Resources
agent-
sidecar

dws

21\_-;’
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Multi-tenancy and security — Namespace access

#4. ProviderConfig can only be used in context of a tenant namespace

apiVersion: apilextensions.k8s.i1o0/vl
kind: CustomResourceDefinition

metadata:

name: providerconfigs.aws.crossplane.io
spec:

scope: Cluster

names:

kind: ProviderConfig

aws
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Multi-tenancy and security — Namespace access

#4. ProviderConfig can only be used in context of a tenant namespace

ns1-provider-config

Allowed

apiVersion: blob.crossplane.adobe.io/vlbetal

kind: ObjectStorage

metadata:

name: test-object

namespace: nsl

spec:
resourceConfig:

providerConfigName: nsl-provider-config Tenant Hub

Namespace (ns1)

Composite Resource Claim (XRC) Blocked

ns2-provider-config

dws
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Multi-tenancy and security — Namespace access

#4. ProviderConfig can only be used in context of a tenant namespace

ns1-provider-config
eeo

apiVersion: blob.crossplane.adobe.io/vlbetal
kind: ObjectStorage
metadata:

name: test-object

namespace: nsl Composition
spec:

resourceConfig:

providerConfigName: ns2-provider-config

Rewrite ProviderConfig name to
, ) “ns1-provider-config”
Composite Resource Claim (XRC)

ns2-provider-config

fromFieldPath: metadata.labesl[crossplane.io/claim-namespace]

toFieldPath: spec.providerConfigRef.name
combine:

string:
fmt: "%s-provider-config"

aws
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Multi-tenancy and security — Namespace access

#5. Tenant should be able to use any managed resource from providers,
but with namespace scope

000
00
apiVersion: s3.aws.crossplane.io/vlbetal
; ; ) ) ) kind: Bucket
apiVersion: apiextensions.k8s.1o/vl netadata:
kind: CustomResourceDefintition name: test-bucket
metadata: spec:
name: buckets.s3.aws.crossplane.io forProvider:
SDec: acl: private
pec: locationConstraint: us-east-1
scope: Cluster providerConfigRef:

name: provider-config-1

aws
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Multi-tenancy and security — Namespace access

#5. Tenant should be able to use any managed resource from providers,
but with namespace scope

Owner Reference

Composite
Resource

Owner Reference @

Namespaced Resources Cluster Resources
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Multi-tenancy and security — Namespace access

#5. Tenant should be able to use any managed resource from providers,
but with namespace scope

Repository

dws

N7

3. Check into Git
Shared XRD &
Composition

Thanks Christopher Haar! (https://github.com/crossplane-contrib/x-generation)

Composition Generator

2. Generate
Compositions

Compositions

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

1. Read Managed
Resource Definitions

apiVersion: apiextensions.k8s.1io0/vl
kind: CustomResourceDefinition
metadata:

name: buckets.s3.aws.crossplane.io
spec:

scope: Cluster



Multi-tenancy and security — Namespace access

#5. Tenant should be able to use any managed resource from providers,

but with namespace scope
Shared XRD &
Composition
Repository

2. If XRDs are
Tenant missing, retrieve Hub
Application them. Cluster
Repository

3. Apply missing
XRDs and
Compositions

1. Analyze XRC

Argo Provisioner
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Multi-tenancy and security — Namespace access

#5. Tenant should be able to use any managed resource from providers,
but with namespace scope

kubectl apply -
Kind: RDSCluster

Tenant 1

Tenant Hub

Namespace 1
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Multi-tenancy and security — Block Exploits

#6. A rogue tenant should not be able to exploit another tenant’s ProviderConfig

ns1-provider-config

o060 Open Policy Agent

(OPA) Allow

apiVersion: s3.aws.crossplane.io/vlbetal
kind: Bucket .
metadata:

name: test-bucket
spec:

forProvider:

acl: private

locationConstraint: us-east-1 Tenant HUb Block
providerConfigRef:
name: provider-config-1 Namespace 1

violation[{"msg": msg}] {
not input.review.object.metadata.labels["crossplane.io/composite"]

o o
msg := "crossplane composition not used" nsz-provlder-co nflg
Managed Resource >
violation[{"msg": msg}] {
not input.review.object.metadata.ownerReferences
msg := “"ownerReferences field not present"
}

violation[{"msg": msg}] {
ownerRef = input.review.object.metadata.ownerReferences[0]
not re_match("~crossplane.adobe.i0", ownerRef.apiVersion)
msg := “owner reference is not valid"

}

dws
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Multi-tenancy and security — Block Exploits

#6. A rogue tenant should not be able to exploit another tenant’s ProviderConfig

violation[{"msg": msg}] {

not input.review.object.metadata.labels["crossplane.io/composite"]
msg := "crossplane composition not used"

}

violation[{"msg": msg}] {
not input.review.object.metadata.ownerReferences
msg := "ownerReferences field not present”

}

violation[{"msg": msg}] {
ownerRef = input.review.object.metadata.ownerReferences[0]
not re_match("”~crossplane.adobe.10", ownerRef.apiVersion)
msg := "owner reference is not valid"

}

Tenant F
Namespa

aws
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Multi-tenancy and security — High performance

#7. Tenant workflows should not slow down with large number of CRDs

$ kubectl get crd | wc -1
Waited for 1.033772408s due to client-side throttling, not priority and fairness,
request: GET:https://api.ipa.org
Waited for 5.033772408s due to client-side throttling, not priority and fairness,
request: GET:https://apti.ipa.org

993
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Multi-tenancy and security — High performance

#7. Tenant workflows should not slow down with large number of CRDs

Client: 0.24.0+

Upbound

Server: 1.25.0+

Nic Cope’s blog post:

https://blog.upbound.io/scaling-kubernetes-to-thousands-of-crds/

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved
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Before

Service team

Provision cloud accounts

Use GitOps for compute
deployments

Define infrastructure
resources/templates

Learn custom workflows/tools

Use custom solution for infra
resource provisioning

Maintain/Manage provisioned
non-compute resources

Track provisioned non-compute
resources separately than
compute resources

Platform team

Manage GitOps workflows

Enforce multi-tenancy and
security

No visibility into non-compute
resources

Harder troubleshooting in real-
world scenarios

Red - Pain Point
Green — Working well
White - Neutral

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

After

Service team

Provision cloud accounts

Use GitOps for compute
deployments

Provision infra resources via
GitOps workflow

Specify and track provisioned
non-compute resources in
Kubernetes-native way

Maintain/Manage provisioned
non-compute resources

Consistent way to
create/replicate environments

Platform team

Manage GitOps workflows

Enforce multi-tenancy and
security

Define “blessed” infrastructure
resources/templates

Maintain “standardized” infra
provisioning workflow based
on GitOps

Improved auditability,
observability

Improved service architecture
understanding

Improved MTTR



Challenges/Unknowns

Technology maturity

Other cloud provider support

performance

’

—scale

Hub cluster, K8s
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How can the learnings of
Adobe and AWS help you?
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Thank you!

Vikram Sethi Nima Kaviani Gaurav Dhamija
vsethi@adobe.com nkaviani@amazon.com dhamijag@amazon.com
@hellovsethi @nimak @gauravdhamija83

survey in the mobile app

@w Please complete the session
T8
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