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Agenda

Why exposure management?

Cloud security and exposure management
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The modern attack surface

3 attributes make the modern attack surface
more difficult than ever to defend

‘ It is rapidly growing
‘ It is highly dynamic
° It is increasingly interconnected
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Significant security events impact the weakest
area in your environment
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Challenges

@&

L

Potential lack of The attack surface
visibility into isn't siloed, but
expanded attack your security
surface solutions are
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Resource
limitations
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Lack of
comprehensive
metrics

Difficulty
assessing and
communicating
security status



The exposure management journey

mm=) More context, better decisions
mmmd | oss reactive, more preventive

| === Better communication, better outcomes
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Building blocks of an exposure
management program

« Assess your current security technologies
- Understand your visibility

« Prioritize your efforts

« Measure your remediation processes

« Communicate and take action

aWS} © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved



Evolution: From vulnerability management
to exposure management
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Software CVEs

Cloud misconfigurations

Web application flaws

Identity misconfigurations
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EXPOSURE MANAGEMENT PLATFORM
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Unified approach to cloud security

Otenable.cs‘”

cloud security
Security Posture Management

Cloud Vulnerability

Assessment (CSPM/KSPM)

* * *
Cloud service providers * GDPR * (CIS oot Security”

***
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Cloud security and exposure management

Scan, inventory, and view cloud
configurations, host images, and
running instances all at the
same time

Prioritize threats and focus on
what matters most based on
resource criticality, known CVEs,
and security/compliance policies
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Additional benefits

Live results
Threat results automatically update when
new vulnerabilities are published

Lower MTTR
Improve MTTR rates with automated
remediation workflows

Automated compliance reporting
Instantly report across 20+ standards such as
CIS Benchmarks, SOC 2, PCI, and HIPAA

Risk prevention
Stop “risky” deployments from ever
being deployed



Cloud security and

Assets information

Cloud Provider AWS Resource ID app_server_new_1
e _°L.°l° Cloud Account 779431863057 Resource Nam AWS-S3-instance-2
360-degree asset visibility
VPC Name - Resource Type Instance
D .l. Cluster - Cloud ID aws_cloudwatch
Eta I S Last Changed 08.21.22 @ 02:18 PM IACID
. . Additional Information
Configuration S
Is Mapped false
CV E S Total Vulnerabilities Vulnerabilities by Severity
s ¥ Critica 1 Scan information
Misconfigurations @ i o 001021007267
Medium 1 Last Scar 08.10.21 @ 07:06 PM
1 Last Auth Scan 08.10.21 @ 07:06 PM
Drift !
Total Misconfigurations Misconfigurations by Severity Scan information
RemEd|at|0nS ) @ High 3 08.10.21 @ 07:06 PM
Medium 0 Last Scar 08.10.21 @ 07:06 PM
0 Last Auth Scan 08.10.21 @ 07:06 PM
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Agentless assessment
for AWS

Onboard in minutes
Onboard all of your AWS accounts and users
in minutes

Gain continuous visibility
Up-to-date visibility of your cloud assets that is
easily searchable

Automatic vulnerability updates with
live results

Integrated into the existing Tenable Research
Vulnerability and Threat Library that you know
and love

Low impact and no added costs
Uses proprietary technology that eliminates the
need to mount and store snapshots
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Cloud security and exposure management
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Complete
visibility
Gain a 360-degree view
of assets and exposure
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Reduced
exposure

Prioritize
remediation based
on true risk

Continuous
governance

Enforce compliance
from code to cloud



Thank you!

Kevin Flynn
kflynn@tenable.com
[waeres] Please complete the session
J]i)@ survey in the mobile app
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