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With these benefits, cloud environments
introduce [T G T EN TS
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Unseen areas Misconfigurations Increased noise Minimal context
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o)1 5«2 1\ cloud security can help

Relevant insights, not aggregated noise




4 ways to strengthen D&R in your
AWS environment

1. Eliminate unseen areas with
real-time, agentless visibility

Unified Security Context Las:
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7 Add Filter

Vulnerability Breakdown Critical Misconfigs in last

days
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‘Show Security Context Dets
S View Misconfigurations
View Vulnerabilties.

View Properties

Download Rescurce Data
View in Resources

Some other action

5 e S0 > 10/p:




4 ways to strengthen D&R in your
AWS environment

2. Find & fix misconfigurations early

By Insights

Findings Summary

Falled

aa 1 403 aa8

Result = Severty + Name Findings

A © faied [N Access List Exposes High Risk Por... 1
Resource Type File Name Action
Resources.AppSecu.. AWS:EC2:Securlty.. examplesfcloudfor. Jeta

> © faied [ENIR  Access List Exposes SSH o the Pu... 1

> © raied [ENIR  encryption Key Exposed To Public 1

> © raied [[ERE  instance Exposing SSH to the Public 1

> © faied [ERIR  Cloud Topic Exposed to the Public .. 1

> © raed [N Access List Exposes Non-Web Por... 1

> o raied [N Claud Policy with Full Access 1
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Download v

Insight Definition  Finding and Remediation >

Code Block

~ a/examples/cloudformation/deno_fail.yant
44+ b/examples/cloudformation/dena_fail.yanl
@ -76,11 +76,7 00
Properties:

Groupbescription: Security group for App

VpcId: tRef AppYPC
- SecurityGroupIngres:
- - IpProtocol: tep
- Frombort: 22
- ToPort: 3306
- CidrIp: 0, 0
. SecurityGroupIngress: (I

AppKey

Type: "ANS: :KMS: iKey"
Properties:

Remediation

Ensure that AWS::EC2::Securlty Groups have no
Ingress rules that allow public access to sensitive, high
risk ports.



4 ways to strengthen D&R in your
AWS environment

3. Detect suspicious behavior

Threat Findings

BRI oo v soemsrec 20021122 081 ure

Trend and analytics

31

Event Source

B Ropia? Cloud Detection
JF) Rapid? Cloud Detection
J) Rapid7 Cloud Detection
B #ws Guardouty

B Aws Guardouy

1-310031

Finding Type

Snanshot has been exposed 1o the oublic

1AM Role wiAdmin acces ch

$3 Bucket has been exposed to the public

DiscoveryIAMUsar/AnomalousBehavior

Discoverv.IAMUserAnomalousBehavior

Cloar Al

Severity

Cloud Account

@43 AWS Production
@43 AWS Production
@43 AWS Production
@4 AWS Production
@43 AWS Production
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Resource Name & ID

3n3p-01106¢7ed02970b31

1-01234efa

17-test-bucket

ASIAQXNIZ7OVPNHWXTVF

Resource Type

Snapshot

Instance

Storage Container

Serviceaccesskey

Serviceaccesskey



4 ways to strengthen D&R in your

AWS environment

4. Unlock efficiency & scale
through automated response

Bots » Listing » Storage Container Exposed To Public

A OVERVIEW A/ HISTORY () SCHEDULED EVENTS

Info & Settings

<

~ IR - I

N

Bot Created By
Chris DeRamus

Description
Example for webinar

Bot Category
Security

Current State
Running

Active Hookpoints

divvycloud.resource.created, divvycloud.resource.modified

Schedule Enabled
false

Bot Scope (Clouds/Groups/Badges)

AWS Sales Account
Cloud Account

[© NONCOMPLIANT RESOURCES
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Query Filters

Resource Is Exposed To Public
Identify multiple resource types which are expos
This is a complement filter that calls through to o

depending on the resource type.

Actions

Cleanup Exposed Storage Container
Remove permissions from storage containers wh

the World. This will remove any permission identi

Bot Evaluation History - Last 5 entries

Errors  Context Scope

L] StorageContainerHarvester 0

[ ] StorageContainerHarvester [¢]
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4 ways to strengthen D&R in your
AWS environment

Resource Query Filters

Resource Contains Tag Key and Value Regular Expression

regular expression.

This filter accepts o pro
input and click APPLY to see filter results. If APPLY s disabled, then required inputs

Match rescurces using this key, Please note, keys will be matched based on this entry as a string not a resy

gular express
Regu on
2 n ‘When enabled, case must match |
[J case Sensitive
[J NotMatch
3 CAN APPLY
.

4. Unlock efficiency & scale
through automated response



Comprehensive security
that powers your business
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Cloud Security
INSIGHTCLOUDSEC

Application
Security XDR & SIEM
INSIGHTIDR

INSIGHTAPPSEC
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“ﬂ Vulnerability INSIGHT PLATFORM Threat =
< Management Intelligence ?,

INSIGHTVM INSIGHTXTI m
Services SOAR
Expert Managed & INSIGHTCONNECT

Consulting Services

Technology

Top-Tier Portfolio
Unified Platform Services
Plug-and-Play Integrations

Intelligent Automation

Expertise

Security Research

Open Source Community

Differentiators

Flexible Product and Managed
Services Mix

Time to Value

Vendor Consolidation
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