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Service vs. human identities

Service identities

« Consistent, predicted behavior .

 Suited for right-sizing based on o
logged activity

« Permissions requirements .
seldom change
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Human identities

Unpredicted (by design)

Very hard to right-size properly to
specific resources and/or actions

Elevation is sometimes required



Humans are (also) vulnerable

Mismanage static access keys

Prone to social engineering
Phishing (MFA doesn't fix this!)

Corruption
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JIT access

Out-of-bound permissions; limited time, specific purpose
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Zero standing trust

THE MISSING PIECE OF CLOUD ENTITLEMENT MANAGEMENT

« Minimal/no permanent (“standing”) permissions

« User may be made “eligible” to receive additional one-time permissions
« When needed, requests can be made based on a business justification

« Approval can be granted for specific duration and then revoked
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Centrally manage
identities

-

Identity provider

dWs
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Request access
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Manage JIT
permissions
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AWS IAM
Identity Center

Power user

Permanent

/ Development account \
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Identity provider AWS IAM Identity Center

Sign in > Centrally manage SSO  =———p aWws
identities )

Requester /

Request access
Manage JIT

permissions

Sermeic
Notifications for new Ird-party integ

—— — o of efe, e — N t‘f- t. —
requests Manage eligibilities otitications

Qa
m— Approve requests —=——) Approve workflows <= Requests/ = -.-. . @
Approver Session monitoring approvals ®
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JIT ACCESS - ELIGIBILITIES

AWS

OU - Product team 1

Principal
Dev
Master eg Engineering
®sko

Production

eg Engineering
5o

JIT Owner1

JIT User1

Admin console

aws
~—
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Permissions

Administrator

Viewer

Administrator +4

Administrator +4

Power User

5 results

Maximum Duration

6 hours

2 hours

11 hours

15 hours

3 hours

Requires Approval

Yes

All accounts ~

Approvers Status

Account Owners
. Account Owners _—
q! Valid

Sho

e JIT Ownerl
5o

e JIT Ownerl
';sn

. Account Owners
"o

* @




Add Eligibility On 3 Accounts

Which user or group can request access?

Isobel Hall

Which permissions can they request?

2 selected

Administrator
Power User
Reader
Security Auditor
Viewer

@® Require explicit approval

approvers

Send approval requests to the following places (in addition to approvers)

[ Email add

CANCEL

adWs
~—
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Add Eligibility On 3 Accounts

Which user or group can request access?

Isobel Hall ~

Which permissions can they request?

What's the maximum duration they can request?

Hours

How should their access be approved?

Automatically approve

® Require explicit approval

Darren Berg v

Send approval requests to the following places (in addition to approvers)

[ Email address

adWs
~—
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JIT ~ MFA devices = Sign out

i

AWS Account (1)

g Development

#46

Terms of Use

AWS console before activation
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ACCESS REQUESTS

Pending

There are no pending requests

Active

History

Ermetic user console: request access

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
S




adWs
~—

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Request Access
ount you want to ac

r.If the a

ormation

Account

v AWS
v OU - Product team 1
Dev (46
Master (56

Production (22

Justification

CANCEL




Request Access

oose the unt you want to ac s, the permissio and how

access for. If the account, permission, or duration you need

ligibility for them. Contact

Production (22

ions

Administrator

Power User

Reader

Security Auditor

Viewer

CANCEL

adWs
~—
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, or duration

ligibility for th

Production (221

Administrator

Duration

Justification

Repair issue #3442 in authentication service

CANCEL

d, and how

REQUEST




ACCESS REQUESTS

@ Pending

There are no pending requests

Active

History

Your access request is
pending approval

ss is approved/denied

u an email notifi

Ermetic user console: request access
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ACCESS REVIEWS

Pending
Creation Time Reguestor Account Permissions Duration Justification

12 Oct 2022 e JIT Userl

. aWs Production Administrator 1 hour Repair issue #3442 in authentication service Approve

~ Close

History

Ermetic reviewer console: approve access
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ACCESS REVIEWS

e Pending

Creation Time Reqguestor Account Permissions Duration Justification

12 Oct 2022 e JIT Userl

F - aws Production Administrator 1 hour Repair issue #3442 in authentication service +* Approve

History

Are you sure you want to approve this request?

Ermetic reviewer console: approve access
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JIT  MFA devices = Sign out

¥ Production

¥ Development
dmir

AWS console post-activation
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Q All accounts v 74 °

JIT ACCESS - AUDIT

ELIGIBILITIES

8 resuilts

[0

Time Admin Action Assignee Scope Permissions Maximum Duration Requires Approval Approvers

) 29, 2022 JIT User1 JIT Owner1
Sep 29, itic.com . =8 AWS Administrator +4 15 hours Yes

I

Sep 29, 202 JIT Owner JIT Owner1
Sep 29, 2022 T Ownel AWS Administrator +4 11 hours 3

X

AUG r Account Owners
Aug 11, 2022 \srmetic.com Update AWS Administrator S .

Aug 11, 2022 . Engineering g Account Owners
ey :rmetic.com Update - 9 b AWS Administrator 6 hours 5 '

Aug 4, 2022 - Account Owner
= srmetic.com Update AWS Power User 3 hours

e 8 X

Aug 4, 2022 Engineering 2
= :rmetic.com ¥ b AWS Viewer 2 hours

Aug 4, 2022 . & Account Owner
e irmetic.com 8 AWS Administrator

Aug 2, 2022 Engineering e < Account Owners
irmetic.com AW Administrator S

Ermetic admin console: audit eligibilities
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Q All accounts v ? °

JIT ACCESS - AUDIT

ACCESS REQUESTS

(]

Time Action Requestor Scope Duration Justification Requires Approval Approver

Oct 12, 2022 JIT User1 P 2 > T Ownerl
f Access Request Approved aws production ninistrator 1 hour Repair issue #3442 in authentication ser - e

I

550

Oct 12, 2022

X

Access Requested aws production Administrator 1 hour Repair issue #3442 in authentication service

o
®
)

Ermetic admin console: audit eligibilities
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All accounts v ? e

Q

JIT ACCESS - AUDIT

ACCESS REQUESTS

235 results

Requires Approval Approver

(]

Time Action Requestor Scope Permissions Duration Justification

e JIT Owndh

t1 2 JIT User1 = .
Detilay2022 Access Request Approved bk aws production Administrator 1 hour Repair issue #3442 in authentication service Yes P v
”» iew user activity

D)

2 JIT User1
Oct 12, 2022 Access Requested I:User aws production Administrator 1 hour Repair issue #3442 in authentication service

@ & Y [

Ermetic admin console: audit requests
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Q All accounts v ? e

ACTIVITY LOG
Sep 23,2022 - Se... v 1selected v 2 selected v 1selected v | 9results

Time Identity Originator Action Service Resources Result IP Address Account Raw Event

(0

Sep 23, 2022 ~. AWSReservedSSO_Ermetic-Administrator-0_ ° JIT User1 AWS Health APIs and Notifications e
=) aws View JSON

&0

Sep 23, 2022 AWSReservedSSO_Ermetic-Administrator-0_ JIT User1 AWS Health APIs and Notifications aws

D))

Sep 23,2022 AWSReservedSSO_Ermetic-Administrator- JIT User AWS Support aws

X

Sep 23, 2022 AWSReservedSSO_Ermetic-Administrator JIT User1 AWS Health APIs and Notifications aws v
vView

Sep 23, 2022 AWSReservedSSO_Ermetic-Administrator- JIT User1 AWS Health APIs and Notifications aws

Sep 23, 2022 ~. AWSReservedSSO_Ermetic-Administrator- JIT User1 AWS Support Vie .
v w Al

e 8 X

Sep 23, 2022 AWSReservedSSO_Ermetic-Administrator- JIT User1 AWS Health APIs and Notifications -
View

Sep 23, 2022 ~. AWSReservedSSO_Ermetic-Administrator JIT User1 Amazon EC2 aws

Sep 23, 2022 AWSReservedSSO_Ermetic-Administrator- JIT User1 signin.amazonaws.com aws

Ermetic admin console: audit activity
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Slack and
PagerDuty integration
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fil
[

= & s |
v Apps :
+ Add apps [ < it e]
57 Upgrade
%l Invite someone new to join this workspace

ﬁf Send to message input “/jit”

]_». o ¢ ©@ A

Developer Slack Ul: request access

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Ermetic v @ O Ermetic v

Messages

2 @schrut Today ~

Ac . Request Permissions @ X

Which account would you like to request access to?

J Belect an account v

= Dev (.

n Ern Master (1 70

S WS

Justification

n Ermetic

Repair issue #3442 in authentication service

l Close I

Developer Slack Ul: request access

aws © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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n Ermetic

Request Permissions

Which account would you like to request access to?

| Production (s o

Which role would you like to assume?

- Administrator
Duration

| 3
Justification

Repair issue #3442 in authentication service

i Close

Developer Slack Ul: request access

dws

N7
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&) Threads
@ Mentions & reactions
B> Drafts & sent

More

v Channels
general
jit-requests
random

Add channels

+ #H # H

4

Direct messages

+ Add teammates

v Apps

+ Add apps

57 Upgrade

NEW

Home

Messages (1)  About

Ermetic APP 2:26 PM Today

Request permissions submitted successfully! a,,p

Stay tuned, we already notified your team. aws

View Request N

Account Role

Production (¢ Administrator

Duration Justification

K] Repair issue #3442 in authentication
service

. Edit | Send Reminder @

Request permissions submitted successfully! ;,p

Stay tuned, we already notified your team. aWS

View Request R —

Account Role

Production (i Administrator

Duration Justification

3 Repair issue #3442 in authentication
service

e ' Send Reminder @

New

Developer Slack Ul: pending requests EERECRETIRE

Message Ermetic
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+ Add a bookmark

& Threads — =
@ Mentions & reactions Today v
B> Drafts & sent NEW B G s on ol
More 7

Account Role
v Channels Production (; Administrator
# general Duration .lustlﬁc‘atlon . .
e 3 Repair issue #3442 in authentication
# ‘ service
# random

Approve el Edit
+ Add channels — : ‘ @Y casn
_ . Ermetic APP. 2:09 PM = ’
v Direct messages New request submitted by @Schrute
+ Add teammates View Request aws
\./‘7

v Apps
. Al . m is on call
+ Add apps

Account Role
§? Upgrade Production (i Administrator

Duration Justification

] Repair issue #3442 in authentication

service

Approver Slack Ul: new request message

Message #jit-requests

dws

N7
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Benefits of the JIT approach

o It limits area of impact for security events and scope of operational mistakes

« Enables session monitoring
« Allows for focused auditing/investigating
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Thank

Lior Zatlavi

@CloudLior
liorzat@ermetic.com
www.ermetic.com

[waeres] Please complete the session
T8

survey in the mobile app
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