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Anatomy of a Breach
|dentity-Native Infrastructure Access
How Teleport Works

A Case Study
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Every Breach Has Two Things In Common

« A Human Error for Initial Infiltration

« An Attempt to Pivot to Maximize
Infiltration
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And Then...
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How Teleport Does Identity-Native
Infrastructure Access

|dentity for Device Proof of Mutual
Everything Security Presence Authentication



How It Works

Just-in-time Access via

31 Teleport

Identity Native
Proxy

> kublect!

- .

DB Clients

&

Cert
Authority

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
S



Teleport Access Platform Benefits

Single Source Zero Trust Infrastructure Render Phishing and Reduce Audit &
of Truth Access Pivot Attacks Useless Compliance Burdens
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Two Options to Get Started

Community Edition Enterprise Edition
No Security Limitation Scale
Identity Native Integrations
Zero Trust Granular Access
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Connect To Your Infrastructure!
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Teleport Case Study

Y DOORDASH

“We love Teleport's security
model and ease of use."

Luke Christopherson,

Software Engineer at Doordash.
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Challenge

e Fast growing team and infrastructure footprint

e Heterogeneous cloud environment with servers, databases and
Kubernetes

e Difficulty scaling access with homegrown solution

Solution

o The Teleport Access plane consolidates access for all engineers
and infrastructure resources.

Impact

e Improved security with granular RBAC, session recordings

e Improved developer productivity with infrastructure SSO and Just-
in-time access

® Increased focus on core business without homegrown solution to
maintain



Engineering Productivity with Security Done Right

Identity-Native Eliminate Consolidate Modernize
Infrastructure Access Secrets and Pivots Access Security
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Thank you!

Kenneth DuMez

kenneth.dumez@goteleport.com

[waeres] Please complete the session
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survey in the mobile app
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