AWS

NOV. 28 - DEC. 2, 2022 | LAS VEGAS, NV l

e [Nvent




5> zscaler

PRTO073

SPONSORED BY ZSCALER

Zero Trust CNAPP and cloud
workload protection with Zscaler

David Sedgwick

Field CTO
Zscaler

aW% © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved



Zscaler Zero Trust exchange architecture

Managed by others Managed by you

ce W2 L.

Data center
SaaS Internet

factory
App connectors
A .
Outside-in connections Inside-out connections (s)) -
. )
: Zero Trust Firewalls/VPN A
! O Minimize attack surface % Aoolicati Attac'é?“frface
Connection initiated = No inbound connections, apps invisible pplications and Infrastructure are

discoverable from the internet
n

Enforce policy Network access
Per-session decision and enforcement .. Prevent lateral movement X Connect to corporate network

i Connect to apps, not networks for application access

Control risk i Passthrough architecture
Inspect traffic (malware, data loss) L ] Prevent compromise and data loss Limited ability to inspect encrypted

Adaptive control: Continuous risk assessment Proxy architecture, SSL/TLS inspection ' traffic

Allow, block, caution, isolate, prioritize, deceive

Verify identity and context
Who, what, where, and more

You can’t do Zero Trust security with firewalls/VPN
Connection terminated to Zero Trust exchange

A A What’s the difference between these two cars?

ﬁ Look similar! 6

Multi-tenant architecture, 150 data centers
Access over any network

o
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User + Device | Workload | 1oT/OT

AL “!.

User + Device | Workload | 1oT/OT

Are they?
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Zscaler platform offerings

Comprehensive and integrated Zero Trust platform enables security and network transformation

Castle-and-moat security
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Hub-and-spoke network

»

SaaS

laaS/PaaS

Internet

Zero Trust
exchange

laaS/PaaS

Secure internet and SaaS access (ZIA)
Secure private app access (ZPA)
Digital experience (ZDX)

Zscaler for workloads

e Secure internet access
Secure workload-to-workload communication
* Configuration and exposure scanning (CNAPP)

» Secure internet, SaaS, private app access
Privileged access to OT

A comprehensive cloud security platform that eliminates multiple point products and reduces business risk
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Zscaler for workloads: Build and run secure cloud applications

Workload exposure scanning Workload-to- Workload-to-

Identify attack Remediate Secure Internet runtime workload ZTA

surface vulnerabilities data protection

Cloud configuration scanning Prevent compromise Identify attack surface

laC Posture Entitlements Prevent data loss Prevent lateral
security management management movement

Posture control Workload communications

H Build secure — Dev Ops Run secure H

(3
Efficiency via native guardrails Enforce immutability by Agentless deployment for 100% Zero Trust architecture Zero Trust exchange platform
in dev & DevOps tools eliminating configuration drift workload coverage eliminates attack surface trusted by 6,000+ enterprises
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Zscaler for workloads: Posture control

Workload exposure scanning

Identify attack Remediate Secure
surface vulnerabilities Data

Cloud configuration scanning

laC Posture Entitlements
security management management

Posture control Workload communications

H Build secure _ Dev Ops Run secure H

O

Efficiency via native guardrails Enforce immutability by Agentless deployment for 100% Zero Trust architecture Zero Trust exchange platform
in dev & DevOps tools eliminating configuration drift workload coverage eliminates attack surface trusted by 6,000+ enterprises
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Cloud innovation models have introduced new security challenges

Dynamic, automated Too many alerts, too late — Difficult to prioritize true
environments Slows resolution cloud risk
Rapidly expanding cloud workloads @ ).
o ()., e =) Data loss prevention @ =
. >l o >l Q =
| APP = :| APP o —1
= = Exposed to internet Sensitive data access

Container/serverless @

Hundreds (400+) of cloud services used security \ /
5 R A Q Vulnerabilities and @

exposure
Linux VM on Amazon EC2
Multiple cloud platforms to manage @ CVE-2022-12345
CIEM CVSS: 9.2

Q Q Q What is the level of risk?
CSPM e {

Many dev, DevOps, security stakeholders O

O ev s Asset inventory/CMDB A
(’{3 % @ y IAM role assigned
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Correlating and prioritizing cloud threats and risks with CNAPP

CNAPP in action: Critical CVE
reported in open-source library

10,000 cloud assets

4,857 with unpatched
0SS library

1,235 accessible
externally

351 with admin
permissions

Start here
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Prioritized risks and incidents

Security Event & Attack Vector Alerts

e 64 & 25 a 12 O 200 i o 3

Suspicious Activity Account Takeover Ransomware Crypto mining Reconnaissance & Evasion Multi-layer Attack Paths

Suspicious Activity Trend

Security Exposure Alerts

A -
@& 292 P 25 5 200
External Exposure Permission Misconfig. Privilege Escalation

External Exposure Trend

2n 3n an 5N 61 n 8n

Top Five Policies

A 29 Large number of API Delete Requests

A 16 Direct database communication from external UP
A Inbound traffic from known malicious IP

A 15 Service deployed in previously unused region

A3 User access from unusual location

lem 12 G o i\ 5 ‘

Dormant Accounts Authentication Misconfig. Stale Data& Assets Serv

Top Five Policies

A 158 Public access to bucket

A 49 Instance with powerful access permissions is exposed to public
A 32 Internet facing VM with privilege escalation risk using VM login
A 29 Instance with exposed management ports

A 24  Internet-facing lambda function with admin privileges
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Investigating multi-part risks and incidents quickly and easily

[ Inbound traffic from known malicious IP
Alert ID: A-1-1002 Risk Level: @ Critical
Properties Graph View Timeline Remediation
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\Threat Correlation : j John Smith \Vulnerablllty Scanning /
Malicious IP
\__CEM
4:00 4:01 4:02 4:03 4:04 4:06
External port-scanning
System 4 ® ® detected Connections from
John Smith .
e ] Security Group policy Scanner identified 4:04:39  19/1/22 malicious IP detected
i i : iolati : iah ri ili 4:06:00 19/1/22
248.233.135.22 John Smith modified security violation triggered high risk vulnerability ®
24823313522 9TOUP Ingress rules 4:01:46 19/1/22 4:03:28 19/1/22 PY
4:00:01 19/1/22
® Network Configuuuw:  w iveimun muurny  w couseni@nt Access @ Vulnerabilities @ Associated Resources
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Shift left to identify exposures before deployment

Dashboard & Export

o e o e e e Native tool integration and experience
— - = fosters dev/DevOps collaboration with

Infrastructure as Code ¥ ¥ice Fiters

miomize View =
) (S ¢ Security teams
Total Policy Violations - Top Policy Violations - Palicy Viclations via Cloud Type - O I D E S

AIVS - me-souts- 1

s e o Version control systems

- Germamy Weat Central
e CI/CD tools

a x w O
'3 AWYS - me-south-)
- us-ceetry)

AVS - ys-gov-mes-1 3 = -

e Scanning flexibility for diverse

- eyrcpe-cartryl

s o ~ UK South
GiLd 3ELab Actor S0

— . | m: Al S enterprises

Top Github Repositories o 1 o e e i = TopDeveloper Posicy Vickstions : o Terraform
S e ST o AWS CloudFormation
s - o Azure Resource Manager (ARM)
{ o Kubernetes YAML/Helm charts
| “;Z:, '" o Docker files
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Continuously validate compliance

: S Export
Policy (& Export
Your Policies Compliance Policies
Center for Internet Security AWS EKS - Kubernetes Benchmark v1.6.1 Last Scanned On : Mon Oct 25 2021 06-10:50 (POT) [ ) M I I R E A I I &‘ K m ap p I n g
Policy Compliance Posture ©® Policy Compliance Trend Last 30 Days ~

e Security frameworks
L o CIS
o CSACCM

e Industry regulations

e o PCIDSS, NIST CSF, HIPAA, I1SO
S - 27001, SOC 2, NIST 800-53
— e — e Regional regulations
| o GDPR

Control No. . Policy Name Category Policy Status .~ Policy impact ©  Passed Asset Actions

1 s —— o o e w s 0o @ CuUstomer-defined custom policy
a2 faien vt e Ribolet confgrelin e ceeerbp R s oz, (ogoho  ODemsd @ Heh " 408 © rules and framework mapp|ng

413 Ensure that the client certificate authorities file ownership is Networking O Falled * Medium o/  ® &0 ©
414 Maintain current contact details Natworking O Failed * Medium 0/2 £ 0 2 @
415 Ensure that the kubelet conf file permissions are set 10 644 r Monitoring © Passed ® High 4/4 s © 6 ©
45 Ensure that the kubelet service file ownership is set to root:r. Storage O Failed * Low 178 S D & ©
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Zscaler for workloads — Workload communications

Workload exposure scanning Workload-to- Workload-to-

Identify attack Remediate Secure Internet runtime workload ZTA

surface vulnerabilities data protection

Cloud configuration scanning FUSHENL Comipli@imise Identify attack surface

laC Posture Entitlements Prevent data loss Prevent lateral
security management management movement

Posture control Workload communications

H Build secure — Dev Ops Run secure H

(3
Efficiency via native guardrails Enforce immutability by Agentless deployment for 100% Zero Trust architecture Zero Trust exchange platform
in dev & DevOps tools eliminating configuration drift workload coverage eliminates attack surface trusted by 6,000+ enterprises
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Extending a legacy network and security to the public cloud

Extend the corporate WAN to the cloud
A mesh of site-to-site VPNs (routable network)

«3Prod. VNET| |4-> Dev. VNET

ln‘l# I.:I“

Internet

SaaS Workload communications to other AWS

Regions, data centers, public clouds
Cloud C

£ Prod. VNET | |1 Dev. VNET
anf ] || =0l 0]

¢»VNET »VNET Hvec Llvec Region 2
Cloud A e (=) G Pz
bkl ST & SRR
@ {;,ewa”s Routers {F\rewal\s R;:rs
Prod. VPC Dev. VPC Prod. VPC Dev.VPC :
P tion VP North-South VPC
| anland Eli'--'.' F-l':-'.‘ =og=of roduction VPG e e pevelopment VPC Workload-to-workload
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Firewalls Routers
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: Transit Gateway
1
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i I FW Management and East-West VPC Internet VPC |

1
1
1
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1
1

Firewalls Routers

4

&
HH

R communication

Orchestration VPC Workload-to-internet

A FW VM bloat (+ squid proxies for cyberthreat and data protection)

User (VPN) User (VPN)

A Routing complexity (IP overlap/conflict)
Increased risk of lateral threat movement

A single infected workload can infect everything on the network A Unmanageably complex and expensive
Replicating DMZs across clouds, Regions, and Availability Zones
Broadened internet attack surface High cost of connecting everything with a mesh network

Every internet-facing firewall can be discovered and exploited
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With Zero Trust cloud connectivity, you don’t extend your WAN

Secure workload-to-workload communications
over any network (non-routable network)

Internet To other AWS Regions, data centers,
SaaS To the internet public clouds
Cloud B Cloud C | |
apent || wapem R Cfi;_v,NqET Secures workload-to-internet traffic Secures north-south
Sy — Cyberthreat and data protection Workload-to-workload communications

(Al A (AL

Prod. VPC Dev. VPC
e
Security VPC ZERO TRUST
[~ A EXCHANGE

ZERO TRUST
EXCHANGE

I

1

I .

: Production VPC Security VPC B oevelopment vPC Secures east-west

i ~ ~ =) % — "y - o Workload-to-workload

: I.. I.. l'. App Connector (Receive) --. --l .-l communications
_— _D \ Cloud Connector (Send)

I

I

430

= =lm
C DC

230

Eliminates the risk of lateral threat movement Eliminates VM bloat (FWs, squid proxies, routing)

Native workload-to-workload segmentation over any network

Eliminates the internet attack surface

o : : Reduces operational complexity and cost
Applications are not discoverable on the internet

J Eliminates routing complexity (no IP overlap issues)
J Eliminates the need for virtual DMZs and a mesh of site-to-site VPNS
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Securing workload connectivity with Zero Trust: Three use cases

0 Workload-to-internet

Internet
SaaS

!

ZERO TRUST

EXCHANGE

T
@
i

Data center

Attack surface elimination

* No inbound connections to : c
applications

* Non-routable network between : .
cloud and data center .
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Data and cyberthreat protection

Workload-to-workload
within VPCs/data centers

Workload-to-workload
across clouds

Data center

Cloud A ﬁ Cloud B
LA < o

ZERO TRUST

EXCHANGE

Data center

Cloud A Cloud B

No lateral threat movement Reduced costs and complexity

+ Eliminate virtual firewalls, VPN transit
gateways, peering configurations

» Eliminate management appliances and
reduce VM bloat

+ |dentity-based segmentation at
individual process level

+ Removes unnecessary paths,
protects what's needed

Stop sophisticated threats such as
ransomware, phishing, zero days
SSL inspection at scale
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Zscaler for workloads: Build and run secure cloud applications

Workload exposure scanning Workload-to- Workload-to-

Identify attack Remediate Secure Internet runtime workload ZTA

surface vulnerabilities data protection

Cloud configuration scanning Prevent compromise Identify attack surface

laC Posture Entitlements Prevent data loss Prevent lateral
security management management movement

Posture control Workload communications

H Build secure — Dev Ops Run secure H

(3
Efficiency via native guardrails Enforce immutability by Agentless deployment for 100% Zero Trust architecture Zero Trust exchange platform
in dev & DevOps tools eliminating configuration drift workload coverage eliminates attack surface trusted by 6,000+ enterprises
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Thank you!

[waeres] Please complete the session
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survey in the mobile app
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