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directly with business impact
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Customers want to innovate and
deliver value to their customers
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“Everything fails,
all the time.”

Dr. Werner Vogels
VP and CTO at Amazon.com
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Observability matters because
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Visibility Real-time Customer
troubleshooting experience

Applications = $$
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Success with AWS container services
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When market leaders collaborate,
challenges are overcome

. part of Cisco
.
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Cloud-native
observability
challenges

Most offerings were designed years
ago with a single purpose in mind
and then new use cases bolted on

Disconnected silos of
data and tab jumping

Incomplete
visibility

Biased point of view
based on legacy
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\) APPDYNAMICS CLOUD
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Purpose-built for observing
cloud-native architectures at scale

Correlated full-stack visibility
across all domains and data types

Open standards-based
extensible platform

AlOps driven insights
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Cisco full-stack observability
architecture foundation

BUSINESS CONTEXT Business impact Business risk Business experience Business operations

SERVICES Application Network and Application security User digital experience Applications Multi-cloud
performance monitoring internet monitoring monitoring and action monitoring (DEM) resources optimization infrastructure and cost

PLATEORM X —MELT | Advanced traces | Advanced correlation and insights (real time and predictive) |
OpenTelemetry | Network telemetry | Security telemetry | Cloud advanced telemetry

SERVICES Amazon EC2 Amazon EBS Amazon RDS Amazon Aurora Amazon ELB Application Load Classic Load Network Load
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Balancer Balancer Balancer

MELT
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Amazon ECS/ AWS Lambda Amazon EFS Amazon AP| Gateway Amazon VPC
AWS Fargate

dws

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
N7



FSO platform

Single platform for Cisco and
third-party FSO applications

Multi-product integration platform
Ingestion and storage for compute, networking,
security, public, and hybrid clouds

Cross-MELT troubleshooting
Anomaly detection and root-cause analysis services
across metrics, events, logs, and traces

Multiple sources — Single entity
MELT from multiple collectors are combined for a
single entity view for multi-dimensional visibility
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X - MELT | Advanced traces | Advanced correlation and

insights (real time and predictive) |
OpenTelemetry | Network telemetry |
Security telemetry | Cloud advanced telemetry




Extensible solutions

Built for today,
ready for tomorrow

Empower solutions developers
Giving first-, second-, and third-party developers
the tools to build new integrations

Extend FSO services
Create your own custom data models,
custom APIs, and custom Uls

Create value-added solutions

Extend AppDynamics Cloud with enrichments,
dashboards, custom experiences, and even
full applications
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X - MELT | Advanced traces | Advanced correlation and

insights (real time and predictive) |
OpenTelemetry | Network telemetry |
Security telemetry | Cloud advanced telemetry




Business-focused
observability

\) APPDYNAMICS CLOUD

Simplifying
cloud-native
complexity!
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Business-focused
observability

A holistic view
across your modern
application stack

3

Cross-MELT Al-assisted
troubleshooting root cause

Correlate data types to Faster MTTR and
accelerate root-cause MTTD with AIOPs
analysis and
remediation




Business-focused
observability

\) APPDYNAMICS CLOUD

Simplifying
cloud-native
complexity!
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Business-focused
observability

A holistic view
across your modern

application stack
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Observe through
the lens of
business metrics

Observe business goals and prioritize
technical investments

Business impact

Enable DevOps/SRE teams to solve critical
issues to drive business growth

Troubleshoot with Biz context

Empower users to proactively
troubleshoot changes to business metrics
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Mobile apps >

Browser Apps >

Services >

Business Transactions >

®

OfferService /applyCoupons 99.337 83.216 145.231
InventoryService /updatelnventory 99.337 83.216 145.231
InventoryDatabase UPDATE table CurrentStock 99.337 83.216 145231
> Business Metrics +
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Business Transaction
Insights

Business Transaction Monitoring

+

AppDynamics Cloud'’s
Continuous-Context Experience
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Business Transaction

Monitoring

Troubleshoot your most
business-critical issues

Correlate from Biz = Apps = Infrastructure
Auto-discover BTs

for easier definition and faster setup
Define new BTs

relevant to your business
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FELATIGNSHIES ~ [ Business Transaction: Checkout
Business Transactions » 1
- @
@ [~ InventoryService
Checkout START fupdateinventory
@ - o
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L
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Service Instances > 30

Endpoint Performance in BT Context
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InventoryDatabase
ATE table CurrentStock

Service Endpoints ART (ms) Calls/min Errors/min
° 5 Services 99.337 83.216 145.2:
sy 2 StoreFrontService J/Checkout 99.337 83.216 145.2:
OrderService JulfillOrder 99.337 83.216 145.2:
OfferService JapplyCoupons 99.337 83.216 145.2:
e » InventoryService Jupdatelnventory 99.337 83.216 145.2;
InventoryDatabase UPDATE table CurrentStock 99.337 83.216 145.2:
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Continuous Context
Experience

A holistic view across your modern
application stack

Cohesive performance analysis

Gain a consolidated understanding of
performance across services

Contextual relationships

|dentify key relationships and
dependencies between datasets

Grouped entities

Help operations focus on the most
critical services and assets
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Pages > 3
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PredictiveAnalytic:

Appdynamics Age
Java 2020 11, Max

Hostname
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TAGS
Region u5west-1
Servicw: MI_Analye
Host: 120.234.24.2
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Troubleshoot service

discrepancies

Deep-dive into service issues

Gain a consolidated understanding of
performance across services

Correlate service to underlying infrastructure issues

dws
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Help operations follow the red to RCA quickly

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

uuuuuuuuuuuu

Clusters
(2]
Namespaces >
]
Pods >

Policy

= ) Business Transaction: Generate Policy
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Troubleshoot K8s i
across publicand |

hybrid clouds . j|.IIIII|IIl|I||I|I|

Extend your observability to
hybrid-cloud applications

KUBERNETES EVENTS

Workloads > 422 ® Severe @ Waming @ Info

POD STATUS

Unify observability across clusters o III.II.III...II. II

Both on premises and in the cloud

@ Running @ Pending @ Rest:

Self-managed K8s support — iy

HOST MEMORY UTILIZATION %

Extends to most common enterprise
container platforms

Easy to deploy on large clusters

With OOTB health rules for fast start

Amazon EKS OpenShift
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Correlated visibility
into AWS services

Troubleshoot public cloud infra and
correlate to APM

Expanding services coverage
For greater breadth
Cloud service log collection

For agentless access to Amazon S3 buckets
and Amazon CloudWatch log groups

Correlated metric and log analysis

To uncover root cause

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Business-focused
observability

\) APPDYNAMICS CLOUD

Simplifying
cloud-native
complexity!
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Cross-MELT
troubleshooting

Correlate data types to
accelerate root-cause
analysis and
remediation




Correlate infra and
service events for
faster MTTD

APM & infrastructure correlation

With Kubernetes native entities in context
Advanced alerting

With cloud-native health rule platform
Easy onboarding

With Helm charts and unified Infra Agent
Filtering

Using Kubernetes concepts like
namespace, deployments and labels

Example: View the impact of your Amazon EKS/AKS/OpenShift
clusters on your applications and services

RELATIONSHMRS “  DaemonSet: recservice-recentpurchase-api
Service » 1
> HEALTH VIOLATIONS (0)
®
recommender_purchase_history 6:00 AM 9:00 AM 12:00 PM 3:00 PM (
Clusters > 1 KUBERNETES EVENTS
200
o 150
useastl-recservices
100
Namespaces » 1 50
L L T T
. 6:00 AM 9:00 AM 12:00 PM 3:00 PM (
dev-useastl-recservices
@ Critical @ Waming @ Info
Workloads > 1 > View Event Details
POD STATUS
recservice-recentpurchase-api
100
7
Pods > 8 &
50
o .
o
) 600 AM 9:00 AM 12:00 PM 3:00 PM
Containers » 52
® Succeeded  ® Running @ Pending ® Failed @ Unknown
° MEMORY USAGE V'S LIMIT (%)
100

Macte s




Pinpoints issues
through logs

Search logs for root-cause analysis

Inline events and logs

Surface key insights for troubleshooting

Metadata capture and filtering

Extracts key summary for easy analysis

Discover patterns

In log behavior through temporal analytics
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Observe > B

Logs

> Policy > Logs

‘Show critical fogs only

+ Add filter

v LOG TREND

200

100

Dl,.I..I.ll..l.l.,l.l.l.l..ll.l.,.l-ll.ll..lll'l.

11:33:20 PM 11:33:50 PM 11:34:00 PM 11:34:30 PN
| [1:32pM 1133PM b |n.:um [1:3sePm
11:3320.699 11:34:53.452
@ AllLogs

Severity Timestamp Raw

Critical April 06 2021 23:12:46:010 tenant2 Dalvik/1.6.0 Compatible (TVM xx; YunOS 3.0; Linux; U; Android 4.4.4 Compatible; AF101_HCB Build/KTU84P)
mobile.acme.com/mobile/data2 202.0
{"request”: "POST mobile.acme.com/mobile/data2”, "host": "634.222.333.796", ‘response”: 202, “@timestamp”: "2021
"bytesend”: 636, "agent™: "Dalvik/1.6.0 Compatible (TVM xx; YunOS 3.0; Linux; U; Android 4.4.4 Compatible; AF101_H(

Critical Apr 06 2021 23:12:46.014 tenant2 Dalvik/1.6.0 Compatible (TVM xx; YunOS 3.0; Linux; U; Android 4.4.4 Compatible; AF101_HCB Build/KTU84P,
mobile.acme.com/mobile/data2 202.0
{‘request”: "POST mobile.acme.com/mobile/data2’, "host": "634.222.333.796", “response”. 202, "@timestamp”: "2021
"bytesend": 636, "agent”: "Dalvik/1.6.0 Compatible (TVM xx; YunOS 3.0; Linux; U; Android 4.4.4 Compatible; AF107_H(

Critical Apr 06 2021 23:12:46.018 tenant1 Dalvik/2.1.0 (Linux; U; Android 5.0.2; Redmi Note 2 MIUI/V7.0.8.0.LHMCNCI)636.0 697.222.333.259PUT mol
{"request”: "PUT mobile.acme3.com/mobile/data’, "host": "697.222.333.259", "response”: 202, "@timestamp": "2021(
"bytesend": 636, "agent”: "Dalvik/2.1.0 (Linux; U; Android 5.0.2; Redmi Note 2 MIUI/V7.0.8.0.LHMCNCI)"}

Critical April 06 2021 23:12:46:019

tenant FireFox 636.0 21.222.333.722PUT mobile.acme3.com/mobile/data 202.0
{request”: "PUT mobile a 20 bile/data”. "host™. " " ‘response’:




Business-focused
observability

\) APPDYNAMICS CLOUD

Simplifying S
cloud-native |
complexity! oot case

Faster MTTR and
MTTD with AIOPs
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®
Generate Policy .o e
c ro SS- M E L I A D 1Bl RiskAnalysis 181 userProfile
- ~ 181 Generate Policy ] Fullh;m?enl Service
troubleshooting - s
@
° IBI Cust...Service_Enroliment
Leverage Al to reduce mean time to P
resolution (MTTR) — R
Detect cross-domain anomalies e S e
Alert across K8s, services, and cloud metrics — .
. (2] -
Anomaly detection for BTs
Identify issues aligned to business objects s
Correlate alerts ,°0
Reduce alert noise for related issues using P i

topology and time

Cross-domain RCA e

Extend root cause from service layer to
infrastructure layer



Ok, less talking |
and more demo walking
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Demo App

¥ :
Coffee My : i‘ - ] . . Dat
h‘x Crash Course in Python Become a Guru in JavaScript “ Exploring Vue.js n Advanced Techniques in Big Data

Website that allows customers to
purchase ebooks online

i

- = o
> = i
! Crash Course in Big Data pe. JavaScript Cookbook Beginners Guide to SQL LI |

Advanced Techniques in J

e % ¢
v & T l
Introduction to Spring Boot &‘Li Become a Guru in React.js “ Beginners Guide to Data Science L’"J, Advanced Techniques in Java
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App Design

Microservice application consisting of
several stateless services

Deployed in EKS, leveraging various AWS
services (LBs, EC2, VPC, etc.)

I'I'llll' © d/ ffil Il righ d fid |
2022 Cisco and/or ifgfaffiliates. All rights reserved. Cisco Confidentia
cisco

Internet

Logistics
Service

eCommerce =< RabbitMQ
Service

Inventory
Service

N
K§ AmazonEKS

Fulfillment
Service

Inventory
Admin
Service




Troubleshooting
Use Case

Deployment issue with the blue (v2)
version of the ecommerce service

Root cause is pods crashing due to
incorrect memory limits in blue version

Ill'.lll' © d/ ffil Il righ d fid |
2022 Cisco and/or ifgfaffiliates. All rights reserved. Cisco Confidentia
cisco

Internet

Limit: where CP/
throttling beging

Kegues‘f: amount

guaranteed by k8¢

500m

eCommerce
Service

Limit: level where

processes are killed

@eguerf: amount

guaranteed by k&<




Business Transactions

: Insights
Ap p Dyn a m | CS C I O u d Troubleshoot your most business-critical issues
TFO U b I eS h OOtl n g Auto-discover BTs for easier definition and faster setup
Tools

Continuous-context Experience

Cross-Domain RCA

Extend root cause from service layer to infrastructure layer




MHEALTH RULES & ALERTS

Health Rules
Anomaly Detection
HTTP Request Actions

DATA SOURCES

Cloud Connections

LOG CONFIG

Log Parser

Full-Stack Overview Kubernetes by Reglon Kubemetes by Namespace Service Topology
View entities grouped by K8a View pods grouped by K8s Visualize service to service
region namespace Interactions

Y Add Fifters

Application Performance Monitoring
Services 11 Service Instances 3 Business Transactions af

(] O [ - L =)

ke
Kubemetes
Clusters 1 Namespaces 13 Workloads 65 Pods
© Q0 o - L)

Infrastructure
Hosts 152 Load Balancers 35 Storage 2l

Service Monitoring by Na...
View where services
originate

s52 Ingresses

Group by cluster

Group by aws region

Group by service
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@ service

& Cluster

15

15

Metrics

AVERAGE RESPONSE TIME (MS)

125K

10K

7.5

2.5K

06:30

1.185K

07:30

0.00

10:00

10:30

BERVICE ENDPOINT

/ecommerce/confirmOrder

HEALTH AND ALERTING

Avg Response Time (ms)
2617k ms

| |

Calts/min

0.28 calls/min
94 calls

e AN 1

Errors/min

0 errors/min
0 errors




Final thoughts
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\) APPDYNAMICS CLOUD

Cloud-Native Observability built from the ground up

AppDynamics Cloud enables modern teams to eliminate siloes and navigate complex cloud-native
relationships with a correlated view of all telemetry across their entire technology landscape

Cloud-Native
Visibility
Full-Stack Observability Platform
foundation to see your entire cloud-

native landscape and understand
all relationships

()

Cloud-Native
Insights

Business Transaction Insights

cuts through the complexity of cloud-
native operations and observe your app
the way an end-user experiences it

)

aws
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Cloud-Native
Exploration

Continuous-Context Experience

quickly view and continuously analyze
all the cloud-native observability
dimensions to optimize for the business




APPDYNAMICS
CLOUD

Get started for
AWS today!
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Observe > QuotingBind
RELATIONSHIPS

Business Transactions »

BindQuote

Services »
QuotingBind

Service Instances >

Clusters >

Namespaces »

Pods >

@ Service: QuotingBind

1Bl Fullfiliment Service

L]
1Bl WebFrontEnd

1Bl QuotingBind

o —®
IBl PolicyService |E| Customerinformation
Service_Enrollment
30
2 HEALTH VIOLATIONS (3)
| | 1
600 AM 9:00 AM 1200 PM 3:00PM 6:00PM
LOGS
30
15
o 1 | 1 I
6:00 AM 9:00 AM 12:00 PM 3.00PM 6:00PM
2
@ Criical Logs @ Erorlogs @ Other Logs.
AVERAGE RESPONSE TIME (MS)
100
30 . A —— ————
~/ et
0= T T T T
6:00 AM 9.00 AM 12:00 PM 3:00 PM 6:00 PM

@ Lastizhours 7 ©) |

ALERTING
-/ Anomaly Detection

©) Health Rules

-+ Add new Health Rule

PROPERTIES ~

Deseription
Average response rate above

Status
OPEN

Duration
23h 12min
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Thank you!

Sunder Parameswaran Nirmal Mehta
[waeres] Please complete the session
J]i)@ survey in the mobile app
aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

N7



