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Protecting Kubernetes applications on AWS

The shared services platform

Kasten K10 by Veeam
Ag e n d a Cohesive integration w»i::h AWS services

Customer deployment examples
Kubernetes application backup, DR, and mobility



Separation of Concerns in Software Delivery

Infrastructure teams build tools that
provision, manage, and secure
cloud computing infrastructure
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Application teams are free to focus on

building applications that deliver business
value to customers
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Kasten by Veeam
Mission

Kasten’s Mission is tackling Day 2
data management challenges to help enterprises
confidently run applications on Kubernetes.

Backup Disaster Application
and Restore Recovery Mobility
—
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Enhanced Amazon EKS Data Protection

Key Customer Asks

Amazon EKS native
‘%’ Automation for workflows in Amazon

EKS native environments

({G}) Cross-Region Integrated Mobility

==I:> Avoid fragmentation and enable
<:| = deployment flexibility and DR

© 2022 Kasten by Veeam. All rights reserved. All trademarks are the property of their respective owners.
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Multi-Layered Consistency

Consistent data and application
resource capture for Amazon EKS
applications to Amazon EBS, Amazon
EFS, and Amazon S3 storage

DevOps Speed and Scale

Shift-left environments, secure
self-service, and IaC capability

IKASTEN
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Kasten K10 on AWS for Kubernetes Backup and DR .'.: .-
Cohesive Integration N

workloads | & IKASTEN aAWS Integration with AWS services

K10 Database integration
Datamanagement ﬁl — 7 (e-g-, Amazon RDS)

latform . Lot . R .
: KIO oo native BYO Kubernetes distribution

Manage Build cloud- Drive insights Develop
workloads native apps from data productively

@ Full application capture

Platform Application Data Developer i
Services Amazon EKS Cross-Region, -cluster, -account
G,

&/ aws Billing: Pay-as-you-go, term
& marketplace Portable BYO license

Storage
Infrastructure
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Kasten and Amazon EKS Customer Scenario
The Value of Amazon EKS Integrated Data Management

Cross-Cluster Backup and DR
Customer Requirements

Deploy Amazon EKS clusters in France Region (EU-West-3) and
Italy Region (EU-South-1) using IaC methodologies "3 “«—>

Enable cross-cluster backup and DR across Regions for stateful 8
applications MongoDB, PostgreSQL, MySQL, and Amazon RDS {} o]

Applications to be deployed on mix of Amazon EBS and Amazon

EFS backed storage

Enable ransomware protection

’ mongo

Key Challenges PostgreSQL
Legacy data management solutions not a fit for cloud-native K__A
applications on Amazon EKS =D m
¥ N

Data management solutions must support application consistency
as well as Amazon EBS, Amazon EFS, and Amazon S3
w/immutability APIs

Amazon RDS MySolL.
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Kasten and Amazon EKS Customer Example

Kasten K10 Assists with Production Amazon EKS

The Kasten K10 Solution

Kasten K10 can be deploy with AWS Well-Architected
Amazon EKS clusters as IaC with Amazon EKS Blueprints

Deep Kubernetes integration with Amazon EKS and
application-centric approach enables easy cross-Region
backup and DR

Native application support with Kasten K10 Application
Blueprints support MongoDB, PostgreSQL, mySQL, Amazon
RDS, and more

Kasten K10 natively support application snapshots and
backup for Amazon EBS and Amazon EFS storage tiers

Kasten K10 first K8s solution to support Object Lock API on
Amazon S3 storage for ransomware protection

© 2022 Kasten by Veeam. All rights reserved. All trademarks are the property of their respective owners.

Cross-Cluster Backup and DR

<+—>
J
’ mongo
PostgreSQL
S
¥ N m
Amazon RDS MySolL.
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Kasten K10 in the AWS Marketplace

s aws marketplace ———
About Categories Delivery Methods « Your Sawved List ) ° )

Kasten K10 By Veeam (Hybrid deployments - Term)

By: Kasten by Veeam &'  Latest Version: 4.5.15

IKASTeN

by Veeam

Backup/Restore, Disaster Recovery, and Mobility of Kubernetes applications across hybrid

deployments.

Linux/Unix

Overview Pricing Usage Support

Product Overview

Purpose-built for Kubernetes, Kasten K10 by Veeam provides enterprise

operations teams an easy-to-use, scalable, and secure system for backup/restore, QLIiCkLEILJFICh - new
disaster recovery, and mobility of Kubernetes applications across hybrid
deployments that span AWS cloud and on-premises. This product supports QuickLaunch, wh
launch and explore container-based apy
QuickLaunch uses AWS CloudFormation

Amazon EKS cluster and Helm charts toj

LICENSING:

The version of Kasten K10 you are about to install will allow you to run the full- application on it. Learn more. (&

featured product on Kubemnetes clusters in the AWS cloud as well as on

IKASTEN
by veeam
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Building out the demo Amazon EKS and Red Hat BRI

OpenShift on AWS (ROSA) LT
clusters pre-deployed with
Kasten K10

Application transformation Para
PostgreSQL » -
3s =
KAST N - Amazon EKS
K]o OPENK/

Application
consistency

Amazon S3 and
S3 Object Lock

PostgreSQL
@ Deploy Kasten K10
K10
Amazon EKS K10 Global © Global Profi
Resources
— K10 Multi-Cluster Creaero icies and prof iles ° Global Pol
T | and distribute to multi iple o Distributions
0o Dashboard
© Clusters Data Usage
© toies R e g o Object
@ Applications 400.1GB 400.0 GB 130.4 MB
° Non-Compliant
Applications Recent €D  acions  Failed Actions
Activity mm 4 4

17/

Add new Kasten K10 cluster
to multi-cluster dashboard

© 2022 Kasten by Veeam. All rights reserved. All trademarks are the property of their respective owners.



Kasten K10 deployment

LA 2GB 18 KB

Activity

[ _ IKASTEN

Action Durations @ [ ]
App“caﬁuns o : duration five artifacts
elauit e .. ol o etoring Aonlication Comonains .
comiiysl | el S :
’ s store store-dackup




Kasten K10 Architecture .-I:I:I:I
High-Level Overview T
[ j @ o Orchestrator APIs -

Uses Kubernetes API to discover applications
and underlying components and perform

_____________________________________________________________________________________________________________________________

TP ‘ JT T _ = lifecycle operations.
. Application ' Application
..... slueprint | Dueptnt — © 1nfrastructure APIs
© © IKASTEN No proprietary storage layer. Integration with

SR e - KIO infrastructure specific APIs for the following:

érlfit;‘_taxgé é‘gtftazgp Cloud :iii: Cloud Block storage provider - Snapshot
...................... C...iii Native App i Native App functionality, snapshot and block copy
R L L T T T T P T T PP TP L PP PP TP PP PP TP PRTPEPS M RI RS ol Object/file provider - S3-compatible object
: Container Orchestration Platform store or other file storage like NFS for artifacts
..................................................................................................................................................................................................................... o | ------- ': 9 Appllcatlon Framework
Virtual or Physical Infrastructure [ 9 D), Optional agentless application-centric hooks can
R be invoked by easy-to-use blueprints

IKASTeEN
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K10 Helm
Install with Role



Kasten K10 Multi-Cluster

0 268 18 KB

Activity

[ _ IKASTEN

Action Durations @ [ ]
App“catiuns Avi e o tailed ons skipped actions avg durat on
Application Detuy e mz‘ o 0 i 0 33 sec
» Rata » =
Workiaag, File
defauk Yexakpathstorage £8 —e ey Restoring Application Components o
comiiysl | el e

i store store-dackup




Centralized Amazon EKS Data Management
In the Public Cloud or at the Edge

@ AmazonEKS ({4 AmazonEKsAnywhere
OO

K10 Global o Global Profiles
Resourf:es ) o Global Policies
:]'" K10 Multi-Cluster  Coooeemonie
oo Dashboard
© Clusters Data Usage
o Policies Total Across Clusters Snapshot Object
400.1GB 400.0GB 130.4MB

0 Applications

o Non-Compliant
Applications

Actions Failed Actions

4 4

Recent
Activity

© 2022 Kasten by Veeam. All rights reserved. All trademarks are the property of their respective owners.

Simple operations for multi-
cluster protection

Global policies across
distributed environments

AWS IAM Integrated

IKASTeEN
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K10 Multi-Cluster
Setup Primary



Kasten K10 Application Consistency

KASTeN




Kasten K10 Consistency Spectrum
for Data Services — Including Amazon RDS

(=
:::::‘||||::::||||||liE:::1||h%%%%%%1||||liiE::I||E%%%%%%!||||liii::‘|||||||||||||ll"}

Crash Consistent “app” Consistent

- Freeze data service
- Storage snapshot
- Unfreeze data service

- Storage snapshots
- EBS and EFS

PL Mys& ‘mongoDB '...,‘ elastic

© 2022 Kasten by Veeam. All rights reserved. All trademarks are the property of their respective owners.

Amazon
RDS

db Consistent System Consistent

+ Full app capture

- Combination of tools across
data and storage layers

Logical dumps via
data service-specific
tool (e.g., pg_dump)

_—
-

FoundationDB

: =
&P redis co

uchbase

cassandra
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Not all Data Is In the
Kubernetes cluster



Restoring your Application
which includes AWS RDS
Postgres



Kasten K10 with Amazon S3 with
Object Lock

KASTeN




Kubernetes Is Not Immune To Ransomware Ry

TED { ° ° °

Kubernetes: An Examination of a
@“Et Windows 115G BestWPNs  Cloud  Security Al  ZDNetRecommends  Mewsletters  Blogs Major Attacks J

15 Jun 2021 8:00am, by Manoj Ahuje
|Gy musT READ: The',

e ———— e ——— J— - e

Hackers target Kubernetes to steal data and (
processing power. Now the NSA has tips to
protect yourself

Top causes of compromises include supply chain risks, malicious attacks, and insider threats.

RELATED
@« inE f ¥ A —
SECURITY _ —
% Written by Liam Tung, Contributor ]
ondugusi 2021 | Topie Secuy Newly detected malware targets Kubernetes clusters for

- _— — E— - —

cryptocurrency mining

0 EY DUNCAN RILEY i
I'I

A newly detected form of malware has been detected in the wild, targeting Kubernetes clusters for '

cryplocurrency mining. . e
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Kubernetes Ransomware Protection
Kasten K10 with Amazon S3 with Object Lock

Kubernetes Cluster
-------------- Application  —-----------.

KASTEN

Cluster l< IO
@99@ =N ] e
Ingress ~ Service  Secret  Registry
Application
Metadata

Application
Metadata

Service Persistent
Pod ConflgMap Account VolumeClaim Persistent
Volume Data

--------------------------------------------- App
"""""""" Persistent Volumes - -———————— - A X-form ——
Persistent i
_ E=== = == e Engine
. . ] 3 |

_____________________________________________

100% Immutable Data Protection with AWS S3 Object Lock Integrations

KASTeN
by Veeam
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If you don't encrypt your
data... someone else will!



Kasten K10 Application Transformation

KASTeN




Application Transformation

------------------------

' o Application
' Workload : "

} I ordnacs | . Metadata
. L Config | [Secrets | [Ingress | [ . +  Logical DB
. Persistent Yolumes t L Dump

Cluster
Metadata

Snapshot
Extraction

Local Storage Array

Wolume Wolume Volume

© 2022 Kasten by Veeam. All rights reserved. All trademarks are the property of their respective owners.
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Amazon
S3
Bucket

|

------------------------

Application  « | Workloads |
Transformation . [_Config ]| [ Secrets | [ Ingress |
p— Persistent WVolumes

--------------------------

------

Amazon Elastic Block

S S
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K10 Application
Transformation



Try Kasten K10 for free!

kasten.io/try-kasten-k10






Thank you!

Michael Cade Deepika Dixit
W @MichaelCade1 W @DeepikaDixit
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