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Modern
Infrastructure

A No trusted perimeter
A No trusted access

A Unsecured data

SO +@

Modern
Infrastructure

with HashiCorp Zero Trust Security

Everything is authenticated
Every action is authorized

Data is always protected



Securing a Data
Center Used
to Seem Simple.

9 Trusted perimeter
@ Trusted access
@ Secured data

But what happens when your applications and infrastructure
extend to multiple data centers, the cloud, or all the above?



Securing Modern

Infrastructure
Can Be Hard.

A No trusted perimeter
A No trusted access

A Unsecured data



The Transition to Cloud and Multi-Cloud

Traditional Data Center Modern Data Center
“Static” “Dynamic”
Virtual Private Cloud Public Cloud

Systems of Record > Systems of Engagement



Security Events
by the Numbers

@
380%

increase over the last 2
years of data theft
events

&

82%

of security events involved
a human element

9/10

of web application
issues consisted of
stolen credentials

€

62%

of system intrusions
involved a supply chain
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Zero Trust |
Security 4 ‘ /

Trust Nothing. "
Authenticate and P ~
Authorize Everything. “
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Zero Trust
Security

A City of Doors




HashiCorp Multi-Cloud Security

M Identity-Driven Controls

X

(v C:

Authentication Machine Machine
and Authorization Access Access

Machine Machine-to- Human-to-

Human
Authentication and
Authorization




V Vault

l20’I5

To enable developers and companies to
securely store and tightly control access to
tokens, passwords, certificates, and encryption
keys for protecting machines and applications.

A 4



The Vault Approach

CLIENTS

AUTHENTICATION ; Al SECRETS

POLICIES

aws Y/ S O ’) aws * G E CUSTOM

okta LDAP CUSTOM+ TOTP



15.7M+ 0%

Vault open-source

downloads a year of the top 20 US

banks use Vault

600K+

Vault + Kubernetes

downloads a year Trillions

secrets served
each year



Vault

Provides the foundation for cloud security
that leverages trusted sources of identity to
keep secrets and application data secure in
the cloud operating model

@ Secrets management to centrally store and protect
secrets across clouds and applications

@ Data encryption to keep application data secure
across environments and workloads

@ Advanced data protection to secure workloads and data
across traditional systems, clouds, and infrastructure

2T+ 1M+ 475+

transactions monthly D/Ls enterprise
customers

Client

= & O

B  Token

v

Vault

o o =

Authentication System



Guiding Principle o
Identity Brokering =

o %

Authenticate and access different clouds, V

I

systems, and endpoints using trusted identites 2%

Leverage multiple identities across different
platforms with single policy enforcement

Integrate trusted identities in the same
application workflow to reduce operational
overhead



HCP Vault
Available on AWS



The HashiCorp Cloud Platform Vision

© ©

Push-button Fully managed One multi-cloud
deployment infrastructure workflow




HashiCorp Multi-Cloud Security

t

Machine
Authentication
and Authorization

M Identity-Driven Controls

G

Machine-to- Human-to-
Machine Machine
Access Access

Human
Authentication and
Authorization




Service Networking
Across Any Cloud

Automate network configurations,
discover services, and enable
secure connectivity across any
cloud or runtime.

— I

Logical Service

Jofofle
®

WEB
WEB_1

WEB_2
. . I.. _____
» ( :
DATABASE

Operations
Team

WEB_1
T A WEB_2

Service Registry

Proxies & Middleware



What is Consul
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Multi-Cloud
Service Mesh

Secure service-to-service
connection, authorization,
and encryption

-1

S

envoy

envoy
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Network
Infrastructure
Automation

Easily deploy, manage, and
optimize network infrastructure
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DYNAMIC UPDATES



Consul

Provides a foundation of cloud network automation " @ O ¢ B
using a shared registry for service-based networking

= Allows networking operations to decouple from WEB

IP addresses to support dynamic networking WEB._1
WEB_2
«  Provides automated services networking and A — 5, WO - A rABASE
security based on logical services S WEB_1
] . Team WEB_2
Services can be discovered, connected, and
c . c c Service Regist
secured with service name as identity srvice TegRT
= Captures telemetry data which can be observed
via Ul or exported to third-party tools vo
¢ 2 B
2T+ 50 K+ Proxies & Middleware

transactions used at scale
with 50K+ agents

X <

AN



Guiding Principle
Application-Based
Networking

Allow networking operations to decouple
from IP addresses

Automated networking and security based
on logical services

Services can be discovered, connected, and
secured with service name as identity

Enable secure networking to happen at the
application layer and align it with CI /CD

CONSUL
SERVER

S e

DB1

|

Se
DB2

& e

APP SERVER 1
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HCP Consul D
Available on AWS R STsS

hashi.co/cloud-platform



HashiCorp Multi-Cloud Security

t

Machine
Authentication
and Authorization

Machine-to-
Machine
Access

M Identity-Driven Controls

X

Human-to-

Machine
Access

Human
Authentication and
Authorization




Establishing user identity

A 7z =

TRADITIONAL PRIVATE DC/SSO CLOUD/SSO

okta
M\ LDAP




HashiCorp Multi-Cloud Security

M Identity-Driven Controls

X

(v C:

Authentication Machine Machine
and Authorization Access Access

Machine Machine-to- Human-to-

Human
Authentication and
Authorization




HCP Boundary D
Available on AWS =X

<5
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hashi.co/cloud-platform



Traditional workflow for access

USER

REQUESTED/ISSUED

=

Onboarding is difficult

=

CONNECT TO VPN/SSH
BASTION

User has network access

FIREWALL IMPOSES
IP-BASED CONTROLS

IPs are brittle

%o

CONNECTS TO
APPLICATION WITH
CREDENTIALS

Credentials exposed



Dynamic workflow for access

USER

RS

LOG IN WITH
TRUSTED IDENTITY

v/

Onboarding is easy

5

AUTH BASED ON
ROLES/SERVICES

v/

Configuration is stable

SELECT HOST
OR SERVICE

v/

Network remains private

C

CONNECT
AUTOMATICALLY

v/

Credentials not exposed



HashiCorp Boundary

Users

Simple and secure remote access

Access any system from anywhere
based on user identity. Au then e

Access any remote system, host, or services with
dynamic secrets and just-in-time credentials.

‘ () mongoDB SS

aws I

Authenticate with any trusted identity

provider and enable fine-grained
role-based authorization
aws

okta

Connect

Dynamically connect any service registry so that hosts
and service catalogs are up to date

G aws
L g



HCP Boundary access model

Boundary provides a secure way to access critical systems
without having to manage credentials or expose the network

Fully-managed HCP Boundary deployment HCP Boundary with self-managed workers

HCP Boundary

HCP Boundary
—>
+—>
CONTROL VAULT CONTROL
PLANE Secrets Management PLANE
‘_

USERS
USERS BOUNDARY
— {3

WORKER TARGET SYSTEM

.
»

WORKER TARGET SYSTEM



HashiCorp Multi-Cloud Security

M Identity-Driven Controls

X

(v C:

Authentication Machine Machine
and Authorization Access Access

Machine Machine-to- Human-to-

Human
Authentication and
Authorization




Zero Trust Infrastructure on AWS

« Vault — Machine Authentication: Leverage
AWS |dentity and Access Management (IAM)
Auth to service AWS native workflows and
generate credentials with AWS
secrets engine.

« Consul Machine to Machine Access:
Using Consul’s service registry, route access
to Amazon EC2-based applications.

« Boundary — Human Authentication:
Leverage AWS KMS to encrypt host catalogs,
establish sessions to Amazon EC2-based
hosts via dynamic host catalogs.

«  Full Integration with HCP: All ZTS services
interfaceable over HCP to AWS via HVN.

”
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Thank you!
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