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Modern 

Infrastructure
Modern 
Infrastructure

HashiCorp Zero Trust Security

No trusted perimeter

No trusted access

Unsecured data

Everything is authenticated

Every action is authorized

Data is always protected



Securing a Data 
Center Used 
to Seem Simple.

Trusted perimeter

Trusted access

Secured data

But what happens when your applications and infrastructure 

extend to multiple data centers, the cloud, or all the above?



Securing Modern 
Infrastructure
Can Be Hard.

No trusted perimeter

No trusted access

Unsecured data



The Transition to Cloud and Multi-Cloud

Public CloudPrivate Cloud

Modern Data Center

“Dynamic”

Traditional Data Center

“Static”

Virtual



Security Events 
by the Numbers

9/10
of web application 

issues consisted of 

stolen credentials

increase over the last 2 

years of data theft 

events

of system intrusions 

involved a supply chain

of security events involved 

a human element

380% 62%82%



Zero Trust 
Security

Trust Nothing. 

Authenticate and 

Authorize Everything.



Zero Trust 
Security

A City of Doors



HashiCorp Multi-Cloud Security 

Identity-Driven Controls

Machine 

Authentication

and Authorization

Machine-to-

Machine 

Access

Human-to-

Machine 

Access

Human 

Authentication and 

Authorization

SSO



2015



The Vault Approach



Trillions
secrets served 

each year

70%
of the top 20 US 

banks use Vault

600K+ 
Vault + Kubernetes 

downloads a year

15.7M+ 
Vault open-source 

downloads a year



Vault

2T+
transactions

1M+ 
monthly D/Ls

475+ 
enterprise

customers



Guiding Principle
Identity Brokering

▪

▪

▪



HCP Vault

Available on AWS

hashi.co/cloud-platform



The HashiCorp Cloud Platform Vision

One multi-cloud 

workflow

Fully managed 

infrastructure

Push-button

deployment



HashiCorp Multi-Cloud Security 

Identity-Driven Controls

Machine 

Authentication

and Authorization

Machine-to-

Machine 

Access

Human-to-

Machine 

Access

Human 

Authentication and 

Authorization



Service Networking 

Across Any Cloud



• What is Consul



Multi-Cloud

Service Mesh



Network 

Infrastructure 

Automation



▪

▪

▪

▪

Consul

2T+
transactions

50K+
used at scale 

with 50K+ agents



Guiding Principle
Application-Based 
Networking

▪

▪

▪

▪



HCP Consul

Available on AWS

hashi.co/cloud-platform



HashiCorp Multi-Cloud Security 

Identity-Driven Controls

Machine 

Authentication

and Authorization

Machine-to-

Machine 

Access

Human-to-

Machine 

Access

Human 

Authentication and 

Authorization



Establishing user identity

TRADITIONAL PRIVATE DC/SSO CLOUD/SSO



HashiCorp Multi-Cloud Security 

Identity-Driven Controls

Machine 

Authentication

and Authorization

Machine-to-

Machine 

Access

Human-to-

Machine 

Access

Human 

Authentication and 

Authorization

SSO



HCP Boundary

Available on AWS

hashi.co/cloud-platform



Traditional workflow for access

Onboarding is difficult User has network access IPs are brittle Credentials exposed

USER REQUESTED/ISSUED CONNECT TO VPN/SSH 

BASTION

FIREWALL IMPOSES 

IP-BASED CONTROLS

CONNECTS TO 

APPLICATION WITH 

CREDENTIALS



Dynamic workflow for access

Onboarding is easy Configuration is stable Network remains private Credentials not exposed

USER LOG IN WITH

TRUSTED IDENTITY

AUTH BASED ON 

ROLES/SERVICES

SELECT HOST

OR SERVICE

CONNECT 

AUTOMATICALLY



HashiCorp Boundary

Simple and secure remote access

Users

Authenticate and 

AuthorizeAccess 

Connect



HCP Boundary access model

Fully-managed HCP Boundary deployment HCP Boundary with self-managed workers

HCP Boundary

HCP Boundary

USERS

CONTROL 

PLANE

WORKER TARGET SYSTEM



HashiCorp Multi-Cloud Security 

Identity-Driven Controls

Machine 

Authentication

and Authorization

Machine-to-

Machine 

Access

Human-to-

Machine 

Access

Human 

Authentication and 

Authorization

SSO



Zero Trust Infrastructure on AWS

▪ Vault – Machine Authentication: 

▪ Consul Machine to Machine Access

▪ Boundary – Human Authentication: 

▪ Full Integration with HCP: 
Amazon RDS for 

PostgreSQL
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Thank you!

Please complete the session 
survey in the mobile app


