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Context is everything: Join the 
CNAPP revolution to secure 
your AWS deployments
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Agenda

What is holding back your cloud journey?

A new approach to reducing risk

Fireside chat with John Visneski, CISO of MGM Studios

Open Q&A
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Wiz: Redefining cloud security
One of the fastest-growing SaaS companies in history*

*Forbes Article by Peter Cohan, 
https://www.forbes.com/sites/petercohan/2021/10/30/outpacing-palo-alto-
networks-wizs-valuation-soars-11000-in-10-months/?sh=2e2a725463d2

5M workloads
Scanned daily

Over 30%
of the Fortune 100

Industry leaders trust Wiz as their cloud security partner

https://www.forbes.com/sites/petercohan/2021/10/30/outpacing-palo-alto-networks-wizs-valuation-soars-11000-in-10-months/?sh=2e2a725463d2
https://www.forbes.com/sites/petercohan/2021/10/30/outpacing-palo-alto-networks-wizs-valuation-soars-11000-in-10-months/?sh=2e2a725463d2
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Complex environment Complex risk Complex to operationalize

What is holding back your cloud security journey? 

Multiple clouds

Multiple architectures

Thousands of technologies

Vulnerabilities & misconfigurations

Risk likelihood

Risk impact

Lack of visibility

Fragmented suite of tools

Remediation process across teams
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Traditional security does not always detect
the real issues

• Traditional tools like CSPMs and 

vulnerability scanners don’t always 

detect the real issues

• Scan independently and lack context, 

unable to prioritize

• Generate noise and may increase your 

key security metrics
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Misconfigurations != risks
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Example: Which security issues do you prioritize?

• Traditional security tooling drive 
alert fatigue

• Your team lacks the context to 
focus on the right issue 

• Workload

• Cloud 

• Business context
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Example: Which security issues do you prioritize?

• Traditional security tooling drive 
alert fatigue

• Your team lacks the context to 
focus on the right issue 

• Workload

• Cloud 

• Business context

Amazon EC2 

Compute Instance

Vulnerability CVSS 9.8

(Vulnerability Assessment)

Exposed secret

(Secrets scanner)

Web server

eCommerce App

Production

Internet exposure

(CSPM)

AWS Admin

(CIEM)

Sensitive Data

Amazon Aurora

(Data discovery)
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Cloud Native Application Protection Platform (CNAPP)

Cloud Native Application Protection Platform (CNAPP)

CSPM Compliance reporting Host Configuration

Serverless Security CWPP Cloud CMDB

Network Architecture IaC Scanning Container Security

Secrets scanning CIEM Vulnerability Management

CSPM Compliance reporting Host Configuration

Serverless Security CWPP Cloud CMDB

Network Architecture IaC Scanning Container Security

Secrets scanning CIEM Vulnerability Management
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Wiz is a new approach to securing your cloud 
Agentless, graph-based security solution to give you a comprehensive understanding of your AWS resources and risk

Frictionless visibility

Prioritization and context

Democratized for agility
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Securing your AWS environment in 4 steps

1 2 3 4Agentless scan of cloud 

metadata and workloads

Perform a deep

cloud assessment

Identify the most 

critical risks
Proactively 

harden your cloud

Traditional scanning

Vulnerabilities and patches

Misconfigurations

Malware

Sensitive data

Cloud risk engine

External exposure

Excessive permissions

Exposed secrets

Lateral movement paths

Integrated tools

AWS CloudTrail

Amazon GuardDuty

Amazon Macie

3rd party tools

Serverless

Containers

VMs

PaaS

Partner integrations

Cloud remediation

One-click remediation

Automated security response

Remediation guidance

20+ integrations

CI/CD Guardrails

One policy across the stack

Container and VM image scan

IaC scanning
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Step 1: Full visibility in minutes across 60+ AWS 
services without agents  

1 Agentless scan of cloud 

metadata and workloads

Amazon 

EC2 Amazon 

S3

Amazon 

EKS
AWS

Fargate

AWS 

Lamba

function

Amazon 

Route 

53

Amazon 

VPC

AWS 

Transit 

Gateway

Amazon 

Neptune

Amazon 

Redshift

Amazon 

DynamoDB

Amazon 

RDS

Amazon 

ElastiCache

AWS

CloudTrail

AWS Secrets 

Manager

Amazon 

Cognito
IAM

AWS 

KMS

MQ
AWS 

Glue

Amazon 

SageMaker

Amazon 

SNS

Amazon

SQS

Amazon 

ECR

Compute  Application and Data

Security and Identity

AWS Systems 

Manager

Amazon 

GuardDuty

Amazon 

CloudFront

Amazon 

ECS

Elastic 

Load 

Balancer

Frictionless visibility

Agentless scanning via API

Cloud and architecture agnostic

Quick deployment, low maintenance

Serverless

Containers

VMs

PaaS
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Step 2: See the whole risk picture with the Wiz 
Security Graph

2 Perform a deep

cloud assessment

Workload – the exposed 

machine is unpatched with 

vulnerable Linux versions

Exposed keys on disk allowing 

an escalation path to the 

private production DB

Configuration –

misconfigured path not 

through CloudFront

Effective exposure path

Traditional scanning

• Vulnerabilities and patches

• Misconfigurations

• Malware

• Sensitive data

Cloud risk engine

• External exposure

• Excessive permissions

• Exposed secrets

• Lateral movement paths

Integrated tools

• AWS CloudTrail

• Amazon GuardDuty

• Amazon Macie

• 3rd party tools
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Example: Effective network exposure

Step 1 – Effective Exposure Analysis

Port: 80
IP: 123.45.67.87

Port: 22
IP: 123.45.67.87

Port: 3389
IP: 123.45.67.87

Port: 8080
IP: 123.45.67.87

Port: 8082
IP: 123.45.67.87

Port: 4443
IP: 123.45.67.87

Port: 22
IP: 123.45.67.87

Port: 80
IP: 123.45.67.87

Step 2 –
Port validation

Port: 80
IP: 123.45.67.87

Port: 22
IP: 123.45.67.87

Port: 3389
IP: 123.45.67.87

Port: 8080
IP: 123.45.67.87

Port: 8082
IP: 123.45.67.87

Port: 4443
IP: 123.45.67.87

Port: 22
IP: 123.45.67.87

Port: 80
IP: 123.45.67.87

Step 3 –
HTTP GET

Port: 80
IP: 123.45.67.87

Port: 3389
IP: 123.45.67.87

Port: 8082
IP: 123.45.67.87

Port: 22
IP: 123.45.67.87

Port: 80
IP: 123.45.67.87

HTTP status: 200 OK

HTTP status: 403 Forbidden

HTTP status: 200 OK

HTTP status: 200 OK

HTTP status: 401 Unauthorized
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Example: Escalation path

• Identify lateral movement and 

escalation paths using graph 

analysis

• Correlate exposed secrets, 

permissions, and the resources 

they can access

Sensitive Data

Production

Development

Cross-account 

access
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Step 3: Prioritize risk and attack paths to critical assets  

3 Identify the most

critical risks

Prioritization and context

Security findings from Wiz and AWS

Correlates risk from multiple security 

domains  

Provides meaningful context

High fidelity alerting

Amazon EC2 

Compute Instance

Vulnerability CVSS 9.8

(Vulnerability Assessment)

Exposed secret

(Secrets scanner)

Web server

eCommerce App

Production

Internet exposure

(CSPM)

AWS Admin

(CIEM)

Sensitive Data

AWS Aurora

(Data discovery)
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Exposure
+
Vulnerability
+
Secrets
+
Identity
+
Data
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Amazon GuardDuty findings prioritization

• Cloud alerts lack context as well

• Contextualize and prioritize 

threat detection with the graph

• SSH brute force correlated to a:

• High-risk workload

• Password authentication

• User with a weak password

• Lateral movement path
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Secrets scanning in data assets
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Kubernetes, containers, and serverless

• Network exposure

• Vulnerability scanning

• K8s to cloud identity

• Data scanning

Amazon EKS cluster

DynamoDB

customer list

Amazon S3 bucket
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Step 4: Proactively harden your cloud

4 Proactively harden

your cloud

Democratize security and build process

Works with your developers' native tooling

All cloud teams get access to their risks

Automation to correctly route issues

Remediation to the left and to the right
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Wiz for AWS: Cloud Security for Builders and Defenders

Set up within minutes 

using a cloud role

Agentless scanning via API

Cloud and architecture agnostic

Quick deployment, low maintenance

Connect with 50+ AWS Services

Real risks, out of the box, 

no tunning required

Correlates toxic combinations

Provides meaningful context

High fidelity alerting

Security findings from Wiz and AWS

Democratize security and 

build a program

All cloud teams get access to risk

Automation for correctly routing issues

Remediation to the left and to the right

Works with  AWS Tooling
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Where Wiz fits in the security stack today

Wiz CNAPP

Secure cloud and Kubernetes configuration

Cloud external attack surface management

Cloud Infrastructure Entitlement Management (CIEM)

Vulnerability and secure configuration assessment

Container and serverless security

Secrets scanning

Asset Inventory and Security Graph

Attack Path Analysis (APA)

Toxic Combination and risk prioritization

Wiz Guardrails (CI/CD integration)

Container image scanning

VM Image Gallery scans

Registry scanning

IaC Scanning (TF, CF, ARM, YAML, …)

Wiz complements

SaaS security (CASB, SASE, SSPM)

Identity Management, Access and Zero trust (IAM, ZTNA)

Application Security (SAST, DAST, WAF)

Runtime Protection and behavior analysis (EDR, UEBA)

Orchestration and event management (SIEM, SOAR)

Cloud Detection and Response (CDR)

Malware scanning

C
S

P
M

C
W

P
P

C
N

A
P

P

D
e

v
S

e
c
O

p
s

Data Security Posture Management (DSPM)

Kubernetes Admission Controllers
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Wiz provides immediate business value
for AWS customers   

Accelerate the business

Keep your devs focused on building

Prevent issues in production

Ensure readiness

Scale in the cloud seamlessly

Cost reduction

Reduce license, deployment, integration, 

and support costs of point security products

Operational efficiency

Eliminate overhead of agents

Reduce noise and manual effort

Automate governance

Speed remediation

Risk mitigation

Eliminate blind spots

Prevent issues in production

Ensure readiness

Scale in the cloud seamlessly

Identify unnecessary cloud usage
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Fireside chat  

John Visneski

CISO – MGM Studios
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Q&A
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Visit us at booth #419
Learn more at www.wiz.io | Find Wiz in the AWS Marketplace 
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Thank you!

Please complete the session 
survey in the mobile app


