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Agenda

- What is observability?
« What is OpenTelemetry?
« Best practices in observability and AlOps

« Introducing Splunk incident intelligence
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What is observability?
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Urgency for digital initiatives
has never been higher
Since 2020, COVID has led to:

Increase in Increase in Of customer interactions
Internet use ecommerce are now digital
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Dozens of modernization initiatives are
prioritized, requiring thousands of changes




Need to validate thousands of changes
against thousands of scenarios

V4 v/

Bank branch Online banking Mobile banking

/y\\

IR | ===
Mortgage Investment Account Credit bureau Epayment
services services service API microservices
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Lacking business context, L1 support
deprioritized an important issue

MARKETING LAUNCH COLLAPSES 12 HOURS LATER

Should we wake
engineers at 2 a.m.
for a GiftCardV2
error rate?

Triggered Major Alert

\

Exploratory view  10s

Triggered Major Alert GiftCardV2 Workflows

checkout:promotions
frontend:/

Exploratory view
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It's time for a new approach

Last 5 years New approach A

Vanilla infrastructure and app visibility

Complete business visibility

Manually setting up alerts for

. ) Proactively spot unknowns and root causes
known failure scenarios ysp

Siloed tools, hundreds of static dashboards Know where to look and who to engage

Vendor lock-in with
proprietary instrumentation

Full control of your data
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What is observability?

Depends on who you ask, but...
“Metrics, traces, and logs”
“The ability to infer the state of a system by examining its output”

“A great new thing to spend money on”

The real definition:

Observability is a way to investigate unknown unknowns
by instrumenting everything
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What components do you need?

Digital experience

monitoring
°
Application / \
performance @ e
monitorin
< Splunk
Observability
Infrastructure e INncident
monitoring response
®
Log analysis
< < < Full-stack Analytics-powered Enterprise-grade OpenTelemetry-native

On premises | Hybrid cloud | Multi-cloud | Cloud-native
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Splunk APM

- Lightweight, open instrumentation

 Rich, dynamic service map

frontend:/cart/checkout

» Full-stack correlation -
- NoSample full-fidelity ingestion ' "
- Unlimited cardinality exploration

= Search across any tag or dimension o~ -
(UserName, TransactioniD,
Geography, etc.) . R

- Speedy Ul, analytics & drilldowns

Workflow Services By Latency (P90)
|

. Al-driven alerting and directed g [ |
troubleshooting Lk,
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host ¥
Large insurance company P90 P99

SCQDDPO1 3.8min

“Never had visibility SCQDDPO i et
like this before. BN 1.2min
P rEVi ous '.y it wou ld |uQ Direct Quoting: https://intr-p-quotesrvcs/SaveAndRetrieve.20081111.DMZ.asmx
have taken days and e

appEnvrnNam "Production"

d Oze n S Of peo p le to appkey "4e@8143d-4ed5-41c3-a936-b1fee3417557"

appnam "UQ Direct Quoting™

figure out what the
p ro b le m is. n uote Storage: /SaveAndRetrieve. i asmx

Tags
appEnvrnNam "Production”

SOftwa re Developer appkey "4e08143d-4ed5-41c3-a936-b1fee3417557"
appnam "UQ Quote Storage"
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What is OpenTelemetry?
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What is OpenTelemetry?

Telemetry data is essential for observability
= Metrics, traces, logs. ..

... and events, and profiling reports, and and and and . ..

OpenTelemetry is the second-busiest CNCF project, behind K8s
Industry-standard framework and structure for getting data in

NOT a "Splunk” product - nearly every vendor plus many open-source
projects contribute

- Contains automatic instrumentation for many languages, speeding time
to value while ensuring you retain ownership of your data
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OpenTelemetry in Splunk Observability

Single, open
standards—based
agent for metrics,
traces, logs, and more
for more control and
greater ROI

Microsoft®
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How to get started

« Splunk Observability Cloud’s documentation and in-product
wizards get you started with OpenTelemetry

 Build an OpenTelemetry pipeline in one app
- Learn the components of an OpenTelemetry processing pipeline

= Receivers
= Processors

= Exporters

« Check out pipestorm.splunk.com to learn interactively!

o opentelemetry.io

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved
)

SCAN ME



https://pipestorm.splunk.com/
https://opentelemetry.io/

Best practices in
observability and AlOps
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Your tech stack is diverse, inherited,
and always evolving




Introducing incident intelligence

Next-generation incident management
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Top incident management challenges

WHAT'S DRIVING CHAOS AND STAFF BURNOUT

Preventing
unplanned downtime

Leading observability orgs
have 10x less outage costs
per year

Teams are flooded with
alerts lacking context
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Unifying

incident response

0A0
O
=05

Teams that are increasingly
remote

Using wide variety of tools

Alerting the right person,
with proper context, at the
right time

Accelerating
MTTR

Preserve knowledge base
Improve post-incident reviews
Automate as much as possible



Introducing Splunk Incident Intelligence

) %

R—"

Event correlation On-call management Automated actions

Real-time grouping and Scheduling, escalation, routing,
prioritization of related alerts, notifications, and team
to reduce noise management

For common remedial tasks
and post-mortem reporting

SaaS-based solution within Splunk Observability Cloud
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How incident intelligence works

Incident

Infra Detector

Hooe

&
APM Detector . . . . .

1
' eed
. ! Alert Grouping ‘.‘
3
I
1
1

Hoe o

Alert Filtering .‘.

Ao

RUM Detector Incident Incident Incident

®
@ PS \
Hoe o o O 0000 | (000 (000
@ e © Ge® @ eee 588
él SN S eeesd® Ded® ®e®
Synth Detector . ‘ .... ... ...

Logs Detector
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How incident intelligence works

Alert Alert Incident
Routing - Grouping Workflow

E e e A |

. Og—
L
’.‘: 088 >’@—’@

... Step 1 Step 2

Incident

Policy
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How incident intelligence works
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Splunk
Incident
Intelligence

THE NEXT GENERATION OF INCIDENT
MANAGEMENT AT SPLUNK

Reduce alert noise: Out-of-the-box
event correlation to aid root-cause
identification

Improve mean time to acknowledge:
Automate on-call scheduling, routing,
escalations, and notifications

Unify response: Integrated ChatOps and
ticketing with ITSM tools

Accelerate mean time to resolve:
Automate common remedial tasks and
store post-incident reviews
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= Incident #12345

Acknowledge

You are being paged for this

Triggered 20 min ago
Aug. 11at1:11 PM
PEOPLE

Paging

JH Jessie Howard (You)
2+ Add Responder

Escalation Policies

Services : Critical

RESOURCES

.';"-' Create Slack channel
J Create phone bridge

1+ Addresource

Checkout service: error rate >50%

Rclws Critical

Overview ActionPlan Pastincidents Stakeholders

Detector: Checkoutservice error rate > 50%

Source: checkoutservice

Exploratory View | 1m

75%
50%

Detail View ™

100%

100%
5%
50%
o
e \‘\_,_/“\/‘-‘—\_7, —
o
0:00 1:00

From APM: Request & Error Rate

Bk/s

01:00 02:00 12:00 1:08

From Infrastruture: Mem Used by Pod
15

7k/s Requests

179k tota

0
6k/s Errors
168K total (85"

25%
2 A

) G S\JWW&VW mﬂ\Mﬂ'\N}

Q # O £ +

ﬁ Incident Timeline

People: JH DT Fllters: None =
* @ LOGEXPLORER DT 401PM

» Selected Pod: kube-dns-575ff4c94.. 4:.01PM
» Add filter: -30, realm.us, catego.., (3) 4.01PM

» Open workspace 400 PM

* gk SLACK POSTS (#0Y-1234)

» T Dustin Thomas: That could be 410PM

* 9H Jessie Howard 410 PM

Could be due to the deploy last Friday. Lots of
changes in that merge:
https://cd splunkdev.com/victorops/webui/vo-web:

¥ (1) INCIDENT #1234 JH 3:20 PM

L ———————Y




End-to-end
visibility

Get a unified view of all your
incidents, alerts, and reports

Filter by status, service, severity,
time triggered

Take action against incidents
instantly from mobile or desktop

dws
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Incidents & Alerts

Incidents Alerts Reports

Active Incidents by State Incidents by Severity
| Triggered Crttical
| Ackd / Msjor
A | Minor
< | warning
| Info

| Vi AddFilter

Q Search

D - INCIDENT ~

123407.. More than 1 container restart in 5min 1 cluster - AD-MK8s
123306.. Total Network bits/sec Detector

123205.. Disk space has filled upto or is greater than 90%

123104.. 500-errors

123003.. Excessive bytes out per host

122902.. More than 1 pod restart in 5min 1 cluster - AD-MK8s

122801.. Incident Name

ﬁ EC2 Instances for frontend

EL Logs for host ip-172-32-10-115.us...

Alerts by Severity
Critical
Major
| Minor
‘ | warning
| info

< Prev 10f 1 pages ¥

STATUS ~ SERVICE ~
lriueved Checkout
(oo SRR
[ciooecers RN
www
m Checkout
I Checkout,+2

Checkout, +2

(L) -30mins ¥

€83 Incident Response Configuration

Incidents by Service

Show: 20 Per Page ¥

SEVERITY ~

Critical

Critical

Critical

Critical

Major

Major

Major

G:p Trace for 1396abc3232ndf702behfet

¥ TRIGGERED ~

Today, 1:11 PM

Today, 12:27 PM

Aug.9,11:15 AM

Aug. 9, 10:59 AM

Aug. 5,10:46 AM

Aug. 4, 10:39 AM

Aug. 4,10:32 AM

Infrastruc
Checkout
| Frontend

| security

Create Incident

ACTIONS

Acknowledge

Acknowledge

Resolve

Resolve

Resolve

Resolve

Resolve

ﬂ:n paymentservice in map

~




Full-context
incident
pERELTE ]

Al-directed troubleshooting
quickly identifies problem
hotspots

Quickly drill into infrastructure
metrics, logs, and application
traces within one console

100% OpenTelemetry—driven data
collection, no sampling

-

- Infrastructure

@ D[ I D

»

i -15m ¥  Platform: AWS
<  Kafka: Brokers > Cluster: kafka-raw

# Underreplicated Partitions 10¢

3

Active Hosts 1

216 . ..

"] EC2 Instances for frontend

| Critical Incident: 500 Errors Impacting Chec... X

You are being paged

# Underreplicated Partitions : Q, search

CPU Utilization : Underreplicated Partitions :
S A —
Bytes Out

EL Logs for host ip-172-32-10-115.us... ’:D Trace for 1396abc3232ndf702behfet d’:ﬁ paymentservice in map (>

.

LI ———————

dws
~—

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.



A unified

Incident #1234

E).\

I Checkout service  ([ENED) Critical
c 500 Errors Impacting Checkout
e n e r Click to add incident description

a
L

@ 3

= £°3 6 Workflow Steps 103 Alerts - 1 grouping rule @
m °* 8:42 PM

Unify incident response between IT, () 4 opencremervo-zssz |

. 7 , 7 500 errors reached Critical |
DevOps, and business stakeholders ° ® sonmesing o s
] <9 i Impacted Services

ChatOps via Slack and MS Teams B

@ ! Carlos Smith Checkout

ITSM integrations: NOW and Jira

@ vessie Howara

+ AddResponder - . @

Easily integrate third-party

AP

a le rt d a ta 0 € Create Jira Ticket

. Create ServiceNOW Ticket

e

accounts

4 EC2Instances for frontend [EL, Logs for host ip-172-32-10-115.s..
>
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(4) -30mins ~

Incident Duration: 15 minutes
Rasclved Today, 1:11 PM
Resolution notes: repeated “resolve yourself” 5 times in the mirror

Timeline
Now
Timeline View Timeline
* 4% SLACK POSTS (#OY-1234) JH DT
» (BT Dustin Thomas: That could be it &10PM
# Pinned by Jessie Howard
* UM Jessie Howard
Could be due to the deploy last Friday. Lots of changes in that
ebclient/r
def test_using_preset_conference_bridge_in_mir{self)
dge . create_g confer bridge(
L_admin, Self.passwerd, Self.org slug, Self.ch_pame_a,
elf.ch_ur
1f.cb_phane_num, salf.ch_notes
conference,bridge.create_preset_conference. bridge(
a . .
o,# Trace for 1396abc3232ndf702behfat ’.:P paymentservice in map >

.




Public preview
available Dec. 12
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Thank you!

Greg Leffler Venkat Rayapudi
linkedin.com/in/gleffler linkedin.com/in/venkat-rayapudi-8ba6596
[waeres] Please complete the session
J]% survey in the mobile app
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