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However ...
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A fragmented understanding of systems O

Size and dependencies impossible for even experts to handle (\
1

Your MOST
experienced engineer

Knows where to look,
still inefficient and manual

The Experience Gap

100+ 50+ 500+
microservices teams engineers

)
Your LEAST

experienced engineer

Spends hours to find the right information



Why are real environments hard to monitor ?

e |egacy systems

e Neophobia
e Coordination across teams

e Cost to upgrade
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Deep observability matters!

e Better understanding of service inter-dependencies
e Sharp focus on code changes & issues
e More confidence in shipping code

e Stronger engineering culture
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Approach

A Q

Service Instrumentation Metrics & Traces Correlation




“Low Effort”
Service Instrumentation
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Service Discovery and No-Code Instrumentation

Service Discovery  Metrics Coverage

eBPF

Admission
Controller -
K8s

OS runtime
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eBPF

SDKs

Applications

Projects Profiling Security

JIT Sockets

Kernel Helper

Block Device AP

TCP/IP

0S Runtime TCP IP, Layer

||
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Kubernetes — Admission Controller

User’s app 1) User: Apply app deployment
deployment

2) Datadog: Mutate the app’s pod

Datadog . :
template to set up auto-instrumentation
Cluster Agent P P Kubernetes

Mutating Control Plane
Webhook

3) Kubernetes: Schedule the

User’s app mutated pod(s)
pods . Kubernetes API DD Cluster Agent

Apply DD auto-instrumentation annotation
admission.datadoghq.com/<lang>-lib.version

[Deployment rolling update]

Mutating webhook request

admission.datadoghq.com/<lang>-lib.version
to extract the lang and version

Mutating webhook response: APM library injected

DD Cluster Agent
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Datadog — Admission Controller

CONTROL
PLANE NODE

CONTROLLER
MANAGER APl SERVER SCHEDULER

DATADOG DATADOG DATADOG
NODE NODE

CLUSTER
AGENT AGENT
CONTAINER CONTAINER i

APPS APPS

KUBELET KUBELET o s o

APPS
NODE
AGENT

KUBELET
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Monitoring K8s clusters at large scale: APM & Admission Controller

@ Node A

0-0

Datadog Cluster Agent &
Agent Admission
Controller

1
@ Node B

0-0-&

Datadog Agent App XYZ
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Deployment

. deploy

K8s Master

Datadog Deployment

Admission controller detects new pods creation.

If a new pod is labeled with
admission.datadoghg.com/enabled=true

Datadog Admission controller will inject
APM environment variables from pod tags.

Examples:

° DD_ENV, DD_VERSTON, DD _SERVICE Will be set
automatically by Datadog Admission
Controller using Unified Service tags

° UDS or TCP configuration to submit traces
will automatically be injected



https://docs.datadoghq.com/getting_started/tagging/unified_service_tagging/?tabs=kubernetes
https://docs.datadoghq.com/containers/kubernetes/apm/?tabs=uds#configure-your-application-pods-to-submit-traces-to-datadog-agent
https://docs.datadoghq.com/containers/kubernetes/apm/?tabs=tcp#configure-your-application-pods-to-submit-traces-to-datadog-agent
https://docs.datadoghq.com/containers/cluster_agent/admission_controller/#apm-and-dogstatsd

OS runtime support - RunC

Docker Run &= Cal : : == Call RunC Stub
Containeralized

Load Detect Process
Config.json g type (Java,
for container Python, ...)

Rewrite
command line, Write updated

e 2dd environment gaamms config.json for
variables, add containers
volume mounts

Call the real
RunC
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OS runtime support - ExecV

Process N Intercept
Launched execve

Detect Rewrite

Process type command line,
(Java, Python, add environment

JS, .NET, ...) variables

Resume
Launching
Process
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ervice Topology

§' = Services Traces Profiles o2 @ ad-server Q. Query by This Only
Live Flow Map  saveas [ # uv | ? QueryData
REQUESTS P95 LATENCY ERROR RATE
Search « Analytics o Flow Map Enviprod X | Service:web-store X  Resource:ShoppingCartController#apply_coupon X
2093req/s 214ms 0%
Facets aved View {4 Hide Controls = Showing 21 services from distributed traces matching this query. © ) : g
Service Overview Data Service Details -
n
‘ shopist-web-ul OK: 4 Monitors
o%
/ Showing 69 of 136 + Add 225 % latency etk Trace P
~ « CORE 06req/s —_
“ Requests 197k total (218 re
. Duration equests
o \ "
web-store -
O% errors
0 25slateney | o
06 req/s 1045 1055
- Status
s St Requests
reals
Ok Errors 3
@ | Error ‘
auth-dotnet ¥ web-store-mongo hitps://d3alumi3j https://gz1s92dc

1
0.72% errors O% errors 254% errors 253w errors
| 31 5 latency { 320 5 latency

e i~ U3dreals "srasreas s 923 reals L] ]

1048 105
- Service B
0 @ 52
| web-store 41.9%
3 auth-dotnet-post fx post-coupon-us J% post-coupon-pro. [7x awslambda Latency
O% errors 19.6% errors 21.8% errors |25.2% errors o
Resource B 879 ms latency I [3775iatency .58 5 latency |n 37 3 latency
149.26 req/s 1295 req/s 18.1 req/s | 924 req/s
FRplasasiy ansiais 7264 req/s 402 req/s E 1048 1045
_request_and_response.
Max @ P3O p7s P WP P9
-trace.htmlerb 0% Post-Coupon-us-gk o post-coupon-prod POSL-COUPON-uS POSt-COUPON-pro.
errors Om errors Om errors O errors
source.nitmlerb 16.7 ms katency 19.6 ms tatency 2005 latency | 3.03 5 hatency v Kubernetes Metrics
ShoppingCartController. 7264 req/s 64.02 req/s 12.95 req/s 11A2req/s

CartsControllerashow

diagnostics.htmLerb Summary

ShoppingCartController... 42.0k @ ad-server 04 POst-Coupon-us & post-coupon-pro.
S % errors Om errors o errors Container 52 pods runnin
alls,charge_payment 2amsistency | 558 ms latency I 767 ms latency conaines Ofs Tunning

2093 req/s 12.95 req/s 1142 req/s

Operation Name

Type
ad-server-http-cli B ad-server-mongo.
Error Type O% errors O% errors
278 ms lacency 0| 699 mslatency I
Version 2.7 req/s 20.94 req/s
8

Task ID

of ad-server-tcp
0.63% efrors

Kubernetes Container Name CPU used ' Memory used
ECS Container name

Kubernetes Namespace

> Task Family o‘\i:':::: dns
s6smsistency | "
Container Name 107 s
- o ¥cores . i

Name




Metrics & Traces
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ervice-Specific Metrics & SLOs

Vv Service Summary

n ¥ DEPLOYMENTS : Tt ERROR TRACKING : @ sLos : &) INCIDENTS :
=] Latest: vBf20ck05fj-359b57 5m ago lIssues: 96 m Error rate: 6.92% | Breached: 29 | Warning: 1 | OK: 18 lActive: 19 SEV-1 and lower
2% A Stable: 1 SEV-2
Requests by Version N E Latency w m Latency Distribution New &0 T, £
A0k

h 30k
[ 20k I m III
: jis |
] 10k
n
Ok T T T
10:45 11:00 1:15 11:30 10:45
N/A @ vbe203005fi-6662ed vbe20ck05fi-202b3f @ vbf203005fj-b56e36 +1 W pso @ p75 ps0 W p9s p99 Max

Errors by Version ~ N E Dependency Map o N
web-store-mongo
8k shipping-producer
OD payments-go
ok o notification-service
net/http () delivery-api
Ak io.shopist.android O O ad-server
2k io.shopist.ios O . O net/http
I I I shopist-web-ui O web-store O api.payment.com
ok NS | ) _--lll I | I.I.-.---I-II-IIII.-I. O inventory-api
10:45 11:00 11:15 11:30 payment-postgres
o) proquct-recomme_ndation-lite
NfA vbe203005fi-6662ed vbe20ck05fi-202b3f [ vbf203005fj-b56e36 +1 shipping-queue-redis

Resources Deployments Error Tracking [EXED Infrastructure Ruby Runtime Metrics Profiling Traces Log Patterns




Distributed Tracing: Capturing the flow of context

Traces >

{1 Shop.ist

Flame Graph

May 27 14:02:33.811

shopist-web-ui > [products/? > trace id: 4355902234854837777

get https://api.shopistio/products/60afd.. EELZEL IV ENEYI[Sellng

€ Chrome M Linux == United States

1265

Span List (43)

1 SJEC 2 SFES 5 SlEtS 6 SIECS 7 S]E(! B SIECS 9 StECS 10 slecs 1 i&(s 12 sle:s

Hide Legend [>]

4

i1 Front End

% Back End
asr_(et_cor... _[ rails.action_controller ProductsController#show 9325
| serviet.request GET /train 9.28s
B product-recom... 68.4% [l
spring.handler RecommendationCentrofler.train 9.37s
shopist-web-ui  19.1% ||
trainRequest 9275
trace.annotation ModelTraining.trainModel TN | @ auth-dotnet a16% |
trace.annotation ModelTraining.computeCoefficients 8545 m model-storage  5.18% |
B web-store 0.42%
| trace.annotation ModelTraining.computeCoefficientsOnRange @ auth-dotnet-po... 0.40%
B web-store-mon... 0.28%
o woer . e B productrecom... <0.1%
ull frace trace.annotation ModelTraining.computeCoefficientsOnRange 6675
ke @) shopist-web-ui browser.request /products/? 12.6s(100.0%) L Analytics Y Retention Filter x
Tags Infrastructure Metrics Logs Errors 3 Processes Network Code Hotspots
—
A error: java.lang.ArithmeticException: division by zero
1
Request duration breakdown
0 1sec 2secs 3 secs 4secs Ssecs 6 sgcs 7secs 8 secs 9 secs 10s|ecs 11secs 12 secs
12.6 secs
Queueing: First Byte: Download:
2.4 secs 10.2 secs 1.8ms

RUM Event Hierarchv
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Service Ownership

p M [ Service Catalog (Y % ver h May20,10:31 am - May 20, 11:31 am [[TJ)

Ownership A% Reliability =2 Performance [~

Search for | Q. schema_validation:0OK X

Q, Search facets [[<] Hide Controls Scope Metrics to: | enviprod cluster-name:* «  Showing 16 matching services o
v METADATA 4 % TYPE SERVICE LAST DEPLOY 4 REQUESTS P95 LATENCY ERROR RATE INFRASTRUCTU... MONITORS
» Ownership Info v @ web-st... 4 1) 3m ago 406 req/s 8.95s . 68% 651 % -
Teleretry + Ownership 16 o .
: - 1% e
Telemetry Only . 7 @ [ auth-dotnet 18 h ago 270 req/s 218s 380
Ownership Info Only : P <0.1% 0 :
vr @ [ email-api-py 18 h ago 228 req/s 533 ms : 145% T
 Schema Validation =B Y ® @ ad-servers 18 h ago 143 req/s 6.67 s _20.7% 81% :
OK 16
Y7 @ [ product-rec... 18 h ago 49.9 req/s 191 ms 0.7% «% B
v Telemetry Type v7 @ [ payments-god 3mago 45.4 req/s 213 ms _33.0% [ 20« [
Distributed Tracing 13
Infrastructure Monito. 10 vz @ [ api.payment.. 4 3m ago 45.4 req/s 60.8 ms _33.0% :
4 Network Performanc... 10 .
9 ¥ [ delivery-apid 3m ago 43.1req/s 98.3 ms <0.1% s
Log Management 15
Real User Monitoring " ¥« [ shipfast.comd 18 h ago 35.6 req/s 20.9 ms 0% B
Continuous Profiler 7
vr @ [ inventory-apid 3m ago 30.2 req/s 370 us _36.5% :
v Team 00 .
v @ W product-rec.. - 18 h ago 25.4 reqfs 10.1s 1.6% 64 % :

Shopist 16



Live Search & Analytics

= ces Traces Profiles
= —_—
Live Search  Save s EATZR 100% ot ing , 16m  Past15 Minutes -«
= Search «~ Analytics o, FlowMap Q Enviprod > o v
Requests BM total (15.3k req Errors Bk total (2.74% Latency
200K 15
G
LTI L L T ,
““l““I“III““.“““II“
1450 455 145 45 455 SO0
Requests 200 400 W0 W W0 @2 @O @ s 503 504 " WeY WeS P30 P95 099 Max
¢ . € Hide Controls EEEUTE  Top-Level Spans for Services Only 13,812,493 spans found Play Stream b € Options
Facets ved View Y
\ 4 DATE SERVICE RESOURCE DURAT. HTTP METHOD  STATUS CODE  OPERATION NAME
May 17 15:02:37.512 | @ wed-store ApplicationControllershealth 18.3 ms GET 200 rack . request R
7/ Showing 71 of 137 + Add - < - < 44
May 17 15:92:37.51@ ] © wod-store ApplicationController#health 14.8 ms rails.action_controller 0
R May 17 15:02:37.497 | O:ua—s-..,vr spplication/heslth htal erd 385 rails. render_teaplate
May 17 15:02:37.257 roduct-recommendation-lite POST /add_purchases 22.3 ms serviet. request
Duration | Moy e 18 P m o b .
§ Moy 17 15:02:37.249 | @ product-recomsendation-lite RecosmendationController.addPurchases 12.9 ms spring. handler
M Max | Moy 17 15:92:37.249 [ ©f product-recommendation-1ite PurchaseRepository.getPurchase 2.98 ms repository.operation
® o | may 17 15:02:37.247 || @ product-recommendation-db SELECT * FROM purchases WHERE visitorId. 1.89 ms cassandra.query
May 17 15:02:37.197 | @ wed-store ShoppingCartControllersapply _coupon 2.67 s POST E rack.request
Status May 17 15:02:37.196 ] @w: store ShoppingCartController?apply. coupon 223 »s roils.action_controller
@ 1ok May 17 15:82:37.185 | Of wed-store shopping_cart/apply_coupon.htal. erb 609 ps rails.render_teaplate
@ | Error May 17 15:82:37.183 | @ email-api-py POST api/vi/esail/ 555 as POST E3 django. request
May 17 15:02:37.181 | ©F email-api-py corsheaders.alddleware.CorsNiddloware. . 553 as django.middlenare
Env 'n May 17 15:02:37.181 | Of ematl-api-py corsheaders middleware.CorsMiddleware.p. 50.1 ps django.middlesare
©0f email-api-p django . middleware.security. SecurityMidd 553 =s django.middlesare
s Y Joang: y Jang
Service May 17 15:02:37.181 |} ©f ena1l-api-py django.middleware.security.SecurityMidd. 26.9 ps dyango.middlenare
May 17 15:82:37.181 | O:MA'.I api-py django.cont sossions . middleoware.Soss. 553 as django.middleware
May 17 15:02:37.181 || ©f emasl-api-py django.contrib.sessions.middlemare. Sess.  59.6 ps django.middlenare
| emait-api-py $.39M May 17 15:82:37.181 |} ©f email-api-py djengo.middleware.common . CommonMiddlewn.. 552 ms django.middlesare
2 | ad-server-dns 87M May 17 15:€2:37.181 | ©f email-spi-py django.middleware.common.CommonMiddlewa. 52.2 ps django.middlenare
| web-store mongo May 17 15:@2:37.18 ] ©f ematl-api-py django. .middleware .cerf CsrfVieaMiddlewa. 552 as django.middleware
a | web-store May 17 15:82:37.181 | 0:-‘::;1 api-py django .middlenare . carf CsrfVieaMiddlews 29.8 ps django .middlenare
May 17 15:82:37.181 | ©Of email-api-py django.contrid.outh.middlenare.Authenti. 551 as django.middlenare
May 17 15:82:37. 181 | &w\n‘.l-sp pY django.contrib.sessages . niddlenare . Mess. 551 =s django.middlesare
auth-dotnet-postgres 851k .
gl R May 17 15:82:37.181 | ©OF ematl-api-py dfango.contrib. messages middleware. Mess. 34.5 ps django.middlenare
| auth-dotnet May 17 15:02:37.181 || OF emoil-api-py django.middleware.clickjacking. XFrameOp. 551 =s django.middleware
Q 1‘-t‘hd-crna<l»rw"rqucuc May 17 15:82:37.18) l O:m::l api-py django.middleware.clickjacking . XFrameOp. 61.7 po django.middlenore
- ! May 17 15:2:37.182 1 Of email-api-py 201 . views . EmailAPIViews 558 =5 diango. view



. DATADOG

Correlation



Breaking Silos

== APM Services Traces Profiles Instrumentation 1Th  Nov 14, 4:24 pm - Nov 14, 5:24 pm T« 0 Q
ﬂ @ web-store @ - TEAM 83 shopist
enviprod - cluster-name:demo-11287-us-prod-east operationirack.request - version:* - s Related Dashboards w v f
DATADOG shlpping auboe s WeD-Store T 5 rorew
0 "——';';)‘ ——————————— "l—b;; ——————— *““——;;0————'— T T 2 h?replrzfgﬁg'rgzacg_execu:e.apl___.
oo product-recommendation
i 500 501 | 504 web-store-mongo
- Resources Deployments Error Tracking Security New 33 Infrastructure Ruby Runtime Metrics Profiling Traces Log Patterns
—
%
Kubernetes Pods
" M Past 15 minutes  Showing 1-10 of 81 Pods View on the Pods page @ £ Customize
- T POD STATUS CLUSTER MAMESPACE AGE READY RESTARTS % CPU USAGE % MEM USAGE
5 APM rails-storefront-canary-7b9¢78dbbb-gkksd CRASHLOOPBACKOFF demo-11287-us-prod-east default 6 hours 0/1 73 403% I 20.1% W
rails-storefront-main-5957466dcc-2q5jq RUNNING demo-11287-us-prod-east default 6 hours 1/1 0 9.08% | 58.8% N
rails-storefront-main-5957466dcc-2q5pq RUNNING demo-11287-us-prod-east default 6 hours 1/1 0 8.73% | 55.8%
rails-storefront-main-5957466dcc-2zdks RUNNING demo-11287-us-prod-east default 6 hours 1/1 0 8.75% | 60.0% N
rails-storefront-main-5957466dcc-45rdn RUNNING demo-11287-us-prod-east default 6 hours 1/1 0 8.20% | 60.4% [N
rails-storefront-main-5957466dcc-48dtw RUNNING demo-11287-us-prod-east default 6 hours 1/1 0 8.78% | 59.5% N
rails-storefront-main-5957466dcc-544gx RUNNING demo-11287-us-prod-east default 6 hours 1/1 0 8.34% | 59.1% N
rails-storefront-main-5957466dcc-5cmdx RUNNING demo-11287-us-prod-east default & hours 1/1 0 8.56% | 59.5% N
rails-storefront-main-5957466dcc-Swssr RUNNING demo-11287-us-prod-east default 6 hours 1/1 0 8.85% | 57.8% HN
rails-storefront-main-5957466dcc-62vnx RUNNING demo-11287-us-prod-east default 6 hours 1/1 0 8.42% | 54.8% [N

n23d56?39—>



Error Tracking - Group Errors into Issues

Mar 22 05:49:08.906 @ Viewin RUM

version:35.4136258 env:prod

./javascript/datadog/slo/components/ui/VizBar/VizBar.tsx

primaryStatus: string Object
sectionAreas
a, b b a

firstTs sections|primaryStatus

ctx.fillStyle primaryStatus
X = Math firstTs
ctx X width, height

./javascript/datadog/slo/components/ui/VizBar/VizBar.tsx 227

.13 .2-8bf3be2eB@5-37355dd2f2.zip/node_modules/regenerator-runtime/runtime.js

<anonymous> 8

./javascript/datadog/slo/components/ui/VizBar/VizBar.tsx




Deployment Trac

= Services

o

L

« Deployments

Sharwing 1-3 el 3
WERSION

1368
LT

(LR

Endpaints

Traces

ir web-stang

Prafiles

%7 ShoppingCamContralierdadd e

ShoppingCatControlieracheckout

U7 ShoppingCamControlernapply fOUpon

L7 CarpControllersshow

ke v Sevecy Confiy O Th  Past 1 Hour
]
pESs
paa
pr%
pSh
In E1Y 11 i L1 11 i My L1 o i
4]
FIRAT SEEN + LAST SEEN ERROR TYMES EEQUESTESE
15 minutes age  acTiva | ] 2449 req/s I
45 minutes age 110 minLRiEs 230 11 247 reqis
1 haur ago ) rirudes 530 £l 247 reqls I
[a ]
REGUESTE 4 TOTAL TIME PO LATERCY P LATERCY CRROAS [RROR BATE
21k I 314 I 1153 md | dlbd irok N 141 I
126 G4 187 ma 2.1 ik N 65w W
100k N 500 Arms i Mg 48 oL 1%
21k W 2id il 1656 md i i 33 5 TEGk N 65, 1w

3493 min
2495
Ti5s
361 %
1.66 4

FLE )

1 Suggested Monitor

i
ERROR RATE
131 W
230
T3

AF] TESTS
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Enabling out of box learning

Latency Disk usage

jun 21, 22:00 - jun 23, 19:00 Forecasted Past (2w)

'Ad Inventory Over Time w/ Anomaly Detection

v A This version contains previously unseen errors & Create Notebook Zn Declare Incident

Showing 1-1 of 1
TIME DETECTED ERROR TYPE RESOURCE HTTP STATUS CODE

Jun 26, 3:20 pm InventoryError1656270000 PUT /inventory 500

w1 DATADOG



Security Assessment from service instrumentation

mﬂ Service Catalog be Map 1w Feb 10, 10:56 am - Feb 17, 11:56 am m

&3 Ownership 22 Reliability |~ Performance &) Security
Find Service Chwners Evaluate Operational Health Monitor Application Performance Monitor Application Security

Search for | Q Service names or tags...

O Search Facets.. Hide Facets Scope to: | env:prod datacenter:* Showing 371 matching services & Enable all Services (371)

| W TYPE  SERVICE VULMERABILITIES SUSPICIOUS REQUESTS ATTACKERS ASM STATUS

@ @ awssqs @ 42HIGHRISK [ +481 426 883 ENABLED

@ vault co Vulnerabilities in AWS.5Q5 Past 1 Wesk 922 703

® emissary.config o0 Total vulnerabilities: 523 196 740 1crmicas (S0
45 HIGH RISK 233 MEDIUM RISK 245 LOW RISK

gds-api 357 B16
@ See vulnerabilities in ASM

mcnulty-web 583 B77

ingress-haproxy-weh @ 1 HIGH RISK | +122 | 556 826

@ propjoe co 738 177 i ENABLED

@ ingress-haproxy-webh @ 92 MEDIUM RISK 453 738

@
@
@
@
@
&
@
@

mcnulty-login & 21HIGHRISK  [+312] : ENABLED

. DATADOG




Databases, Profiling, RUM, and more ...

@ Databases Learn More 1h  Past 1 Hour

Databases Query Metrics Query Samples Dashboards

Select view Throughput by Host v G 2 Average Latency by Host  + % & Throughput by Host

60
Databases 250k

%°  AlwaysOn Clusters BETA

v CORE
. 0 A A A s
v Database Type g : E 00:30 00:45 01:00 01:15

' MySQL @ dogweb-backen... W dogweb-backen.. W dogweb-backen... W 102286431 W 10.22864.35 10.228.64.37 34.107.101.16 +13 B dogweb-backen... [ dogweb-backen... @ dogweb-backen... +14

W PostgresqQL
 SQL Server 1 [<] Hide Controls Showing 390 matching databases <4 Add Database Host £ Options

——— ACTIVE CONNECTIONS (LOAD) ©
MONITORS QUERIES / S ROWS/S | AVERAGE % BLOCKED BY WAIT EVENT

us1.prod.dog . . k
4! resources-rds-05.cwjsqgvfpeim.us-east-1.rds.amazonaws.com 10.9k 25.6 39.1 <0.1%

eul.prod.dog - —

usS.prod.dog

® us3.prod.do

o E y resources-rds-06.cwjsqgvfpeim.us-east-1.rds.amazonaws.com

us1.ddbuild.io

us1.michelada.prod.dog

us4.prod.dog

edge-us4.prod.dog

M dinn iirD mend Adan

resources-rds-03.cwjsqgvfpeim.us-east-1.rds.amazonaws.com

v Service
resources-rds-08.cwjsqgvfpeim.us-east-1.rds.amazonaws.com

enclave
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€ -2 C O A NotSecure | bitsboutique.co/index.html d % 0O 0 :

¥ Support : Datadog... " Home - Workday Bits of Info - Confi... Best Leadership &... Datadog Udemy Radiate Confidenc... Home - Confluence Q https://datadog.mi.. = APM Initiatives -... J= Seating Chart and... w Datadog New Hire... »

OFFER OF THEDAY  Buy 1000 socks, get a shoe for free! Login | Register

bits boutique CATALOGUE ~

by Shopist

WE LOVE SOCKS! BEST PRICES 100% SATISFACTION
GUARANTEED
We use the highest quality materials because we We price match!

Free returns on most items!
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Arielle Allen

Starbucks



\\\\‘

% *,,-: STARBUCKS REWARDS POWERED BY STARBUCKS PLATFORM AS A SERVICE
N
N

o
~

FREE COFFEE
IS A TAP AWAY

Join now to start earning Rewards.

Or join in the app for the best experience

Getting started is easy

Earn Stars and get rewarded ina f

(1

Create an account Order and pay how you'd like

Youcana int me time
Il collect




O whysios

SLAs are generally for paying customers

past 7 Days Contain measurable metrics, which are documented and shared between stakeholders

99.44%

aggregated
44% (44m 47s) budget
99% target

Nov 13 Tue 15 Thu 17

Provides accountability for maintaining a consistent service level

Overall uptime

Enables service owner to better report on overall health of the service over time

SLOs used during incidents?



*-;: HOW WE DEFINED SLOS
N
\\

Defining SLOs

« Study data to find a set reasonable metrics show system health
* Propose and agree upon critical health metrics

» Create dashboards to visualize those metrics over time and decide on thresholds for
unhealthy systems

» Create monitors and alerts to notify engineers when those systems are not health

Get Coupons Get Expiring Points Get Member By Id Get Point History

mo Past 1 Menth mo mo h Imo Past 1 Month

99.85% :(”:‘:"'“: 2 monitors an ;].5 1 00.000/0
700 dget oreea 7 7 2 @ get

aggregated

Overall upti...
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Monitoring SLOs upstream and downstream

» Using SLOs, we are about to see the health of service upstream and downstream

» Adding these SLO widgets to our dashboards allow us to quickly understand if we are
Impacting or being impacted

» These also allow us to share with our partner teams where we see an issue

Health of Ingestors Health of Partnerships HTTP

Basket Ingestor (Proxy) First Data Ingestor (Proxy) .
N Account Link Partner Start Accrual

imo Past 1 Month

99.95%

95% (6h 50m) budget
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Always more work to be done

* Improve service mapping
 Specifically, across child accounts in Datadog

« Add financial impact numbers

« How might we use this beyond just troubleshooting incidents or impact?
 Are our services effectively interacting with each other? Etc.

* End to end transaction tracing to identify and track metrics for critical workflows
» Tracing regardless where the service emits metrics to






Thank you!

Junaid Ahmed Arielle Allen

lunaid@datadoghq.com aallen@starbucks.com
https://www.linkedin.com/in/junah

med/
@junahmed27

@w Please complete the session
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survey in the mobile app
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