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About DTCC

ADVANCING
FINANGIAL

MARKETS.
TOGETHER.

Our promise: We deliver resiliency, value, and
expertise for our clients. We were built in
partnership with the industry to provide stability
and efficiency in the global capital markets. With
a focus on exceptional service, we promise to
advance solutions and next-level innovation.
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With over 45 years of experience,
DTCC is the premier post-trade

market infrastructure for the global
financial services industry

From operating facilities and data centers
around the world, DTCC, through its

subsidiaries, automates, centralizes,

and standardizes the processing of
financial transactions across the trade

lifecycle and mitigates risk for
thousands of institutions worldwide




We bring economies
of SCALE $2.37 QUADRILLION

securities processed in 2021

( FIXED:INCOME SETTLEMENT & EQUITIES
CLEARING ASSET SERVICES CLEARING
Processes $4.5 trillion Workds largest depository holds Clears 202 million Broker-to-Broker
per day in U.S. Government 1.39 million active U Sissues o e
aim‘gﬁﬁaﬂ'g’sﬂ ;T'[‘i’i‘l"i"gn worth 87 t"_'"'_““ Worth $2.02 trillion for
Mﬂ%ﬁg{?ﬂuﬁﬁe& S:Ef:;fmﬂﬂﬁ; 50+ Exchanges and Trading Venues
DERIVATIVES INSTHUTIONAL
REPORTING TRADE PROCESSING
Covers all asset classes and processes Processes an average of
16.5 billion messages annually for 3.3 million institutional frades daily

8,500+ firms globally

Our unique capabilities and decades of
60+ regulators across the globe have F?ﬁ;‘iddher:ﬂ”k no other market
. infras re can -
\ : COUNTRIES.

aws

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
S



Consequences of real-world disaster events

Application failure

Communication failure

Data center disaster

Building disaster |

Citywide disaster

Regional disaster
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National disaster (4 T,
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Multinational disaster ,.e‘-'. Se
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DTCC resiliency principles

01 Design for resilient
capabilities

02 Regional availability

O 3 Out-of-region
recovery

04 Operational
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SNOWFLAKE FEATURES

No single point of failure
Scalability on demand

Columnar, compressed data storage
Multi-cloud support

Time travel

Fail-safe

Replication and failover
Client redirect

SOC1and SOC2

Durability and availability SLA




What do we mean by business continuity?

Recovery Recovery
Identify critical applications point time

Disaster

Analyze business impact

Time

| Downtime |

Data loss

Create plan and objectives
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What is Showflake

« Data Warehouse built on top of cloud platform @
» Allows storage and compute to scale independently H

» A true data platform as a service H
- Handles infrastructure, optimization, data protection, and availability H

automatically

« Businesses can focus on using data and not managing it
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Snowflake architecture and AWS

Authentication & access control
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Preparing for different types of failures

Customer : : :
Accidental data corruption or deletion due to human error
error
Single inst 4
Ing e Instance Virtual machine fails due to hardware or system error
failure o
S ]
- (5°}
Zf)ne Loss of service availability in a single zone T g
failure é .
Re.glon Loss of service availability in multiple zones in a region
failure
Multi-region Loss of service availability in multiple regions of a \ 4

cloud provider

failure

aws
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Snowflake enables business continuity

POSSIBLE FAILURES AND HOW SNOWFLAKE MITIGATES THEM

aws
~—

Customer
error

Single instance
failure

Zone
failure

Region
failure

Multi-region
failure
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Snowflake features
Time travel
Fail-safe

Snowflake built-in redundancy
Triple-redundancy for critical services
Automatic retries for failed parts of a query

Snowflake built-in redundancy
Using Availability Zones on AWS

Snowflake features
Cross-region replication
Cross-region failover

Snowflake features
Cross-cloud replication
Cross-cloud failover




Snowflake replication at DTCC

Key stats . . .

- Live and incident-free since June 2020

- 42 petabytes replicated across regions
for over 30 DBs

- 350+ service accounts
— 400+ users

- 1,800 roles

- 300+ warehouses

- 15 applications running on it
- 700,000+ queries per day
— Participated in 15 DR exercises

_
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AWS and Snowflake services used

r

|DATA SOURCES
1

AWS Direct
Cdnnect

AWS 1AM
Kkms  Policy

Palicy  Rgle

I Model Artifact

LAM Cé?
Rele
Amazon ClaudWatch

R P

&

/train_model
Amazon EC2

Amazon S3

Amazon Simple
Quege Senice

PrivateLink

Snawpipe train_model()

&>

AWS
PrivateLink

Training

Features & Label EEE
[Wiew]

COPY INTO

Feature Engineering &

Raw Data

[Tables]

A,
e Storage Integration +
API Integration 0_.| Tri-secret Secure i

) External Stage
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Sentiment

Analysis Model
Training

Amazon SageMaker

“Madel Endpoint”
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APl fpredict
Galeway

predict_rt()

Data Enrichment
via Marketplace

Transformaticn

Prediction
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[View]
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Business continuity

aws
~—

CLIENT APPLICATIONS
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Recovery point
Near-zero data loss

Recovery time
Instant recovery

Database replication

Database failover

Account replication

Account Failover

Pipeline replication

Pipeline failover

Client redirect




Disaster recovery flow

«J b» Region: AWS_US_EAST_1
>4°§ Account Name: SNOWQA
Account Locator: SNOWQA

User Table

Role View
Sequence

Warehouse d

File format

1.1 Enable acct rep

1.2 Enable db rep

2.1 Replicate to DR

OUTAGE

3.1 Failover to DR

Resource
monitor
Procedure RECOVERY
Parameter
; 3.2 Reverse direction
Function
e — Schema 3.3 replicate to prod
Masking
Security ol
integration Row access
olic
Ml - 4.1 failback to prod
4.2 Reverse direction
4.3 replicate to prod
Storage
integration
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Region: AWS_US_WEST_2
Account Name: SNOWQA_AWS_US_WEST_2
Account Locator: SNOWQA

User

Role

Warehouse

Resource
monitor

Parameter

Database Schema

Security
integration

Network
policy

Shares

Sterage
: )

L

v

\{
o
A

%)
7

Table

View
Sequence
File format

Procedure

Function

Masking
policy

Row access
policy

1. DR setup
1. Enable account replication
2. Enable DB replication & failover

2. Pre-failover
1. Replicate to DR

Failover
Failover to DR
Reverse direction (DR to prod)
Replicate to prod

4. Failback
1. Failback to prod
2.  Reverse direction (prod to DR)
3. Replicate to DR

Replicated Not replicated



Account replication and failover groups

create failover group MY_FAILOVER_GROUP

object_types = ALL

# ( USERS
, ROLES

, ONWAREHOUSES

s RESOURCE MONITORS

, DATABASES

y NETWORK POLICIES

y INTEGRATIONS

, SHARES )

allowed_databases ALL
# (DBl, DB2, ... )

allowed_accounts = DTCC.SNOWPROD_AWS_US_WEST_2

replication_schedule 10 MIN
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WHAT
to replicate

WHERE
to replicate it

WHEN
to replicate

BENEFITS

Account object replication
Point-in-time consistency

Centralized governance

Flexibility

Cost effective

Ease of use

Requires business-critical edition



Pipeline replication Coming Soue

BENEFITS

Pipeline object replication

External stages
Storage integrations
Pipes

Idempotent loads after failover

. . . . History of copy and Snowpipe
Replay pipelines from last replication loads is replicated and prevents

point to fully recover data in idempotent duplicate loads
way (i.e., deduplicating data)
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Client redirect

REDIRECT CLIENT CONNECTIONS TO THE SECONDARY REGION WITH A SINGLE SERVER-SIDE COMMAND

BENEFITS

New connection URL
Can be failed over across regions and clouds

Supports all clients
SnowSQL, Python, JDBC, ODBC, Go,
Node.js, .NET, Snowflake Ul

Redirects instantly
Connections redirect within 30-45 seconds

Supports PrivateLink
- Private connections routed via customer’s DNS
- Customer creates & updates CNAME

Requires business-critical edition

CLIENT APPLICATIONS
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Seamless identity and user authentication

On premises IdP (ACTIVE
AD domain DIRECTORY)

Snowflake

Multi-factor authentication

Key pair

Use client redirect
to point to primary
Snowflake account

Snowflake OAuth
Snowflake Users and SAML Snowflake

account A integration replicated account B

External OAuth with account replication
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DTCC Amazon S3 Setup

dws

N7

Continuous
Data inflow

P
nl

S3-Bucket Data Files
(East)

. Notification
b |-

Notification |ngest
Processing
SQS Queue

Snowflake Account A

A\

Table

. Copy INTO
b
&l

. AWS East US 1
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l Continuous '
Dual D\ Data |nflow:
Write =
Data Files >3 Bucket
(West)

Notification

Ingest
SQS Queue

R Table

20



AWS PrivateLink connectivity from on premises
to cloud

dws
! Snowflake

f/-\"""—""‘
53 Policy (" Snowflake )

l—‘ VPC ID “\__External Stage
. DTCC S3 )

= @ - Mo Proxy r ::__
33 - AWS i " WS

Privatelink AWS4
EC2 l Prl'.'-.-.t.ELl ik

,fl_: e Snowflake
_ g internet, ¢ | | »
Squid e ',_EP Internal Stage
= \\ Snowflake 53

. vt Y

PrivateLink

Proxy
“*
AWS Direct
Connect

OnPrem Server
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App Rotation Model in Snowflake (sample
use case)

|- — Secondary

%? .% East

'd dtce-financeqgaf. privatelink.snowflakecomputing.com
dtece-riskgaf.privatelink.snowflakecomputing.com
West East &
Account Level Failover Group . '::\.@'

Users Database Level Failover Group 1
Roles, .

Warehouses

Replication from Primary to Secondary
Scheduled to refresh every 1 minute

Finance
Finance * App

Rates
Resource Monitors

Outbound SHARES (not Consumers)
Network Policies

dtcc-salesqaf.privatelink.snowflakecomputing.com

East West

Security Integrations

Database Level Failover Group2 * ':'Jﬁj .

Salesl
Sales2

Customer
-

Sale?.ﬁ.pp

*Non Replicated DB Ohjects By Native Replication dtcc-analyticsgaf. privatelink.snowflakecomputing.com .
Stages West East L
Pipes . .Q‘, C.
External Tables _@
Storage Integrations (Account Level Object) 1 Database Level Failover Group 3 I Analytics App
Analytics1

.

* Mon Replicated Objects will be handled via internal custom process
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Flexibility for different failover scenarios

Or you

can create

multiple

groups for
flexibility

ervices, Inc. or its affiliates. All rights reserved.
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Flexible for different failover scenarios

dws
E)

You choose
the replication
schedule for
each failover
group based
on the tier of
application

(

Snowflake account A
C= =93
'000,
K T X4
C= 9
[ @ [
[ |
-
C= =93
| |
&8,
\ BV /

S8
1881

DATA
CCCCCCC

. AWS East

10

60

2 @@

Snowflake account B

C = =93
:C]C]C]:
bR T
C =5 SN
I% |
[ |
] FinANCE g
= 9N
[ [
E8,
\ Y saes P4

S8
1881

DATA
CCCCCCC



Point-in-time consistency

Snowflake account A
. AWS East US 1
‘000 ‘000 ‘000 ‘000
Failover | | l | | | | |
I @ | I @ I | @ I | @ ]
group \_l_J \_l_J \_l—J \_l_l
Query <> < <> <> Secondary is
point-in-time
TIME O O O O O consistent with
o I I I the primary
r f N\ r r
Failover I 000, I 1 000, I 000, I I 000, I
I @ | I @ I ] @ I | @ |
group \_l_J - l J \_l_l \-l-J
Query "</> </> "</> “</>
Snowflake account B
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Connection global URL for application

rotation/client redirect

RISKQA EAST

(vpce-01234567789b-xxxxxxxx.vpce-svc-00099999999999d.us-east-
1.vpce.amazonaws.com)

Region connection URL:
riskga.us-east-1.privatelink

RISKQA WEST

(vpce-9876545452b5-yyyyyyy.vpce-svc-111199999999.us-
west-2.vpce.amazonaws.com)

Region connection URL:
riskqa.us-west-2.privatelink

— Primary
- Secondary

Connection URL finance: Connection URL sales:
dtcc-finaceqaf.privatelink dtcc-salesqaf.privatelink
r aee 1| oo o o0

Lo [ S

Sales — Primary

Existing apps Finance -
(Region URL) Primary (global URL)
(global URL) Sales1, Sales2,
rates, Finance2 customer
aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Connection URL analytics:
dtcc-analyticsqaf.privatelink

L X X L L N

_J

Existing apps
(Region URL)

Analytics -
Primary (global
URL) analytics



Replay missed data loads after DR

Ingestion Process

2. Register File e FEi
1. Pick Up File gisterti ‘ Filel
J o * File2
_ + File3

Reconciliation
On Prem / Cloud DB Process

3. Load|Data 4. Log|File Processed

S T e e N

I I |
____________________________________ | | ' [

| : ¥ Y - GE). i

G b ) 'l | = Data Register/Log :

| = ata Register/Log | ! _ — p Eil

: g | Table e, || : Replicate I — i Table rocessed File . :

: | » Filel, File2 I | L BT o

e m— - AL SO L S N et /

@ Aws East Us 1 ®
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App rotation for extended runs - Process flow

Setup Phase Recovery Phase
Stop ETL data load jobs DR validation m
l Start/resume ETL
Pause SF pipes/suspend data load jobs
tasks +
Start/resume replication | , .
l refresh (B > A) Run only if secondary up
Stop/suspend replication
refresh (A = B) ?

Resume pipes/tasks

*

Reverse DR config file

*

CNAME change (to B)

A

Run failover job
(B — Primary)

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Setup Phase

Stop ETL Data Load Jobs

A 4

Pause SF Pipes/
Suspend Tasks

l

Stop/Suspend Replication
Refresh (A>B)

Recovery Phase

DR Validation

!

Start/Resume ETL Data
Load Jobs

T

Start/Resum‘e Replication
Refresh (B>A)

1

Resume Pipes/Tasks

f

Reverse DR Config File

f

CNAME Change (to B)

T

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

A 4

Run Failover Job
(B - Primary)

*Run only if
secondary
up (Real DR)

Planned DR exercise — Process flow

Developing a disaster recovery runbook that can be run by the level 1 team

Fallback Phase

Stop ETL Data Load Jobs

\

Pause SF Pipes/
Suspend Tasks

v

Run Failover Job
(A - Primary)

v

CNAME Change (to A)

v

Reverse DR Config File

v

Resume I5ipes/Tasks

v

Start/Resume Replication
Refresh (B> A)

v

Start/Resume ETL Data
Load Jobs

v

DR Validation

€D




Monitor data refresh duration and lags

Monitor Job
(Autosy) NVOKES JOB
Runs every 15 minutes

~—— e =

1‘ SUCCESS YES ————

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Compares the refresh
duration for all refreshes
in that 15 min interval

Did refreshes meet
the SLA or P99 for
SYSID/Failover Group

'Raise Incident———»

Refresh Durations
Refresh Lags
P99 for SLA

Refresh Failures



Monitor replication

8/1/2022 8/31/2022 Environment Account Name Database Name
f1/2 f31f 2

Production All
— |

Refresh Statistics

Refresh Duration (Avg. Min. by Date) Lag (Avg. Lag by Date)

2.0

08/01
08/06
08/26

® ARl @DAP ®DPS @DRV @®DRV_ARCHIVE @DSW @ DWC @ DWR_NA @RFR @SFT

Data Transferred (MB by Date) Refresh Rate (Avg. Min by Date)
3K

08/05%
08/04

aws
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Replication orchestration

Primary (==) (== Secondary
Snowflake ~~}4 o ____ Snowflake
account —J€¢------------- K account

a

EAST ECSERVER WEST EC2 SERVER

AUTOSYS
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@ Develop code once and
deploy across the globe

@ Simplicity of design leads
to cost savings

o Centralized execution and
B__’B management of replication
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Benefits of Snowflake replication

and failover for DTCC

I

Consistency Speed
Automated syncing Completed in less than
across primary and 3 days as replication was
secondary accounts easy to set up, configure,

and cloud providers
removed operational
burden of manual
migration tasks

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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and carry out

Savings

~30% cost savings
over unloading and
transferring data
ourselves with
optimized transfer in
Snowflake replication

Collaboration

Partnership with
Snowflake team to
access and use a feature
in private preview



Key takeaways

Plan

Test

Automate

Measure
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Questions?

And feedback?
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Thank you!

Arjun Puri Sudha Gullapalli
apuri@dtcc.com squllapalli@dtcc.com
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Please complete the session
survey in the mobile app




