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Innovate with AWS and 
secure with CrowdStrike

S P O N S O R E D  B Y  C R O W D S T R I K E

Sr. Cloud Solution Architect – Alliances

CrowdStrike

Rob Solomon

Sr. Cloud Solution Architect – Alliances

CrowdStrike

P R T 2 7 5

Sam Herath
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Rehosted as-is on

public cloud

Lift and Shift 

Refactored applications

Containerized workloads,

Managed services

Microservices and 

infrastructure as code

Cloud-native microservices

IT SecOps

DevSecOps

Application security journey to public cloud
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Data Center

Perimeter security
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Security teams face increasing challenges

SHADOW IT

• Lack of visibility

• Unauthorized usage

• Unsecured assets

CLOUD 
COMPLEXITY

• Misconfiguration

• Security consistency

• Use of insecure APIs

RUNTIME 
THREATS

• Adversaries

• APTs/zero day

• Vulnerabilities

SKILLS SHORTAGE

• Complex security 
environment

• Lack of resources

• Rapid change
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Runtime 

security events

{ }

Development and 

supply chain concerns
Cloud 

misconfigurations

Cloud threat landscape
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Crowdstrike and AWS provide cloud security 

2022 CrowdStrike, Inc. All rights reserved.

Security

IN the cloud

Security 

OF the cloud
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Threat search MDR Incident Response Advisory

Services

Fusion

CrowdStrike Security Cloud

Lightweight agent

MobileCloudServers IoTContainersVirtual 
machines

Workstations

The Falcon Platform

Endpoint security Cloud security Threat intelligence Identity protection Security and IT ops

Data fabric

Orchestration

Falcon LTR APIs CrowdStrike StoreThreat Graph Intel Graph Asset Graph
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CrowdStrike

Security

Cloud

Threat Graph 

Threat Intelligence

Intel Graph 

Adversary data
Asset Graph 

Endpoint & Workload data

THE POWER OF THE SECURITY CLOUD

1 Trillion+
Events/Day

180+ Adversaries 
Tracked

135 Million
IOA Decisions/Min

1.5B+
Containers/Day



© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Agentless
Agent-based

EC2 and container 

workloads

AWS account

• Cloud Security Posture 

Management (CSPM)

• Cloud Infrastructure 

Entitlement 

Management (CIEM)

• Cloud Workload 

Protection 

(CWP)

• Falcon Sensor

• Image scanning 

Broad and deep security protection

Shift-Left
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Falcon cloud security

Platform built for continuous compliance and security

Cloud-native 
protection

CI
Build time

CD
Runtime

Shift left

Image assessment | RBAC | APIs

Workflows | Automatic remediations

Agentless
cloud security

CIEM

Misconfigurations

Visibility

Behavioral

Indicator of attack

Assets

Agent
runtime protection

VM | Containers | Serverless

Multi-OS

Hybrid cloud

Protection
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AWS compute services AWS services integrations CrowdStrike products

• Container workloads

- Amazon EKS
- Amazon ECS
- AWS Fargate

• Amazon EC2 instances, 
including Graviton

• Amazon WorkSpaces

• AWS Outposts

Public sector

All available in AWS Marketplace, a curated digital software catalog that helps you

find, test, buy, and provision software and data products

CrowdStrike is an AWS Partner

• AWS Control Tower

• Amazon EventBridge

• AWS Systems Manager

• AWS Network Firewall

• AWS PrivateLink

• AWS Security Hub

• AWS Developer Tools

• Falcon Endpoint Protection

• Falcon Cloud Workload 
Protection

• Falcon Horizon 

• Discovery

• CSPM

• CIEM

• US government 
compliance

• NIST framework 

• Falcon on AWS 
GovCloud
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CrowdStrike integrations 
with AWS services

Visibility
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Falcon Horizon, AWS Control Tower, EventBridge

AWS Control Tower

1. Create new accounts

2. Event rule triggers 

Horizon deployment

3. Accounts scanned 

automatically 5. Proactively detect misconfigurations 

and vulnerabilities

New account

New account

New account

EventBridge

4. Control Plane events 

stream into EventBridge
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GuardDuty

Indicators of compromise 

CrowdStrike-identified domains, 

IPs, and hashes

AWS Cloud

AWS Account 1

AWS Account 2

AWS Account n

Falcon 

Threat Feed

Premier threat feed

CrowdStrike intelligence for all 

AWS GuardDuty customers

Crowdsourced telemetry

Trillions of raw telemetry events 

processed daily

Falcon Intelligence and Amazon GuardDuty
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CrowdStrike integrations 
with AWS services

Shift-Left
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1. Define image 

policies

Amazon ECR

Container 

image
Container 

image

Container 

image

2. Connect 

image registries

Falcon CWP 

(image assessment)

3. Analyze and respond

Amazon ECR

Container 

image
Container 

image

Container 

image

Falcon CWP and Amazon ECR
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Falcon CWP and AWS CI/CD

Developer

AWS CodePipeline

AWS Cloud9

AWS 

CodeCommit

Falcon image 

assessment 

policies

SOURCE BUILD/TEST DEPLOY

AWS CodeBuild

Failed Success

Git repo
Amazon 

EKS

Amazon 

ECS 

Amazon 

ECR

Fargate

EC2
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CrowdStrike integrations 
with AWS services

Runtime
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Falcon Cloud Workload Protection and 
AWS Systems Manager State Manager

Systems Manager State Manager

Systems Manager distribution package

Targets

(associated through tags)

Amazon 

EC2

ASG

On install

CID is automatically retrieved

Falcon 

API

Systems 

Manager 

automation

CrowdStrike’s 

Systems Manager 

automation 

document

EventBridge

On uninstall

Host is automatically hidden 

in the Falcon platform

Triggers SSM document 

when EC2 is terminated

Invokes package 

installation

Install/uninstall 

Falcon agent 



© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Falcon CWP and Amazon EKS

Kubernetes 

Operator

Helm Chart

Pod

Amazon EKS

Pod

Falcon Linux Sensor

on EC2

Amazon EKS

Pod with Sidecar

Falcon Container Sensor

on Fargate

D
e

p
lo

y
m

e
n

t 
M

e
th

o
d

s

Container Protection at Runtime
Defends containers and Kubernetes 
applications against active attacks

Kubernetes Native Tooling
Plugs into your GitOps workflow

Container Drift Prevention
Enforces container immutability

| Kernel Mode

| User Mode
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Falcon Console landing page
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Detection detail and process explorer
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Additional detection detail



© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Events timeline
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Falcon CWP and AWS PrivateLink

Amazon EC2

AWS Cloud

Region

VPC

Amazon ECR Amazon EKS

Amazon ECS

PrivateLink
Falcon

Platform

Secure Connectivity

Maintain Compliance

Simplify Networking
Public 

Internet

Internet 

Gateway
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CrowdStrike integrations 
with AWS services

Response and remediation
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Private Subnet

Falcon API and AWS Security Hub

1. FIG connects to 

Falcon API events 

stream

Falcon Integration 

Gateway

AWS Cloud

Region

VPC

CrowdStrike

Falcon API

new msg

SQS Queue

Lambda

AWS Security Hub

new finding

3. Message formatted 

to match ASFF schema

2. FIG performs additional lookups against Falcon API data

4. Process and publish finding in 

Security Hub
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Falcon X Threat Intelligence and AWS Network Firewall

EC2

Firewall 

Rule

1. EC2 machine visits 

malicious domain

2. Detection created in 

Falcon platform

3. New finding added 

to Security Hub

4. SOC reviews finding 

SOC

5. SOC runs action in AWS 

Security Hub to add domain 

to block list

6. Security Hub triggers 

remediation Lambda via 

EventBridge

7. Firewall rule 

added

malicious 

website

AWS Network 

Firewall
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Falcon X Threat Intelligence and Amazon S3

Safe

Malicious

1. Objects are 

uploaded to an S3 

bucket

2. Each upload triggers 

Lambda to evaluate

3. Upload file to Falcon X 

Sandbox for analysis

4. Retrieve scan 

results and assess 

results5. Delete malicious file from 

S3 bucket

6. Generate a 

Finding in AWS 

Security Hub
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CrowdStrike Delivers Security 
Across the Entire Cloud 

Lifecycle

Image Security
Shift-Left CICD security, Registry 

integration

Container Orchestration & Health
Kubernetes protection, 

Rogue Container Detection, Container Drift

Visibility
Single view of security posture 

across cloud estate

Run-Time
NGAV & EDR for Compute, Container and Serverless

Control Plane
Only IoAs for cloud misconfigurations in industry

2022 CrowdStrike, Inc. All rights reserved.

Falcon Cloud Security

key takeaways
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Thank you!

Please complete the session 
survey in the mobile app


