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Every company is a technology company
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Application Security in a Digitally Transforming 
World

• Developers, developers everywhere!!!

• DevOps and Rapid Iteration

• Cloud Native Applications – Infrastructure IS code
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Scale: Developers & Security

Source: (ISC)2 Cybersecurity 

Workforce Study, 2021

Security

32M 4 + 3M

Developers

Source: Understanding the Significance of the 

Worldwide Developer Forecast, 2020–2025: Part-

Time Application Developers Lead Growth
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Scale: Developers & Security

Developers

DevOps

Sec

100:10:1Source: Gene Kim

10 Tips for Integrating Security Into 
DevOps, DZone
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Speed: Rapid Iteration

System Requirements

Software Requirements

Analysis

Program Design

Coding

Testing

Operations

YOU

ARE

HERE
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Speed: Rapid Iteration

DevOps/AgileWaterfall
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Pre-cloud
Require IT Security Solutions

App Code
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Digital Transformation

Code Vulns

Known Vulns

Bad Config

Unpatched OS

Open Ports

Cloud
Require Application Security Solution

Dev

IT/Op

Scope: Cloud turns IT into App Services
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Shifting Left is Not Enough
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There is no Left in a Loop

DevOps/AgileWaterfall
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Dev-First Security



© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Dev-First Security
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Dev-First Security
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Hosted by

Guy Podjarny

President and Founder, 

Snyk

devseccon.com
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4 Steps to a Dev-First 
Security Program

1. Change the ownership
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DevOps requires dev-first security

Empower developers to build applications securely within the entire 

development process 

Empower 

developers

Enable 

security 

team 
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“When you’re pushing production 

dozens of times a day, there’s no way 

you’re going to review all of those 

things.”

Douglas DePerry

Director, Product Security

Datadog

Scaling Security with Developers
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“Instead of focusing on doing all of the 

things, we really want to focus on how do 

we give our engineers the tools that they 

need to take ownership of security.”

Brendan Dibbell

Application Security Engineer Team Lead

Toast

Security Ownership
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4 Steps to a Dev-First 
Security Program

1. Change the ownership

2. Design for Developers
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Developers FixSecurity Audits

What’s the goal?
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CI/CDGit/Repo

Traditional/PaaS

Serverless

Production

Registry

deploy

Security 

gate

IDE & CLI

Test, fix, 

monitor

build

Kubernetes

Monitor & Alert

submit

Test, fix, 

monitor
Test & fix

DevSecOps: Continuous 
Security, Integrated 
throughout DevOps
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“It’s meeting people where they are and 

trying to integrate with existing 

workflows of how people do their job, 

making things easy and safe by default.”

Andy Steingruebl

Chief Security Officer

Pinterest

Meet the Developers Where They Are
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4 Steps to a Dev-First 
Security Program

1. Change the ownership

2. Design for Developers

3. Bring the cloud into appsec
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The Developer’s View

Code

IaC

Container

Open Source

The modern application
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Code

Code

Open Source 

Dependencies

Containers

Infrastructure

as Code

Source code 

management
CI/CD Registries

Cloud

Cloud native apps require a unified view of 
apps and cloud together
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“I suppose the boundary between application and infrastructure 

cloud is obviously looser than it was before, because you’ve got 

infrastructure defined as code and application teams often 

managing and deploying that themselves.”

Nick Vinson

DevSecOps Lead

Pearson

Securing the Whole Application
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“Containers are essentially just processes. But sometimes, people 

come with this idea that because they kind of look and feel a bit 

like a virtual machine, maybe they are a virtual machine. They’re 

not. They’re much, much closer to just being regular processes.”

Liz Rice

Chief Open-Source Officer

Isovalent

Securing the Whole Application
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4 Steps to a Dev First 
Security Program

1. Change the ownership

2. Design for Developers

3. Bring the cloud into appsec

4. Develop your champions
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Embedded

Enthusiastic

Empathetic

Security Champions
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“When I think about security champions and successful 

models, it’s either where out of engineering or 

development teams, you actually identify several folks 

that are responsible for security.”

Rinki Sethi

Vice President and Chief Information Security Officer

Twitter

Security Champions
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“When we say a security champion for us, 

it’s a person who is actually responsible for 

taking over some of the day-to-day security 

work.”

Brendan Dibbell

Application Security Engineer Team Lead

Toast

Security Ownership
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4 Steps to a Dev-First 
Security Program

1. Change the ownership

2. Design for Developers

3. Bring the cloud into appsec

4. Develop your champions



© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Story Time!

Omar Peerzada

Cloud Security Architect

Neiman Marcus
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CodeBuild
or various others

CodeCommit 
or various others

Production

Dev First Security Integrations 

with AWS

Amazon ECR

deploy

Security 

gate

Any 
Source Code Editor

Test & fix
Test, fix, 
monitor

Amazon EKS

Test & Monitor

buildsubmit

Test, fix, 

monitor

Test, fix, 

monitor

CodePipeline
or various others

Ticketing

AWS Lambda

Amazon 

Inspector
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Leverage your existing billing 

mechanisms with AWS to 

purchase Snyk software on the 

AWS Marketplace 

● Spend your allocated AWS 

budget 

● Streamline procurement 

● Enjoy flexible payment 

options with your preferred 

channel partner

● Try Snyk for FREE!

Available on the AWS Marketplace
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Thank you!

Please complete the session 
survey in the mobile app

Ravi Maira

Snyk

Omar Peerzada

Neiman Marcus


