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Agenda

What is SSRF?

Recreating the event

What did AWS tell us?

How do we get AWS and wire data into Splunk?

What did we see with Splunk?

What next?
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What is a server-side request forgery?

Normal web request

Manipulated web request

Vulnerable web 

application

Public subnet

169.254.169.254

Amazon EC2 instance metadata
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Why is SSRF potentially bad?

• Over 100 million individuals affected

• End user customer data exfiltrated

▪ Credit card information

▪ Social security Information

▪ Bank account numbers

• PII (name, address, zip, telephone, mother’s maiden name)
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Recreating the attack

Discovery Escalation Persistence
Data 

exfiltration

T1190/T1199

SSRF

T1078

AWS Lambda 

execution exploit

T1078/T1136

Account creation
T1074/T1537

Public bucket
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Discovery
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Escalation
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Output of the Lambda function
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Persistence
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Data exfiltration/resource abuse
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What tools were used?

• W3AF – this found the original code exploit

• Kali Linux – for obvious things

• DigitalOcean – for external access

• PACU – https://github.com/RhinoSecurityLabs/pacu (offensive security for AWS)

https://github.com/RhinoSecurityLabs/pacu
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AWS shared responsibility model
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AWS shared responsibility model

CUSTOMER DATA

PLATFORM, APPLICATIONS, IDENTITY & ACCESS MANAGEMENT

OPERATING SYSTEM, NETWORK & FIREWALL CONFIGURATION
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ENCRYPTION AND
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AUTHENTICATION

SERVER-SIDE 

ENCRYPTION

(FILE SYSTEM 

AND/OR DATA)

NETWORKING 
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COMPUTE STORAGE DATABASE NETWORKING
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SOFTWARE

HARDWARE/AWS GLOBAL

INFRASTRUCTURE

Customers have

their choice of

security

configuration

IN the cloud

AWS is

responsible for

the security OF

the cloud
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AWS Security Hub event
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Amazon GuardDuty event
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AWS CloudTrail data



© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

What didn’t pop?

• Amazon CloudWatch

• Amazon VPC Flow Logs

• Amazon S3 access logs (although increase in S3 access was noted after exfil)

• AWS Config rules

• Amazon Inspector
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Getting data in

• Getting data in has historically been a pain

▪ Too many different types of data

▪ Too many different versions of that data 

• Editing configuration files and spending hours on regex

• Data changes without notice
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Data manager
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How data flows from AWS to Splunk

CloudTrail

Amazon VPC 

flow logs GuardDuty Security Hub CloudWatch events

Amazon SQS

Amazon Kinesis

Data FirehoseDNS logs

Amazon 

EventBridge

CloudTrail

Amazon VPC 

flow logs

Splunk Enterprise 

SecurityFinding Finding

Compliance checks
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GDI for non-AWS 
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Splunk Security Operations Suite ingests AWS 
data sources across common security use cases

USE CASES  

Security monitoring

Compliance and data 

privacy

Advanced threat 

detection

Incident investigation and 

forensics

Insider threat

detection

Incident response

Fraud analytics and 

detection

SOC automation
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Splunk and application-added telemetry
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Remember this CloudTrail data from 
just a few slides ago?

We’ve added the timing of the event to 
see when the actual “user creation” and 
other indicators occurred

We see that the first event that 
Security Hub, GuardDuty, and other 
AWS data alerts for was at 12:35 AM 
on 4/9/2022

Let’s add some Splunk Stream/Apache 
data to the mix
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1.5 hours between initial intrusion 

and “something” happening that 

would otherwise generate an alert
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Wire data
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Add in Splunk Enterprise Security (ES)

• Add SSE and ESCU – both specifically detect for AWS-only data

• Set up rules to track stream/web usage of the metadata endpoint

• 169.254.169.254 in URI redirects

• Large amount of hits to */security-credentials/*

• Alert on Lambda creation/deletion in short amounts of time

• Utilize new cloud security dashboards to keep an eye on changes in 
your environment

• If you’re bringing in Amazon VPC Flow Logs or Stream, use the 
network traffic analyzers and protocol analyzers in ES
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GuardDuty

Detection Visibility Analysis Correlation Decisions                   Actions

Findings updated with analysis, actions, results, etc.

Amazon 
Inspector

Amazon 
Macie

CIS AWS 

Foundations 

Benchmarks

Automated cloud security incident response
E N D - T O - E N D  S E C O P S  B Y  C O M B I N I N G  A W S  S E R V I C E S  W I T H  S P L U N K  O F F E R I N G S   

Detection Visibility Analysis Correlation Decisions                  Actions

Third party 

(on AWS)

Third party 

(on AWS)

Data sources (cloud + hybrid)

Security Hub
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Takeaways

• Splunk can help supplement AWS data

• Remember the AWS shared responsibility model

• Wire and application data are just as important

• Web application firewalls – thank you!

• Please test your code

• Be meticulous with your IAM strategy

Learn more about the collaboration between AWS and Splunk

aws.amazon.com/partners/aws-and-splunk/

•

https://aws.amazon.com/partners/aws-and-splunk/
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Thank you!

Please complete the session 
survey in the mobile app

Tom Smit

linkedin.com/in/tsmit50/

smitty@splunk.com

https://www.linkedin.com/in/tsmit50/

