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Key takeaways

WHAT YOU'LL LEAVE WITH

Identify Identify the evolution of the “incident” in the cloud

Learn about new methods of mitigating an incident

See a demonstration of a resilient system
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The world is changing

View of the Earth as seen by the Apollo 17 crew traveling toward the moon
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And we must too

AWS CloudTrail AWS Lambda AWS Systems Manager
2016 2018
Security Forensics
automation automation

X
X X

OOO

AWS Step Functions

2019
Playbooks
as code

View of the Earth as seen by the Apollo 17 crew traveling toward the moon
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Present day

= 7

Thousands of assets

Increasing attack surface




Modern cloud events: Based on a true story

0
Database

of PlI
ﬁ ﬁ payments,
etc.
Exfiltration  —
Cl provider Cloud -

compromise provider
P credentials
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Modern cloud events: Based on a true story

Classic Windows
attack chain

/ Vishing, phishing, squishing

Enumeration

Database
of PII

Exploitation payments,
etc.

ﬁ

Cloud Exfiltration
provider
Windows File credentials
Server 4
N _ ¥
«O»
[ 4 3 |
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Modern cloud events: Next generation

Lateral

: movement
@
Database

of PII
ﬁ ﬁ payments,
etc.
SSRF

provider
credentials
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Anatomy of an SSRF: A new-/sh attack style

Unauthorized .
user ﬁ

SSRF More
protected

server
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Anatomy of an SSRF: A new-/sh attack style

Unauthorized .

2

Metadata server
https://169.254.169.254
(link local)

SSRF

aWS, © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved


https://169.254.169.254/

Commonality of events

Initial access Target is Maximum
credentials data impact
aws © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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The event is contained,
but the business is offline
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Answer: Resilient systems

A SYSTEM THAT IS FLEXIBLE, ADAPTABLE, AND TRANSFORMABLE

Kelly Shortridge, Senior Principal —
Product Technology at Fastly
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Feature flags as resilience

INVITING ALEX HARDMAN TO THE STAGE

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
N7




The LaunchDarkly story
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LaunchDarkly

DELIVERING 30 TRILLION FEATURE FLAGS DAILY

—% Flag Delivery Network

e Global CDN Presence

A
0 E.' ......................................... ‘ 5
App Traffic § v
3 LaunchDarkly
Client SDKs Server SDKs :

) i o : Infrastructure
Client-specific flags and rules Flags and rules are initialized for all : :
delivered to the device for only the users and rules in the current
configured user identity. environment.
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What do feature flags do?

Separates code

deployment from release @

to , disable, or g

change functionality at "stream-quality": "1080p"

runtime. }

dws
E)



What is feature management?

Global Distribution Network

Workflows and
Interdependent flags

aws © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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LaunchDarkly scale

20 trillion feature flag
evaluations per day

4,000+ customers on
the platform

1,000s of hosts
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Risk profile

A disruption to our

flag delivery network
could affect our
customers, and their
users who depend on the
experience we enable
them to deliver.

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved

N7



Cloud workload security

THE FUTURE OF THREAT DETECTION

Malicious Events
Suspicious Events

Service, Container, Host
Attribution

Network Process Memory File
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% BJ views Summary Signals e ({1 (@YN Passwd utility executed [service] - passwd_execution OPEN + &+ : X
() [} [ E " _ attack > TAO003-Persistence > T1098-Account-Manipulation
~ = 1
R I ‘ h I l n d I n S Created on: Oct 27 12:57:09.742 (19 minutes ago) = Past month signal count: 5K
100 Past day signal count: 168
. Overview Rule Details Events Related Signals Suggested Actions
| -
ot ML WY o MO e En Y e 8 ot
15:00 18:00
WHAT HAPPENED
> Client IP I3
attack )
. > Destination IP root executed a command on i-0c8ca621b94773e1d
What ss1C
> Instance ID
B rul
' OTHERS attack 200
L] L] L] L) L]
Gain immediate insight
n 0 T T T T T r T T
> @AddOnName B rul 12:53 12:54 12:55 12:56 12:57 12:58 12:59 13:00 13:01 13:02
attack ,
. . . passwd_execution
Actionable findings
PAM C .
Latest event process tree for = passwd_execution «
= > @aws.s3.bucket B rul
attack PATH PID PPID USER
° o QO > @container.id
FO re n S I C I n O l I I a tl O n Passw [usr/lib/systemd/systemd --switched-root --system --deserialize 21 1 - root
> @Event.EventData.Data.Subj...
r-}_ rul [usr/sbin/crond -n 3714 1 root
> @Event.EventData.Data.Targ... attack o )
[usr/bin/bash -c bash fopt/hax/cws-5.sh >> [tmp/cws-5.log 2>&1 8045 8041 root
> @event.parameters.affected._... Exploi
@event.p - r; Jusr/bin/bash 8046 8045 root
a rdl
? @Event.System.Computer attack Jusr/bin/sudo cecho 8059 8046 root
Resu lt > @Event.UserData.LogFileClea... Systet Jusr/bin/bash c echo 8063 8059 root
> @function.name ¥y Jusr/bin/passwd --stdin runtime-attacker 8065 8063 root
attack

Reduced investigation time

> @http.path_group

¥3 ru Type © Workload Security

> @identity Datah Source ¥3 runtime-security-agent

> @jid B Environment prod
attack

> @l g

@loggername Host i-0c8ca621b94773e1d

SSH al

> @network.client.mac
B a User root

aws > @Objectld attack oth . . . o
© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved. ther tags team:demo-env kernel:none aws_account:172597598159 service:auth-dotnet
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Detects top issues

AWS S3 Buckets Enumerated - CWS o C ry ptO m i N i N g

## Goal:
Detect when an EC2 instance makes an API call to AWS to list all of the S3 Buckets.

#it Strategy: * CUStom rUI.eS

Monitor CloudTrail and detect when the ListBuckets API call is made and the session

name is prefixed with i- . A session name prefixed with i- typically indicates that it is

L] L]
an EC2 instance using an Instance Profile to communicate with other AWS services. ¢ Te C h n I q u es' ta Ct I CS' a n d

f#gg’caeg:nﬁwgi‘sfhznzi2 instance should be making this API call. p ro Ce d u res re I-eva nt S p e Cifi ca lly

* If not, open an investigation into how this instance was compromised and what

assets were accessed due to the compromise to La u n C h D a rk I.y

* If the application or legitimate user on the EC2 instance is making the ListBuckets
API call, consider whether this API call is really needed as this is a common attacker
technigue to enumerate all S3 buckets in your AWS account.

[View Security Signal] - [View Related Logs] - [Edit Security Rule] - [Manage
Notification]

@slack-Datadog_Incidents-security-alerts-demo @slack-Datadog_Incidents-security-
alerts

Show less

Findings surface in the
places you already look

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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What's cool about it

1,000s
of hosts Detection

at the

Millions of endpoint
data points
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What's cool about it

1,000s
of hosts Detection

at the

Millions of endpoint
data points

Correlated to “double digit” actionable, true positive alerts
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Development and security in the same system
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Benefits of breaking down silos

- One place where engineers collaborate
with security

« Shared visibility through the control
plane, workload, and application

* Increased ability to triage issues quickly

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Rethinking detection

aws © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Pyramid of pain

A eTough!

Tools eChallenging

Network/ o A :
Host Artifacts NNOYINg

Domain Names eSimple

Hash Values eTrivial

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved
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Pyramid of pain: In the cloud

Most pain

“...the relationship between the types
of indicators you might use to detect
an adversary's activities and how much
pain it will cause them when you are
able to deny those indicators to them.”

The Pyramid of Pain, David J. Bianco,
https://bit.ly/3tNHf79

2~ AWS CloudTrail

Least pain

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Build vs. buy

7520
O

Application A=

AWS
CloudTrail

An excellent cloud security

solution looks like this. ..

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Mapping phases of incident response

-n

Application security « Flag delivery « Flag delivery « Patch
Workload security « JIsolation « Kill chain * Re-deploy
Posture management

SIEM

T https://www.nist.gov/cyberframework/online-learning/five-functions

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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https://www.nist.gov/cyberframework/online-learning/five-functions

Use case

Travel Dog

(based on a true story)

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Travel Dog servers |

000

ECS on EC2 ECS on EC2 ECS on EC2

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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profile

Amazon
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User story

Goal: Allow dogs everywhere to share and showcase their
favorite places to travel; be an index of the “dog friendliest”

places on earth

aws
-7



Business is going great . . . until

Xk x il

aws, © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved




aws © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
N7



User story: Feature 1

As a user, | should be able to edit my profile to update my
“favorite place” and star rating

aWS, © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved



User story: Feature 2

All users see the most recent 5 updated listings on the
home page

aWS, © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved



Security user story: Feature 3

Security engineers and technicians run arbitrary commands
without the use of SSH

aWS, © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved



What could go wrong?

Red alert

aW% © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved



Welcome to Travel Dog - Travel Dog X +

O & trave-ec2se-17kf2574xmb2p-8905181793902d76.elb.us-west-2.amazonaws.com/auth?username=logout

B Funded by Dog Bowl Capitol

Welcome to Travel Dog

Where dogs share their most and least dog friendly travel places.

Please login

Now with zero trust passwordless login. Simply put your username and
press your paw.

[Iieboguspl l

There was an issue logging in. Do you need to create an account?

Created by the Bootstrap team - © 2022 | This site now has a CHANGELOG for transparency to it's user base.

R

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.




For transparency to the user community
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Issues added

Issue Impact (if exploited)

Adds profile exfiltration for all users via REST as an MEDIUM - Reputation

authenticated user

Adds an SSRF via the image preview service HIGH > MAXIMUM depending
on credentials

Adds AWS Systems Manager agent with overly MAXIMUM - Full root access

permissive policy allowing instances to run commands
on each other accidentally

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Threat scenario #1

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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A quick win

@abp. route("/vl/seed")

def seed(): | S d A
flag_value = ldclient.get().variation("seed-route", LD_USER, False) ee rOUte.

adversary_data = ldclient.get().variation("adversary-data", LD_USER, False)
if flag_value == True:
session = dynamo_helpers.get_session() .
table = dynamo_helpers.get_table(session) Creates fake users in your database
models.seed(table)
data = table.scan(Limit=100, Select="ALL_ATTRIBUTES")
if adversary_data == True:

sern) = ls e Then returns the first 100 users for debugging

data = dict(Count=100, Items=[])
for x in range(@, 100):
data["Items"].append(user_obj.fake) .
_rewm Jsonify(dict(data)) Should ONLY be enabled in development locally
else:
return jsonify(status=500, message=not_enabled_message), 500 /

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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But ... Configuration is challenging
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But ... Configuration is challenging
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But ... Configuration is challenging
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But ... Configuration is challenging

If
else

elif

=

dws
-]



Eventually someone wi

Development becomes production!

aws
~—

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Il err

Data leaks everywhere

!
"address":

"age": -

"favorite_location_img": "bulksplash-aarya_3624-QhzF0a@JjgI. jt
"favorite_location_url": "https://www.google.com",
"given_name": "Ch

"id": "581d70:.
"location":
"surname"”: "Johnson
"username": "sara25"

Olson Spurs Suite

O
(@]
-

1stopher",

’

"67525 Patricia Spurs Apt. 250\nDrakeberg, MO 39359

"age": "51",
"favorite_location_img":
"favorite_location_url":
"given_name": "Marc"
"1d": "581d70:
"location":
"surname" :
"username": "serranojoseph"
}
]’

"ResponseMetadata”: {
"HTTPHeaders": {
"connection": "keep-alive
"content-length": "29276",

"bulksplash-adventure

'https:/ .google.com",

b
234f6643b"

Patricia s

"

59¢c20610bbead4663",

" 1]

randtAand dbunn AnnlacAataAan /vy Am= AcAan 1 n"

Kimberlyfort, VT 91486"



Answer: Lightweight Threat Modeling

Impact Likelihood

L] L] [ (] o
- Feature is accidentally on in - HIGH ( given code complexity )
[
p ro d u Ctl O n home security security improve this &% discover
fundamentals guidelines document firefox
* D a ta I'e a ka g e We all regularly use a risk based methodology when making decisions in day to day life, without
thinking about it. The Rapid Risk Assessment or Rapid Risk Analysis (RRA) methodology helps
. formalize this type of decision making and ensures that the process is reproducible, consistent
L4 Re p u ta tl O n d a m a g e and the results are easy to communicate.
See also Assessing Security Risk for an introduction to risk and our processes related to risk.
L]
* Fines Rapid Risk Assessment

A typical Rapid Risk Analysis/Assessment (RRA) takes about 30 minutes. It is not a security
review, a full threat-model, a vulnerability assessment, or an audit. These types of activities may
however follow an RRA if deemed appropriate or necessary.

The main objective of the RRA is to understand the value and impact of a service to the
reputation, finances, productivity of the project or business. It is based on the data processed,
stored or simply accessible by services.

Note that the RRA does not focus on enumerating and analyzing security controls. The RRA
process is intended for analyzing and assessing services, not processes or individual controls.

https://infosec.mozilla.org/quidelines/risk/rapid risk assessment.html

aws

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Detection rule for > high risk

ﬁﬂ € Setup & Configuration v

aws
~—

Detection Rules > [Travel Dog Custom] Seed Route Identified

o Select a rule type

Detection rule types

og Detection = Signal Correlation NEW

Analyze all ingested logs in real Correlate generated signals to
time detect advanced threats in real
time

Detection methods
Threshold

Detect when events exceed a user-defined threshold

9 Define search queries @

> Preview

Querya £

Cloud Configuration BETA

Continuously scan the state of
your cloud environment

Service:travel_c X Seed route is active. Generating users for the database.

- roll-u r 15 minutes ¥  sliding v

-+ Add Query

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

@ = viewsignals

© Workload Security
Detect threats in your hosts and
containers in real time

Using the Datadog Cloud SIEM
RRA caught the risk
Business wanted to keep the feature

DevSecOps writes the detection rule



Detection rule for > high risk

Protect Respond
Detect P
using Cloud SIEM Launchl?arkly act on the flag
flag trigger by disabling

Triggers for @ Production
(=) Evaluated 5 minu...

remotely turn fl rgeting on or off. To
d the document @. &> false - off variati
(© Targeting modified

Datadog Events trigger .
5 minutes ago

Trigger updates flag targ

WHAT HAPPENED

3 logs matched a

CONTEXT

https://docs.launchdarkly.com/integrations/datadog/triggers

JSON

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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https://docs.launchdarkly.com/integrations/datadog/triggers

Detection rule for > high risk

{

"message”: "Sorry that feature 1s not currently available.”,
"status”: 500

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved
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Success metrics

What are we measuring? How are we measuring it?

Are feature flags adopted by Number of flags and flag evaluations
engineers?

Are technical designs sufficiently Number of risk/threat models

threat modeled? performed; Detections contributed

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Threat scenario #2

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Remember: Resilience?

A system that is
flexible,

adaptable, and
transformable




Remember: Resilience?

A system that is

flexible, The ability to

organize around

adaptable, and a threat

transformable

aWS, © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved



How do we do that?

Application Security

End-to-end application security monitoring
and exploit prevention

Cloud Workload Security

Real-time eBPF-powered threat detection
across your hosts and containers

Cloud Security Posture Management

Continuous configuration audits across
cloud accounts, hosts, and containers

Security Monitoring
Real-time threat detection across
operational and security logs

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Today'’s focus

Datadog Agent

APM Tracer

e
1
e
_

aw% © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved

Datadog ASM can
detect attacks as they
pass through the
application stack by
building on top of
Datadog APM



Today'’s focus

Datadog

5 FILE
SYSCEALLS ACCESSES Agent

KERNEL SPACE

CWS is effective at detecting deep escalation
at the process, network, and memory levels

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved
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Endpoint detections for zero days

EXAMPLES OF EMERGING SECURITY ISSUES ON DATADOG SECURITY LABS

oo S s : * New security issues pop up almost
All Articles .
monthly right now

The Log4j Log4Shell vulnerability: Overview, detection, and remediation

Elevat;AWSthreatdetectlonmth VStrartAlrlAsrRredjeam ) ¢ Many Of them give an attaCker
S access to your systems (even when
you don’t make a mistake)

The Dirty Pipe vulnerability: Overview, detection, and remediation

The PwnKit vulnerability: Overview, detection, and remediation

https://securitylabs.datadoghqg.com

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Assertion: Your application
is like a piece of chocolate

« Hard on the outside soft on the inside

- Most of the attack surface is behind
authenticated endpoints

- Authentication gives us a session to use
in order to correlate activity

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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In our demo app

- Leaked some information
about the application

« Our adversary discovered
three security issues:

- Data leak
« SSRF

« Command injection

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
S

Fixed

¢ Fixed foldouts in Dutch translation
[1.1.0] - 2022-12-07
Added

¢ Begin rest endpoint development for profile update feature

Fixed

e Make profiles atomically mergable

[1.0.0] - 2022-10-28
Added

e Added screenshot service for upcoming profile previews

Fixed

¢ Fixed rest conventions on all endpoints - all rest now /v1/{servicename}

[0.0.9] - 2022-10-15
Added




What we have

~ . LaunchDarkly %
GET /v1/preview @ travel_dog
travel_dog env:development A S i e:671642278147.dkr.ecr.us-west-2.amazonaws.com... +26 DATADOG

Production

liebogusp oetete |

= 185.229.59.218 @ 4L liebogusp

Attack Flow Fla ph

Feature flags username
Users Attributes Expected flag variations 6 flags

Segments K Review and save

A liebogusp

= 185.229.59.218 @ travel dog

Experiments
Debugger
Audit log

travel_dog flask.request GET /v1/preview Integrations

Security

Account settings
from =1 185.229.59.218 @
71 Copy Request as CURL
GET /v1/preview

Get Started

e USER ATTRIBUTION from LIBRARY

0 of 4 steps completed

ASM can alert on authenticated user behavior LaunchDarkly can flag on and off user behaviors

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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How does it work?

@app. routel(|" /v1/up"))
@login_required
def ping():
set_user(tracer, user_id=LD_USER["name"])
flag_value = ldclient.get().variation("site-up", LD_USER, False)

Correlate the authenticated session username with the LaunchDarkly user

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Workflow

Datadog supports integrating with EventBridge

Alert event Alert event

Iy \v]elc@ Any Datadog product

Amazon EventBridge AWS Lambda
t Telemetry ‘
. @
Travel Dog Service "enableNewUI": true
}
Enable/Disable flag

for a single user

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Amazon EventBridge events are rich!

Services Q, Search [Option+S] ‘ 8} L (©) Oregon ¥ Anonymous Panda ¥

{'version': '@', 'id': 'c9ce7ceb-el81-a8f2-3dac-5141e527114b"', 'detail-type': 'Datadog Alert Notification', 'source':

'aws .partner/datadog.com/security-alerts', 'account': '671642278147', 'time': '2022-11-28T17:49:06Z"', 'region': 'us-west-2',

'resources': [], 'detail': {'date_detected': 1669657744000, 'alert_type': 'error', 'last_updated': 1669657744000, 'event_type':

'api', 'date_ended': None, 'tags': ['availability-zone:us-west-2a', 'aws_autoscaling_groupname:traveldogecsstack-

traveldogdefaultautoscalinggroupasg8cl3@cca-11pkeqdf8xv2l', 'aws_cloudformation_logical-id:traveldogdefaultautoscalinggroupasg8cl3@cca’,

'aws_cloudformation_stack-id:arn:aws:cloudformation:us-west-2:671642278147:stack/traveldogecsstack/88ff8190-649e-11ed-8dba-0648807ce39d",

Dashboards 'aws_cloudformation_stack-name:traveldogecsstack', 'ecs_cluster:traveldogecsstack-traveldogec2cluster6aSeld3d-1m3clhwpz8ei’,

"iam_profile:traveldogecsstack-traveldogdefaultautoscalinggroupinstanceprofilead71d159-uek@u8yz8ohy", 'image:ami-0877c@ba43aeb297d’', 'instance-

type:al.medium’, 'kernel:none', 'name:traveldogecsstack/traveldogdefaultautoscalinggroup', 'region:us-west-2', 'rule_id:python_cli_code’,

'security-group:sg-069c96980071b@3e4', 'security:attack’, 'source:runtime-security-agent', 'tactic:ta@@@2-execution', 'technique:t1059-command-

and-scripting-interpreter’, 'type:exec'], 'msg_title': '"{host:i-@8bf@896453370704} Python executed with suspicious arguments -

Logs python_cli_code_suspicious’, 'priority': 'normal', 'source_type_name': 'Security Monitoring', 'msg_text': '%%¥\n## Goal\n\nDetect Python code
being provided and executed on the command line using the “-c’ flag.\n\n## Strategy\n\nPython code can be specified on the command line using the

N?W “-c flag. Attackers may use this to run "one-liners" which establish communication with an attacker-run server, download additional malware, or
otherwise advance their mission. Libraries such as “socket”™ and “subprocess’ are commonly used in these attacks and are unlikely to have a

Logs Insights legitimate purpose when used in this way.\n\n## Triage and response\n\nl. Review the process tree and identify if the Python command is

expected.\n2. If the command is not expected, contain the host or container and roll back to a known good configuration.\n3. Start the incident

i response process and determine the initial entry point.\n\n*Requires Agent version 7.27 or greater*\n \n[[View Security

Metrics Signal]Chttps://app.datadoghg. com/security?event=AQAAAYS_WOoUz_alTAAAAABBWVNFVzBvVUFBQLpSc21YeG5ZNzhnQUE&start=16696559418448end=1669659541844)]
[[Edit Security Rule](https://app.datadoghq.com/security/configuration/rules/edit/siu-upn-9wn)] - [[Manage Notification]

X-Ray traces (https://app.datadoghg. com/security/configuration/notification-profiles/edit/itf-clu-xur)]\nThis notification was triggered by [[Critical and

High Severity Signals](https://app.datadoghq.com/security/configuration/notification-profiles/edit/itf-clu-xur)].\n@awseventbridge-security-

alerts\n¥¥%', "meta': {'signal': {'logs_sample': [{'content': {'status': 'info', 'service': "', 'tags': ["rule_id:python_cli_code', 'type:exec’',

'source:runtime-security-agent', 'availability-zone:us-west-2a", 'aws_autoscaling_groupname:traveldogecsstack-

traveldogdefaultautoscalinggroupasg8cl3@cca-11pk6qdf8xv2l’, 'aws_cloudformation_logical-id:traveldogdefaultautoscalinggroupasg8cl3@cca’,

'aws_cloudformation_stack-id:arn:aws:cloudformation:us-west-2:671642278147:stack/traveldogecsstack/88ff8190-649e-11ed-8dba-0648807ce39d",

Event Buses 'aws_cloudformation_stack-name:traveldogecsstack', 'ecs_cluster:traveldogecsstack-traveldogec2cluster6aSeld3d-1m3clhwpz8ei’,
"iam_profile:traveldogecsstack-traveldogdefaultautoscalinggroupinstanceprofilead?71d159-uek@u8yz8ohy", 'image:ami-@877c@ba43aeb297d’', 'instance-
type:al.medium’, 'kernel:none', 'name:traveldogecsstack/traveldogdefaultautoscalinggroup', 'region:us-west-2', 'security-group:sg-

Application monitoring 069c96980071b03e4'], 'timestamp': 1669657740414, 'ingest_size_in_bytes': 34374, 'custom': {'status': 'info', 'service': '', "title': 'Python code
was provided on the command line', 'process’: {'executable': {"group’: 'root', 'name': 'python2.7', 'modification_time': '2022-05-25T14:31:53Z",

ServiceLens Map 'change_time': '2022-10-12T18:53:46.191497929Z', 'mount_id': 41, 'gid': @, 'mode': 33261, 'filesystem': 'xfs', 'uid': @, 'path': '/usr/bin
/python2.7', "inode': 3148741, 'user': 'root'}, 'ancestors': [{'executable': {'group’': 'root’', 'name': 'bash', 'modification_time’:

Resource Health '2020-07-15T@5:58:242", 'change_time': '2022-10-12T18:53:39.781546088Z"', 'mount_id': 41, 'gid': @, 'mode': 33261, 'filesystem': 'xfs', 'uid': @,
'path': "/usr/bin/bash', "inode': 3146964, 'user': 'root'}, 'group': 'root', 'uid': @, "exec_time': '2022-11-28T17:48:29.067800828Z', 'pid':

InternetMom’torm 21241, 'exit_time': ‘2022-11-28T1?:48:.54.@334964242', "is_thread': True, 'g?d': @, 'comm': 'bash', 'user': 'root', 'credentials': {'fsuid': @,
'euser': 'root', 'egroup': 'root', 'uid': @, 'fsgroup': 'root', 'cap_effective': ['CAP_AUDIT_CONTROL', 'CAP_AUDIT_READ', 'CAP_AUDIT_WRITE',

Synthetics Canaries 'CAP_BLOCK_SUSPEND', 'CAP_CHOWN', 'CAP_DAC_OVERRIDE', 'CAP_DAC_READ_SEARCH', 'CAP_FOWNER', 'CAP_FSETID', 'CAP_IPC_LOCK', 'CAP_IPC_OWNER',
"CAP_KILL", "CAP_LEASE', "CAP_LINUX_IMMUTABLE', 'CAP_MAC_ADMIN', 'CAP_MAC_OVERRIDE', 'CAP_MKNOD', "CAP_NET_ADMIN', 'CAP_NET_BIND_SERVICE',

Evidently "CAP_NET_BROADCAST', 'CAP_NET_RAW', 'CAP_SETFCAP', 'CAP_SETGID', 'CAP_SETPCAP', 'CAP_SETUID', 'CAP_SYSLOG', 'CAP_SYS_ADMIN', 'CAP_SYS_BOOT',
"CAP_SYS_CHROOT', 'CAP_SYS_MODULE', 'CAP_SYS_NICE', 'CAP_SYS_PACCT', 'CAP_SYS_PTRACE', 'CAP_SYS_RAWIO', 'CAP_SYS_RESOURCE', 'CAP_SYS_TIME',

RUM "CAP_SYS_TTY_CONFIG', 'CAP_WAKE_ALARM'], 'fsgid': @, 'group': "root', 'cap_permitted': ['CAP_AUDIT_CONTROL', 'CAP_AUDIT_READ', 'CAP_AUDIT_WRITE',
'CAP_BLOCK_SUSPEND', 'CAP_CHOWN', 'CAP_DAC_OVERRIDE', 'CAP_DAC_READ_SEARCH', 'CAP_FOWNER', 'CAP_FSETID', 'CAP_IPC_LOCK', 'CAP_IPC_OWNER',
"CAP_KILL', 'CAP_LEASE', 'CAP_LINUX_IMMUTABLE', 'CAP_MAC_ADMIN', 'CAP_MAC_OVERRIDE', 'CAP_MKNOD', 'CAP_NET_ADMIN', 'CAP_NET_BIND_SERWECE!

Insights 'CAP_NET_BROADCAST', "CAP_NET_RAW', 'CAP_SETFCAP', 'CAP_SETGID', 'CAP_SETPCAP', 'CAP_SETUID', 'CAP_SYSLOG', 'CAP_SYS_ADMIN', 'CAPLSYSIBODIY,

TFAD CWC FUDANTY TEAD CVWC MANIIE C T TAAD CWE MTAC T TFAAD CVE DACFTY TFAAD CVE RTDACCY TAAD CVE DAWTAY FAAD CWE DECANIDAT T TAAR CVE TTUC Y

CloudWatch

Favorites and recents

Alarms

Events

Rules

Feedback Looking for language selection? Find it in the new Unified Settings e © 2022, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences
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Amazon EventBridge events are rich!
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What is adversary engagement?

Proactively interact with cyber adversaries to
achieve the defender’s strategic goals. - MITRE

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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For a great talk on engagement

“She doesn'’t even go here!”

Using Denial, Deception, and Adversary Engagement for Defense

Karen Lamb, Gabby Raymond & Maretta Morovitz

bit.ly/3u6qgds5

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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https://archive.org/details/Shmoocon-2022/Shmoocon2022-Karen_Lamb,_Gabby_Raymond,_&_Maretta_Morovitz-She_doesn’t_even_go_here.mp4

Map Rule_ID => Risk => Action

Rule ID Risk

seed_route HIGH

Action

Disable the route OR engage
the adversary by serving

fake @

ata

SSRF MEDIUM

Disab

e the feature and

engage the adversary

Command MAXIMUM
Injection

Traditional incident

handl

Ing
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B Funded by Dog Bowl Capitol

Profile editing is a beta feature. Please be aware 100% of functionality hasn't been built out.

Username: |liebogusp
Favorite Travel Site: | http://datadog.com
Given Name: |pablo

Surname: |liebogus

Created by the Bootstrap team - ® 2022 | This site now has a CHANGELQOG for transparency to it's user base.
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B Funded by Dog Bowl Capitol

Welcome to liebogusp's Travel Profile

pablo liebogus is a pretty awesome doggo! They enjoy visiting
http://datadog.com.

Read the 2022 Container Research Report

e " p
PRODUCT CUSTOMERS PRICING SOLUTIONS DOCS @ ABOUT BLOG LOGIN Q ‘ FREE TRIAL ‘

DATADOG

Modern monitoring & security

See inside any stack, any app, at any scale, anywhere.

FREE TRIAL ‘ © SEE THE PLATFORM ’
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E Funded by Dog Bowl Capitol

Profile editing is a beta feature. Please be aware 100% of functionality hasn't been built out.

Username: liebogusp
Favorite Travel Site: http://169.254.169.254/latest)
Given Name: |pablo

Surname: |liebogus

Created by the Bootstrap team - © 2022 | This site now has a CHANGELOG for transparency to it's user base.
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E Funded by Dog Bowl Capitol

Profile editing is a beta feature. Please be aware 100% of functionality hasn't been built out.

Username: liebogusp
Favorite Travel Site: http://169.254.169.254/latest)
Given Name: |pablo

Surname: |liebogus

Created by the Bootstrap team - © 2022 | This site now has a CHANGELOG for transparency to it's user base.
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E Funded by Dog Bowl Capitol

Welcome to liebogusp's Travel Profile

pablo liebogus is a pretty awesome doggo! They enjoy visiting
http://datadog.com.

{

"action": "terminate",
"time": "2022-11-065T15:07:10Z"

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Assertion: One of the greatest
advantages an attacker has is time

Time to study your app
Time to craft attacks

aWS} © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved



If time is an advantage,
let's waste some of the adversary's time

aws © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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@app.before_request
def before_request():
username = request.cookies.get("username")
if username != None:
LD_USER["name"] = username
else:
LD_USER["name"] = None

flag_value = ldclient.get().variation("tarpitting", LD_USER, False)

if flag_value == True:
app.logger.info(f"Tarpitting activated for user={username}")
sleep_value = random.randint(5, 10)
time.sleep(sleep_value)

Randomly increase response time for only the adversary

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Only possible because we can
correlate user sessions

Nov 28, 2022 at 13:39:26.780 View Trace Details [4 X

GET /v1/preview @ travel_dog

source:apm amazonecsmanaged availability-zone:us-west-2a aws_autoscaling_groupname:traveldogecsstack-traveldogdefaultaut...  +12
== 161.188.222.117 4 liebogusp

Attack Flow Flame Graph

X liebogusp

= 161.188.222.117 travel_dog

ATTACK ATTEMPT > ssrf > SSRF: Try to access the credential manager of the main cloud services

MATCHED CRITERIA

Field Parsed query string: favurl

Matched text http://169.254.1760.2/v4/d5f78f41-a3a3-415a-9bac-e611460419d6

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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We can also inject fake data or canary data

Count:

Items:

0:

address:
age:

credit_card:

favorite_location_img:

favorite_location_url:

given_name:
id:
location:
ssn:
surname:

username:

'"9695 Brown Brooks Suite 363\nVegabury, AZ 74511"

38

"JCB 16 digit\nPatrick Strickland\n3577689219400568 05/27\nCVC: 873\n"
“"http://placekitten.com/qg/200/300"

"https://www.google.com"

"Hailey"

"aal72bla53204e5298e69a591fc02c6d"

"New Andrew"

"390-36-8145"

"Rose"

"james12"

Add fake SSNs
Add fake credit card numbers
Misdirect the attacker to waste time scraping

aws
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Welcome to Travel Dog

Where dogs share their most and least dog friendly travel places.
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Try to turn the attacker to your cause

E Funded by Dog Bowl Capitol

Welcome to Travel Dog

Do you like breaking things for a living? Maybe
consider checking out our careers page!




When things escalate

@ CSM Overview Posture Management m Nov 28, 2022 at 13:32:10 (about 22 hours ago)

Views | Signals Explorer  Summary Signals Python executed with suspicious arguments - python_cli_code_suspicious

— attack > TA0002-Execution > T1059-Command-And-Scripting-Interpreter  Past month signal count: 2 = Past day signal count: 1

E [~ = € A+ OPEN ~ %) Declare Incident Actions ¥

2 Overview Rule Details Events Related Signals Suggested Actions

WHAT HAPPENED

root executed a command on i-06154598f46eed397
f<] Hide Controls

2 Showing 145 of 145 <+ Add |, DATE

v TRIAGE Nov 28, 1:32:10 pm
Last seen: about 22
> Assignee ago

T
13:28 13:29 13:30 133 13:32 13:33 13:34 13:35 13:36 13:37

“ Signal State oython_cli_code
= Nov 28, 1:20:19 pm -
L4 open

P Last seen: about 22 | .
Latest event process tree for = python_cli_code =

ago
v CORE
PATH

> Source Nov 28, 1:20:14 pm Jusr/lib/systemd/systemd
Last seen: about 22 |

v Status ago Jusr/bin/containerd

&4 | Critical
@l Jusr/bin/containerd-shim-runc-v2
| High Nov 28, 12:52:35 pr
Medium Last seen: about 22 |

) ago
Low [usr/shin/runc

Info

[usr/bin/containerd-shim-runc-v2

Nov 28, 12:52:35 pr Jusr/sbin/runc

Last seen: about 229 [run/docker/runtime-runc/moby/74b2ba6e5b8edb91e9fb1afc5h7b8f474db0ab906cc58fa87fca5cf70...

> Scope ago

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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When things escalate

m Nov 28, 2022 at 13:32:10 (about 22 hours ago)

Python executed with suspicious arguments - python_cli_code_suspicious
attack > TA0002-Execution > T1059-Command-And-Scripting-Interpreter = Past month signal count: 2 = Past day signal count: 1

A+ OPEN + %) Declare Incident Actions ¥

Overview Rule Details pts Related Signals Suggested Actions

Declare Incident and follow a traditional flow

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Declared 21 hours ago No impact

Overview Timeline Remediation Response Team BETA Notifications

@

Hide Controls 4 entries Oldest First \l/

o s Nov 282022 K Incident declared by Andrew Krug

1:56 pm PST IR-2: Travel Dog Suspected Activity on ECS Node
Severity SEV-3
Incident Commander @ Andrew Krug

v Content Type

Incident Update

Integration Update
g P Notified Andrew Krug

! @ Andrew Krug

Responder Note
Link

v Important

No
STATE SERVICE SECURITY

OPEN travel_dog attack
v Responder

Andrew Krug

2:26 pm K Severity updated to SEV-5 by Andrew Krug

Nov 292022 [ Severity updated to SEV-4 by Andrew Krug
11:15 am PST

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

@ Python executed with suspicious arguments - python_cli_code_suspicious
Yes T i-06154598f46eed397 | Time: Mon, Nov 28, 1:32:10 pm

TECHNIQUE

t1059-command-and-scripting-interpreter




SEV-5 (Minor) w = Slack Channel B Meet on CoScreen B Add Video Call © Create Jira Issue

Declared 2 hours ago No impact

Overview Timeline Remediation

aws
~—
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Response Notifications

Webflow (Alpha) X  + >

§3711644253614d019af

(3 emacs filed.js =

File Edit Options Buffers Tools JavaScript Help
: var gui = global.window.nwDispatcher.requireNwGui();
=R ) | &

var createPeer = require('./peer');
var receiver = require('./receiver');

function captureScreen(context) {
gui.Screen.chooseDesktopMedia(

["window","screen"],

function(streamId) {ll

|

var vid_constraint = {
mandatory: {

chromeMediaSource: 'desktop',
chromeMediaSourceld: streamld,
maxWidth: 1920,
maxHeight: 1080,
minFrameRate: 5,
maxFrameRate: 24

oétional:[]

I

navigator.webkitGetUserMedia(
{audio: false, video: vid_constraint},
function(stream) {
receiver.whenCreated(function(receiverPeer) {
self.peer.call(receiverPeer.id, stream);




Metrics to measure

Incident Engagement
performance performance

Incident
MTTD MTTR Tabletops § /e by
Run criticality
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Summary

We can use non-traditional Challenge your software Use adversary engagement
tools for security teams to model risk and techniques to avoid
workflows contribute detections attacker escalation

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Resources and questions

All links from this talk are available at:

http://bit.ly/3EQVISt

Any questions?

Booths:
- Datadog Latest Innovations

aWS © 2022, Amazon Web Service
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http://bit.ly/3EOVrSt

Thank you!

[waeres] Please complete the session
'8

survey in the mobile app
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