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Agenda

Challenges for security teams

Cloud-native applications

Shifting security left

Securing clouds and runtimes

APIs and orchestration



© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

The asks of security teams

Runtime 
protection

å

VisibilitySpeed Automation

Cloud-native applicationsCollaborative security

Security 
posture
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Cloud-native applications
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Cloud-native applications 
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Cloud-native applications: Lifecycle

Build Release Run

Version

Dependencies

Code

Environment

Build

Configuration

Events

APIs

Immutability

Security at every stage, at every layer
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Securing cloud-native applications at scale

Codebase per 

application, built to be 

continuously delivered

Running on cloud 

with thousands of 

containers

Hundreds of deploys across 

applications, every day
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Security best practices:
Build to run
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Security in the build room

Security shifts left

Dependencies

Code

Application

Pre-build Post-build

Build

Version

Container

Application

Base image

Frameworks and 
tooling

Layer security controls 

• Identify all repositories, code bases

• Software packages and dependencies 

• Scan for risks, exposure, and vulnerabilities

Empower developers to build securely

• Framework for pre-build to post-build security

• Tooling to help developers 

• Scan and audit across deployments to promote
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Runtime security at the speed of the cloud

Securing container runtimes

• Short-lived, elastic environments

• Scale and volume of events 

• Variance in infrastructure and orchestrators

• Immutable infrastructure and builds

• Tooling to monitoring container runtimes

Run

Events

APIs

Immutability

Cloud and 
container

Continuous 
assessment 

Drift 
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Securing the cloud in cloud-native applications

App

Cloud 
configuration

Dev

Dev

Prod

Test

Deployment

Infrastructure 

as code

Infrastructure 
services

Managed services
Abstract 
services

Varied security responsibilities

Cloud environment

Empower cloud teams to move quickly

• Shared responsibility models

• Visibility into cloud services

• Governance and compliance regulations

• User and identity management

Empower security teams to scale

• Build threat models for cloud services

• Standardize risk scores and assessments

• Layer preventive and detective controls 

• Policy as code for continuous assessments

• Automation for SOC/IR teams
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Shifting security left
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Falcon CWP and AWS CI/CD

Developer

CodePipeline

AWS Cloud9

CodeCommit

Falcon image 

assessment policies

SOURCE BUILD/TEST DEPLOY
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Amazon ECS 
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Falcon CWP and Amazon ECR

1. Define image policies

Amazon ECR

Container 

image
Container 

image

Container 

image

2. Connect all your Amazon 

ECR registries to Falcon CWP

Falcon CWP 

(image assessment)

3. Analyze and respond to hidden malware and 

vulnerabilities from outdated libraries and identify 

misconfigurations, all from a single dashboard 

across all your environments

Amazon ECR

Container 

image
Container 

image

Container 

image
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Securing AWS accounts
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Falcon Horizon, AWS Control Tower, and 
Amazon EventBridge

AWS Control Tower

1. Customer creates new accounts

2. Event rule triggers to deploy 

Falcon Horizon across new accounts

3. Scan accounts to discover cloud 

resources and configurations

5. Proactively detect cloud-specific misconfigurations and 

vulnerabilities, eliminating security threats across your 

environments from a single-pane-of-glass view

New account

New account

New account

Amazon 

EventBridge
4. Events stream into Amazon EventBridge 

to provide visibility into the control plane
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Falcon Intelligence and Amazon GuardDuty

Amazon 

GuardDuty

Indicators of compromise 
Amazon GuardDuty relies on the feed of IOCs 

provided by CrowdStrike that includes 

malicious domains, IP addresses, and hashes

AWS Cloud

AWS Account 1

AWS Account 2

AWS Account N

Falcon Threat 

Intelligence Feed

Premier threat feed

CrowdStrike provides the intelligence feed 

that powers the threat detection services 

for customers of Amazon GuardDuty

Crowdsourced telemetry
Trillions of raw telemetry events are processed 

per day through CrowdStrike’s Threat Graph to 

identify new threats in real time
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Securing cloud environments

Least privilege management

• Users, roles, and their permissions

• Identity hygiene – activity and policy

• Overly permissive policies

• Behavioral detections for identities

• Dashboards

Analyzing identitiesCloud Infrastructure Entitlement Management (CIEM)
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Securing cloud 
environments

Detect anomalous behavior in cloud

• Identify risks with just API activity

• 60+ IOAs for cloud environments

• Identify reconnaissance and post-exploit activity

• Severity scores to improve confidence of alerts

• Mapped to MITRE ATT&CK TTPs

Indicators of Attack (IOA)

Indicators of Attack (IOA) for cloud
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Securing runtimes on 
AWS compute
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ContainersContainersContainers

Securing runtimes

Secures both worker nodes and containers Serverless containers

Falcon containerLinux sensor

Container engine

Operating system

ContainersContainersContainers

Containers
Falcon 

container

Kubernetes Pod

Events

Policies

Operating system

Falcon stubDocker

Operating system

ContainersContainersContainers
Falcon Linux 

Sensor 

DaemonSet
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Falcon CWP, Amazon EKS, AWS Fargate

Kubernetes 

operator

Helm chart

Pod

Amazon EKS

Pod

Falcon Linux Sensor  |  Kernel mode

Running on Amazon EC2

Amazon EKS

Pod with sidecar

Falcon Container Sensor  |  User mode

Running on AWS Fargate

Deployment 

methods

Runtime protection
Defends containers and Kubernetes 
applications against active events using 
AI/ML and IOAs to protect against 
known and unknown, zero-day events

Native tooling
Using native tooling, such as Kubernetes 
operators and Helm charts to secure your 
applications easily at scale

Container drift prevention
Enforces container immutability by 
detecting new binaries created and 
executed inside containers
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Falcon CWP and AWS PrivateLink

Amazon EC2

AWS Cloud

Region

VPC

Amazon ECR Amazon EKS

Amazon ECS

AWS PrivateLink

AWS Cloud

CrowdStrike

platform

Secure connectivity
All communications to the CrowdStrike 
platform traverse through the AWS 
backbone instead of public internet to 
reduce exposure to external threats 

Maintain compliance
Customers operating in financial, 
government, and healthcare sectors have 
strict governance around sensitive data

AWS PrivateLink helps ensure data stays 
on the Amazon network where the 
necessary controls are already in place

Simplify networking
Remove the need for firewall rules, 
specific route table entries, and 
expensive internet gateways to 
simplify your network architecture

Public internet

Internet 

gateway
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Automation and 
orchestration
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Automation

• API first, built on a cloud-native platform

• OAuth2-authenticated API endpoints 

• Access swagger files and API docs

• Integrations with cloud provider services

• Extend via workflows and webhooks

• FalconPy: Python SDK for Falcon 

APIs and orchestration integrations
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Falcon Intelligence and Amazon S3

Safe

Malicious

1. Objects are uploaded 

to an S3 bucket

2. Each upload triggers 

AWS Lambda to evaluate

3. Upload file to Falcon 

X Sandbox for analysis

4. Retrieve scan results 

and assess results

5. Delete malicious 

file from S3 bucket

6. Generate a finding 

in AWS Security Hub
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Private subnet

Falcon and AWS Security Hub

1. FIG connects to 

Falcon API to request 

list of available streams

FIG

(Falcon Integration Gateway)

AWS Cloud

Region

VPC

CrowdStrike

Falcon API

New message

Amazon SQS 

queue AWS Lambda

AWS Security 

Hub

New finding

2. FIG creates opens a connection each 

available event stream

As CrowdStrike receives new events, 

they are immediately posted onto the 

stream for consumption

4. Format the payload to 

match ASFF schema and 

publish message

3. As detections are received, FIG performs additional lookups 

against Falcon API to confirm the device is deployed on AWS

5. Reviews detection to identify region 

and maps the instance by MAC address 

before creating a new finding
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Falcon X and AWS Network Firewall

Amazon EC2

AWS Network Firewall

Firewall rules

1. Amazon EC2 machine visits 

a malicious domain that’s not 

in current firewall rule

2. Detection is created 

in CrowdStrike

3. New finding is 

added to AWS 

Security Hub
4. SOC reviews 

new finding 
SOC

5. SOC runs action in AWS Security 

Hub to add domain to block list

6. AWS Security Hub sends finding 

details to Amazon EventBridge, 

which triggers Lambda for 

remediation

7. Update firewall rule 

with malicious domain 

Malicious website
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Summary

Cloud-native apps

Challenge traditional 
security tools

Shifting left

Collaboration and 
tooling to work with 
dev teams

Layered security

Security needs to 
be built in from 
build to run
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Thank you!

Please complete the session 
survey in the mobile app

Sameer Vasanthapuram
sameer.vasanthapuram@crowdstrike.com

Justin Harris
Justin.harris@crowdstrike.com


