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Agenda

Challenges for security teams
Cloud-native applications
Shifting security left
Securing clouds and runtimes

APls and orchestration
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The asks of security teams

teihili Security
Speed Visibility BT

Collaborative security
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Cloud-native applications
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Cloud-native applications

Three-tier web app Cloud-native applications

~ ~
/ \ Web
application
Single Monolith APIs router Event-

process based

Backing
j services
\\ Cloud /
infrastructure

o

Single large team Multiple two-pizza teams
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Cloud-native applications: Lifecycle

Build Release Run

Events

Version

Dependencies

T —

Code

Immutability

Security at every stage, at every layer
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Securing cloud-native applications at scale

Hundreds of deploys across
applications, every day

=T, I
@

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
N7

Codebase per
application, built to be
continuously delivered

Running on cloud
with thousands of
containers
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Security best practices:
Build to run
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Security in the build room

Build

Container

Version

Application

Frameworks and

Dependencies )
tooling

Base image

Application

Pre-build Post-build
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Security shifts left

Layer security controls

« Identify all repositories, code bases
« Software packages and dependencies
« Scan for risks, exposure, and vulnerabilities

Empower developers to build securely

« Framework for pre-build to post-build security
« Tooling to help developers
o Scan and audit across deployments to promote



Runtime security at the speed of the cloud

Securing container runtimes

Short-lived, elastic environments

Cloud and

Events container

Scale and volume of events

Variance in infrastructure and orchestrators

Continuous

assessment Immutable infrastructure and builds

Tooling to monitoring container runtimes

Immutability

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
)



Securing the cloud in cloud-native applications

Varied security responsibilities

Empower cloud teams to move quickly

Shared responsibility models

Visibility into cloud services

Governance and compliance regulations
User and identity management

Deployment Cloud environment

'pp L

Empower security teams to scale

Build threat models for cloud services
Standardize risk scores and assessments
Layer preventive and detective controls
Policy as code for continuous assessments
Automation for SOC/IR teams

Infrastructure

as code
T—

-loud _

guration
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Shifting security left
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Falcon CWP and AWS CI/CD

SOURCE BUILD/TEST DEPLOY
: /> :
CodePipeline —>.
: Amazon
Git repository : : EKS
e :
> </> > —> —
: : : E Amazon
CodeCommit f CodeBuild ECR
.
: : . AWS Fargate/
Developer : - ; Amazon ECS
AWS Cloud9 : . M .
- : Falcon image >
Failed assessment pol|C|es s
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Falcon CWP and Amazon ECR

- Amazon ECR
ECR registries to Falcon CWP

—> o (o) o
Container Container Container

image image image gég 69 5 1
19

aloarab i y sty

Chiteal vabrabittms. Aty explited s inerabi s Malware

[ ST— [ ————

Falcon CWP
(image assessment)

—

91
- Amazon ECR O

Veloacabitie by CVSS score

L — }' :;
1. Define image policies X
I ; o o o 3. Analyze and respond to hidden malware and
\ [ /\<\ /\(\ /\<\ vulnerabilities from outdated libraries and identify
v . : . .
X misconfigurations, all from a single dashboard
Container Container Container across all your environments
image image image
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Securing AWS accounts
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Falcon Horizon, AWS Control Tower, and
Amazon EventBridge

AWS Control Tower

1. Customer creates new accounts

2. Event rule triggers to deploy

Falcon Horizon across new accounts EEEEEEErT— I:IO

3. Scan accounts to discover cloud
resources and configurations
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New account

New account

H
@)
New account

4, Events stream into Amazon EventBridge

_________________________________ 'S ‘ \ Amazon

EventBridge

to provide visibility into the control plane

\ 4

Assets configured 1 be pubicly availabie from publc nternat Activtes expasing sssets 1 be accessible from puble rtaroat

5. Proactively detect cloud-specific misconfigurations and
vulnerabilities, eliminating security threats across your
environments from a single-pane-of-glass view



Falcon Intelligence and Amazon GuardDuty

CIVEN AWS Cloud
p
—>
Falcon Threat Amazon
Intelligence Feed GuardDuty
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AWS Account 1

AWS Account 2

AWS Account N

Premier threat feed

CrowdStrike provides the intelligence feed
that powers the threat detection services
for customers of Amazon GuardDuty

Crowdsourced telemetry

Trillions of raw telemetry events are processed
per day through CrowdStrike's Threat Graph to
identify new threats in real time

Indicators of compromise

Amazon GuardDuty relies on the feed of I0Cs
provided by CrowdStrike that includes
malicious domains, IP addresses, and hashes



Securing cloud environments

Cloud Infrastructure Entitlement Management (CIEM) Analyzing identities

Overvie w AWS A
= Cloud Providers v  Account v  Region v
Privilege Escalation (I0A) Persistence (I0A) Enumeration (I0A) Lateral Movement (I0A) o o
Least privilege management
Trend by I0A Attack Type 90 Days Most Recent Behavior Policy Violation
. . .
100000 Sovrty  poly e v o Users, roles, and their permissions
T @ High  TestPolicy 1831 bmvzbu Jun. 6, 2022 11:54:46
___— . . o o .
o /' ® @ Hish  S3bucketconfiguredwith.. 96 cgbxgt Jun. 6,2022 T1:54:46 ° I d e n t I ty h yg I e n e _— a ct I V I ty a n d p O ll cy
°
40,000 /./ .\. ‘ Medium  S3 bucket configured with ... 76 taajvb Jun. 6, 2022 11:54:46
. . o« o
o R R S e Overly permissive policies
3 <® — ==\ /\
S GFZ @ Medium EC2instance configured wi.. 38 lyamce Jun. 6, 2022 11:54:46 . . R . .
0 2 01/0: 01/02/2022 01/05/2¢
O @lCaseioncy O @il @ Medium ECRrepository setting (tag.. 28 fogeaa Jun. 6,2022 1154:46 o B e h a VI O ra l d ete Ct I 0 n S fo r I d e n t I tl e S
MFA Violation (IOM) Foreign User Access ... Stale Accounts (IOM) Credential Policy Violation (IOM) Least-Privilege Violation (IOM) ° D a S h b 0 a rd S

9 14 31 /3 o3
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Score - Crit

ol

Aug. 31, 2022 12:56:32

Aug. 31, 2022 12:44:40

aws
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Indicators of Attack (I0A) for cloud

CloudTrail logging disabled

983981931117

@ Hish

High

Defense Evasion

Number of events: 1

Aug. 31, 2022 12:56:32

Resolve

dk-go/142.25 (go.

Resolve

Pattern Details

The cloudtrail:StopLogging, cloudtrail:DeleteTrail, or cloudtrail:UpdateTrail API was used to disable CloudTrail logging. If Rccount

preceded by successful recon activity (DescribeTrails, ListTrails, GetEventSelectors, or GetTrailStatus) or followed by any .

Severity:
successful activity then the alert has higher confidence Y
Confidence:

Description Tactics:

An AP was invoked that indicates an attempt to evade CloudTrail logging. This may mean a trail in CloudTrail has been deleted, e [inalt Dafonsss Disabla Cloud Logs
has had its logging disabled, or has had its configuration updated to log fewer event types. This type of activity indicates the

beginning of an attack, where an adversary disables CloudTrail logging before performing their attack so that defenders have a

difficult time trying to trace the malicious activity.

Remediation Plan

Step 1. Re-enable CloudTrail as soon as possible.

Step 2. Use CloudTrail Event History to identify any API activity that happened during the duration of CloudTrail being disabled

to ensure no malicious activity took place.

Attack Type:

Defense Evasion

Defense Evasion via Impair Defenses: Disable Cloud Logs

Event - DeleteBucket
Event ID Event type Event source Event category Region Recipient Account ID
64de7a17-1399-43d6-9dc2-173311c6de06 AwsApiCall s3.amazonaws.com Management us-east-1 983981931117
History

1

Asg. 31, 2022 12:56:32

°

& User

Account User name Latest session time Source IP MFA authenticated Access key ID

983981931117 samvas-pentest Aug. 31, 2022 12:56:32 165.225.243.30 = AKIABKGPEXJWZLMUQPQK

o= :;:;t [APN/1.0 HashiCorp/10 Terraform/11.2 (+https://www.terraform.io) terraform-provider-aws/3.710 (+https/registryterraform.io/pr

Defense Evasion via Impair Defenses: Disable Cloud Logs

Event - DeleteTrail

Event ID Event type Event source Event category Region Recipient Account ID

3d32-4218-95ca-3¢541e9d7bf¢ AwsApiCall cloudtrail. com us-east-1 983981931117

Request

{"name": "my-cloudtrail-trail-2"}

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Securing cloud
environments

Indicators of Attack (I0A)

Detect anomalous behavior in cloud

o ldentify risks with just API activity

« 60+ IOAs for cloud environments

« lIdentify reconnaissance and post-exploit activity
« Severity scores to improve confidence of alerts

« Mapped to MITRE ATT&CK TTPs



Securing runtimes on
AWS compute
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Securing runtimes

Linux sensor Falcon container

conanas - conanas
.
B o

Kubernetes Pod

I Falcon
4Eve—njcs'> container
Policies
- Falconstub

Secures both worker nodes and containers Serverless containers
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Falcon CWP, Amazon EKS, AWS Fargate

Falcon Linux Sensor | Kernel mode

Running on Amazon EC2

i . Amazon EKS

e i — > e
= i : 2§ o
i i 5 F T T ;
i | i Pod Pod i
| Kubernetes !
oo =T Y o
Deployment : Falcon Container Sensor | User mode
methods !
: L, Running on AWS Fargate
. HELM | ;
i p Amazon EKS :
i He[m Chart i i ....................................... . ...... i
S | [ (o |
i " Pod with sidecar i
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Native tooling

Using native tooling, such as Kubernetes
operators and Helm charts to secure your
applications easily at scale

Runtime protection

Defends containers and Kubernetes
applications against active events using
Al/ML and IOAs to protect against
known and unknown, zero-day events

Container drift prevention

Enforces container immutability by
detecting new binaries created and
executed inside containers



Falcon CWP and AWS PrivatelLink

Secure connectivity

All communications to the CrowdStrike
éy.v_g AWS Cloud platform traverse through the AWS
backbone instead of public internet to
reduce exposure to external threats

E - @ Maintain compliance
Public internet Customers operating in financial,
government, and healthcare sectors have
strict governance around sensitive data
l AWS PrivateLink helps ensure data stays

on the Amazon network where the
necessary controls are already in place

Internet

CAWEN AWS Cloud
S

gateway

Amazon EC2 Amazon ECS

Amazon ECR Amazon EKS

Simplify networking

Remove the need for firewall rules,
> specific route table entries, and
expensive internet gateways to
simplify your network architecture

AWS PrivateLink CrowdStrike

platform




Automation and
orchestration
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Automation

S\ 1 NDSTRIKE

CrowdStrike API Specification

[ Base URL: api.crowdstrike.com ]

(] (] .
Use this AP| specification as a reference for the APl endpoints you can use to interact with your Falcon environment. These endpoints support authentication via OAuth2 and interact with detections and network containment. For cetailed A P I S a l I O r‘ e St ra t I O I l I I I t e ra t I 0 l I S
usage guides and more information about API endpoints that don't yet suppart OAuth2, see our documentation inside the Falcon console. To use the APIs described below, combine the base URL with the path shown for each APl endpoint.

For commercial cloud customers, your base URL is https:/fapi.crowdstrike.com . Each APl endpaint requires authorization via an OAuth2 token. Your first APl request should retrieve an OAuth2 token using the oauth2/token endpoint,

suchas httpss/fapi.crowdstrike h2/token . For 1t requests, include the OAuth2 token in an HTTP authorization header. Tokens expire after 30 minutes, after which you should make a new token request to continue:
making API requests

« API first, built on a cloud-native platform

o OAuth2-authenticated APl endpoints

falerts/aggregates/alerts/vl ret

/alerts/entities/alerts/vl reuievesall/

= e = o « Access swagger files and API docs

& CrowdStrike . I o .
I « Integrations with cloud provider services

«

c

O & hitpsy/github.com/Cr

O Why GitHub? -~ Team Enterprise Explore - Marketplace Pricing Search

» Extend via workflows and webhooks

| Cloud-AWS ' Pubiic

| Pull requests

« FalconPy: Python SDK for Falcon

aws
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Falcon Intelligence and Amazon S3

3. Upload file to Falcon
X Sandbox for analysis

4, Retrieve scan results
S ; 2. Each upload triggers T and assess results

=[] : AWS Lambda to evaluate

1. Objects are uploaded : =]
to an S3 bucket Noooanood :

I
: 6. Generate a finding
in AWS Security Hub

5. Delete malicious

: file from S3 bucket
Malicious %
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Falcon and AWS Security Hub

CVWASN AWS Cloud
S

5. Reviews detection to identify region
and maps the instance by MAC address
before creating a new finding

S

b|[[«] —>

I
I
1
I
I
I
!
: Amazon SQS
:
1
I
I
I
I
1
I
I

I
|
|
|

queue AWS Lambda :

Private subnet I
|

4. Format the payload to I
I
I
|
I

1. FIG connects to
Falcon API to request
list of available streams
match ASFF schema and
> |:| publish message

Hub

_____________ ——|—————————> TTTTT L o o :
CrowdStrike ' FIG New message

Falcon API

(Falcon Integration Gateway)

2. FIG creates opens a connection each
available event stream

As CrowdStrike receives new events,

they are immediately posted onto the

. 3. As detections are received, FIG performs additional lookups
stream for consumption

against Falcon API to confirm the device is deployed on AWS

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Falcon X and AWS Network Firewall

AWS Network Firewall

_______________

>

XS

Firewall rules |

1. Amazon EC2 machine visits
a malicious domain that's not
in current firewall rule >

Malicious website
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1
:
1
1
1
Amazon EC2 2. Detection is created
1
1
1
1
1
1

3. New finding is @l
added to AWS @

Security Hub A

in CrowdStrike

7. Update firewall rule
with malicious domain

6. AWS Security Hub sends finding
details to Amazon EventBridge,
which triggers Lambda for
remediation

4. SOC reviews 8

new finding

<

5. SOC runs action in AWS Security
Hub to add domain to block list



Summary

Cloud-native apps

Challenge traditional
security tools
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Shifting left

Collaboration and
tooling to work with
dev teams

Layered security

Security needs to
be built in from
build to run



Thank you!

Sameer Vasanthapuram Justin Harris
sameer.vasanthapuram@crowdstrike.com Justin.harris@crowdstrike.com
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