
© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.



© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Analyze your network using 
Amazon VPC Network Access Analyzer

S E C 2 0 4 - R

Suresh Patnam

Principal Solutions Architect

Amazon Web Services

Akshay Karanth

Sr. Solutions Architect

Amazon Web Services

Tom Santuccio

Solutions Architect

Amazon Web Services

Ruchi Mishra
Solutions Architect

Amazon Web Services

Ramesh Adabala
Sr. Leader Solutions Architect

Amazon Web Services



© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Agenda

1. What is Network Access Analyzer?

2. Why do you need Network Access Analyzer?

3. Network Access Analyzer example use cases

4. How to get started

5. Q&A 

6. Hands-on workshop 
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What is Network Access Analyzer?

Network Access Analyzer is a feature that identifies unintended network access 
to your resources on AWS

• Helps understand, verify, and improve your network security posture

• Helps demonstrate compliance

• Takes advantage of our automated reasoning technology that already 
powers AWS Identity and Access Management (IAM) Access Analyzer, VPC 
Reachability Analyzer, Amazon Inspector Network Reachability, and 
other provable security tools

• You pay $0.002 for each Elastic Network Interface (ENI) analyzed as part of an 
assessment
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Why do you need Network Access Analyzer?

• Tedious and ineffective network control validation

• Audit is time-consuming 

• Network controls need to evolve

• Improving agility between operations and development teams
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Network Access Analyzer example use cases

Network Access Analyzer can help you verify the following sample use cases

1. Internet accessibility

2. Network segmentation

3. Trusted network paths (OSI layer 3)

4. Trusted network access (OSI layer 4)

Supported resources 

and limitations
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Use case 1: 
“How is my application accessible from the internet?”

AWS WAF

VPC

App subnet App subnet

Internet gateway

NAT gateway subnet NAT gateway subnet

Firewall subnet Firewall subnet

AZ1 AZ2

10.0.1.0/24 10.0.2.0/24
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Use case 2: 

“Prod and Dev VPCs need to be isolated from each other”

“Prod VPC can communicate with Inspection VPC”

Internet-VPCInspection VPC

Prod VPC 1 Dev VPC 1

Prod route table

Dev route table
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AWS WAF

VPC

App subnet App subnet

Internet gateway

NAT gateway subnet NAT gateway subnet

Firewall subnet Firewall subnet

AZ1 AZ2

10.0.1.0/24 10.0.2.0/24

Use case 3: 

“My application should access the internet only via AWS Network Firewall”

Destination Target

0.0.0.0/0 nat-34eea5

Destination Target

0.0.0.0/0 nat-354ea5

Destination Target

0.0.0.0/0 vpce-343fe4

Destination Target

0.0.0.0/0 igw-34ee85
!
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Use case 4: 
“My application instances can only download updates from trusted IP range and port”

VPC

NAT gateway subnet

App subnet

Web server 

autoscaling 

group

Internet gateway

Server with trusted 

IP/port range

Server with non-trusted 

IP/port range

AWS Network Firewall 

domain rule

Amazon Route 53 Resolver 

DNS Firewall

.

.

.
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How Network Access Analyzer works 
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How Network Access Analyzer works: 
Define your requirements

Console JSON
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How Network Access Analyzer works: 
Run analysis and review findings
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Amazon VPC Network 
Access Analyzer workshop
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Access workshop

Workshop link: https://s12d.com/nXnAA34a

https://s12d.com/nXnAA34a
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Review terms and join event
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Access AWS account

Access the AWS Console or generate AWS CLI credentials as needed 
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Call to action

Learn more about Network Access Analyzer
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Thank you!
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Suresh Patnam
surpatna@amazon.com
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tomsant@amazon.com

Ramesh Adabala

adabalar@amazon.com

Akshay Karanth

akaranth@amazon.com

Ruchi Mishra

rucmish@amazon.com

Please complete the session 
survey in the mobile app


