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Agenda

1. What is Network Access Analyzer?

2. Why do you need Network Access Analyzer?
3. Network Access Analyzer example use cases
4. How to get started

5. Q&A

6. Hands-on workshop
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What is Network Access Analyzer?

Network Access Analyzer is a feature that identifies unintended network access
to your resources on AWS

- Helps understand, verify, and improve your network security posture

- Helps demonstrate compliance

- Takes advantage of our automated reasoning technology that already
powers AWS Identity and Access Management (IAM) Access Analyzer, VPC
Reachability Analyzer, Amazon Inspector Network Reachability, and
other provable security tools

» You pay $0.002 for each Elastic Network Interface (ENI) analyzed as part of an
assessment
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Why do you need Network Access Analyzer?

- Tedious and ineffective network control validation
« Audit is time-consuming

« Network controls need to evolve

« Improving agility between operations and development teams
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Network Access Analyzer example use cases

Network Access Analyzer can help you verify the following sample use cases

1. Internet accessibility
2. Network segmentation
3. Trusted network paths (OSI layer 3)

4. Trusted network access (OSI layer 4)

Supported resources
and limitations
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Use case 1: Internet accessibility to resources in VPCs
“How is my application accessible from the internet?”
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Use case 2: AWS Transit Gateway network segmentation

“Prod and Dev VPCs need to be isolated from each other”
“Prod VPC can communicate with Inspection VPC"

Inspection VPC Internet-VPC
4

Prod route table

Dev route table
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Use case 3: Security controls (e.g., firewall/NAT-GW) in path

“My application should access the internet only via AWS Network Firewall”
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Use case 4: Access to trusted CIDRs and ports
“My application instances can only download updates from trusted IP range and port”
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How Network Access Analyzer works

How it works

Amazon VPC
Network Access Analyzer
Verify whether your netw

eets your networ

Define your network
access requirements

requireme ts 2Py your Network access
requirements as Network
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How Network Access Analyzer works:
Define your requirements

Network Access Scope templates

Select Network Access Scope template

Console

v Match findings - condition 1

Source
¥ Resources
Resource selection

Resource IDs

Resource types

| Transit Gateway Attachments X

Resource IDs

| tgw-attach-04f599cd024fc248b (Prod VPC A TGW attachment) X |

| tgw-attach-063aae0c519d94a05 (Prod VPC B TGW attachment) X |
Cancel » Traffic type- optional

Destination
¥ Resources
Resource selection

Resource IDs

Resource types

Transit Gateway Attachments X

Resource IDs
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JSON

"MatchPaths": [
{
"Source™ {
"ResourceStatement™: {
"Resources™ [
"tgw-attach-04f599cd024fc248h",
“tgw-attach-063aae0c519d94a05"

L

"Destination™ {
"ResourceStatement™ {
"Resources™ [
"tgw-attach-06dfofb73f86831a0"




How Network Access Analyzer works:
Run analysis and review findings

'€ > Metwork Access Scopes > nis-0Ocab|

nis-0cab679d5c¢17411e7 / AWS-VPC-Egress (Amazon created)
Summary info

Network Access Scope 10 Hame
nis-Ocab679d5c17411e7 AWS-VPC-Egress (Amazon created)

b Network Access Scope definition

Past analyses

Analysis details

alysis 1D Last analysis date Last analysis result 3 Network Interfaces analyzed
{F nisa-Oabdeeficd8aGf042 September 26, 2022, 13:48 (UTC-07:00) (@ Findings detected ) Ed

Findings (1/40) eni-0945d1f857a%faca (Spoke A Instance) - tgw-attach-

a 03b7e62aBaec51b61 (Spoke A VPC TGW Attachment)

Start End Protocol Destination Port Start Type End Type Start Id End Id Start Attac... End Attache... Start Subnet End Subnet Start

Attached To

(Spaks A Inst
Bpoke AINSE D3 cagsf 0-65535 ECZ Instance Transit Gataway eni-0945d178...  tgw-attach-03b...  i-003e2474%9F..  tgw-03caB9f9l..  Workload Subnet 0030 BAT BTSN (Spoke o fnstn

VPC
tgw-03ca8af 0-65535 EC2 Instance Transit Gataway eni-Obc7aalb... tgw-attach-004. .. i-0e9ebB825f8... tgw-03caB9fal... Workload Subnet wpe-04e5ablE0141e2bET (Spoke A VPC)
nt
tgw-D3caBof 0-B5535 EC2 Instance Transit Gateway eni-0945d18 tgw-attach-DfS -002a247159F tgw-03caBofal Workload Subnet subnet-07bESa5 375456 0ea (Workload Subnet]
» Outbound header

(Spoka AINSE o Dacagor EC2 Instance Transit Gataway eni-0945d178.... tow-artach-0e0. .. i-002e247139F ... tow-03caBaran. .. Workload Subnet =g-0999a4097c136e04b (Instance Security Group)

Destina
{com.amazon . X . ; . ut
EC2 Instance VPC Endpoint eni-0945d178... vpee-05123af3... i-002e247139f... Workload Subnet

Aule

ECZ Instance Internet Gateway eni-0945d178... igw-Oed374f6C... i-002e247135F... Workload Subnet N
100 Outbound  allow

rth-08773fef 19feet9ab (Spoke A Route Table)

tgw-03caBaf ECZ Instance Transit Gateway eni-0945d1f8... tgw-attach-03b... i-002e247135F... tgw-03caBafe... Workload Subnet
Origin Destination DR Transit Gateway ID

ceateroute  0.0.0.0/0 tgw-03caBiF9190037215
EC2 Instance Transit Gateway eni-0bcTaalb... tgw-attach-004...  i-0eS9ebB825f8...  togw-03caB9fal..  Workload Subnet T ack-0d108cEd37ET8A06C
Rule [Direction ACLrule action  CID®
tgw-03caBaf EC2 Instance Transit Gateway £ni-0945d178... tgw-attach-0f5... i-002e247135F... tgw-03caBIfan... Warkload Subnet 00 Inbound  allaw 0.6.0.0/0
eni-0a507230d554 2¢c4a3

tgw-03caBof EC2 Instance Transit Gateway eni-0945d1f8... tgw-attach-0el... i-002e247135F... tgw-03caBafel... Workload Subnet Attached Ta
tqw-attach-03b7e62adaecS 1bE1 {Spoke A VPL TEW Attachment}
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Amazon VPC Network
Access Analyzer workshop
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Access workshop

Workshop link: https://s12d.com/nXnAA34a

aWs workshop studio
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Workshop Studio Sign in

Signin

Choose a preferred sign-in method

Enter your personal or corporate email to receive a one-time p

Login with Amazon

Login with y Amazon.com retail account

‘ Amazon employee

Login with your Amazon Co ate account. Only for Amazon Employ
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Terms of use


https://s12d.com/nXnAA34a

Review terms and join event

aWs workshop studio @ & ~

Workshop Studio

Review and join

Enter event access ©

Event details
Review and join

Name Start time Duration
AWS General Immersion 9/23/2022 01:13 AM 12 hours
Day

iption

AWS General Immersion Day

Terms and Conditions

. By using AWS Workshop Studio for the relevant event, you agree to the AWS Event Terms and Conditions and the
AWS Acceptable Use Policy. You acknowledge and agree that are using an AWS-owned account that you can only
access for the duration of the relevant event. If you find residual resources or materials in the AWS-owned account,
you will make us aware and cease use of the account. AWS reserves the right to terminate the account and delete
the contents at any time.

. You will not: (a) process or run any operation on any data other than test data sets or lab-approved materials by
AWS, and (b) copy, import, export or otherwise create derivate works of materials provided by AWS, including but
not limited to, data sets.

. AWS is under no obligation to enable the transmission of your materials through Event Engine and may, in its
discretion, edit, block, refuse to post, or remove your materials at any time.

. Your use of AWS Workshop Studio will comply with these terms and all applicable laws, and your access to AWS
Workshop Studio will immediately and automatically terminate if you do not comply with any of these terms or
conditions.

l agree with the Terms and Conditions

Cancel Previous
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Access AWS account

Access the AWS Console or generate AWS CLI credentials as needed

Services | Q Search for services, features, blogs, docs, andmore [Option+s] | B & @  N.Vigina v v

aWs workshop studio @ a v aws

@ Event in progress
Ends in 10 hours 59 minutes 26 seconds.

AWS General
Immersion Day

Console Home i Reset to default layou

1t dashboard
. @ Introducing the new widget Recent AWS blog po:
Introductio AWS General Immersion Day
Basic Module

Event information Welcome to AWS . AWS Health info

Start tir
9/23/2022 01:13 AM Getting started with AWS [3
Learn the fundamentals and find valuable
. information to get the most out of
AWS account access

neral Immersion Day

Training and certification [ No health data

Learn from

Workshop
skills and kn

Title
AWS General Immersion Day Amazon EC2 Auto Sc What's new with AWS? [2

Amazon Relational Database .
featu!

learn AWS foundationa as well as key concepts for AWS

Cost and usage info
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Call to action

Learn more about Network Access Analyzer
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Thank you!

Suresh Patnam Tom Santuccio Akshay Karanth

surpatna@amazon.com tomsant@amazon.com akaranth@amazon.com
Ruchi Mishra Ramesh Adabala
rucmish@amazon.com adabalar@amazon.com

@w Please complete the session
T8

survey in the mobile app
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