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Enterprise-wide security data
analysis is challenging
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Growing volumes of security data
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Inconsistent and incomplete data
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Lack of direct ownership of the data
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More data wrangling, less analysis
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Imagine if there was a service that. ..

Automatically
builds a
security lake
in your
account

Centralizes
and
normalizes
log collection
across your
entire
enterprise

Provides
long-term
retention and
PEREL]S
storage cost

Gives
complete
freedom of
choice for
analytics
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Open Cybersecurity Schema Framework (OCSF)

AN OPEN STANDARD THAT CAN BE ADOPTED BY ANYONE TO SIMPLIFY SECURITY DATA NORMALIZATION

S\
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Open-source project to deliver a simplified and
vendor-agnostic taxonomy for security data

Speed data ingestion and analysis without the time-
consuming, up-front normalization tasks

Combine data from OCSF compliant sources to
break down data silos that slow security teams

Open standard that can be adopted in any
environment, application, or solution provider

Over 60 participating organizations across security ISVs, government, education, and enterprise,

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

N7

with many more using OCSF



: - Preview
Amazon Security Lake

AUTOMATICALLY CENTRALIZE SECURITY DATA INTO A PURPOSE-BUILT DATA LAKE IN A FEW CLICKS

Centralize data automatically from cloud, on
premises, and custom security sources across regions

Optimize and manage security data for more
efficient storage and query performance

Normalize data to an industry standard to easily
share and use with multiple analytics tools

Analyze using your preferred analytics tools while
retaining control and ownership of your security data
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How it works

Amazon Security Lake

Subscriber
Management

Amazon S3, AWS Lake
Formation, AWS Glue,
AWS Lambda.. ..

Open Cybersecurity Schema
Framework

Retention, centralization

Customer-owned,
managed data lake

dws
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How it works

AWS logs sources +
findings from over 50
security solutions

Amazon Security Lake

C\\ Amazon VPC Amazon S3

£y AWS CloudTrail & AWS Lambda

Subscriber
Management

Amazon Route 53 AWS Security Hub

Amazon S3, AWS Lake
Formation, AWS Glue,
AWS Lambda.. ..

Open Cybersecurity Schema
Framework

Retention, centralization

Customer-owned,
managed data lake

dws
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How it works

AWS logs sources + :
findings from over 50 AmazonicSC R AL AWS analytics

security solutions

Amazon Athena
Amazon VPC @ Amazon S3

rn  Amazon

£y AWS CloudTrail & AWS Lambda |:|L"" OpensearCh

Amazon
SageMaker

Subscriber
Management

Amazon Route 53 AWS Security Hub

Amazon S3, AWS Lake
Formation, AWS Glue,
AWS Lambda.. ..

Open Cybersecurity Schema AWS Partner
Framework analytics & XDR

Retention, centralization platforms

Customer-owned,
managed data lake

dws
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Amazon Security Lake Partners
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Getting started - Enterprise-wide ena

Security Lake works with AWS Organizations ==

Security, Identity and Compliance

Start from your organization Amazon Security Lake Get Started with Amazon Security Lake
management account Automatically centralize all your sy o g T Y A

security data with a few clicks

Delegate adminstration to another account
lorem ipsum

Elected a delegated admin account to O Mgt enr et SecOpSCent (AU s
manage your security data |

| want to enter a different account
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Getting started - Collect everything

Select log and event sources
Everything On by All selected data is ingested iito your data Lake
default

© All log and event sources Specific log and event sources

Turn on everythir ( dTrail, VPC, WAF, and DN% wBlect wihik srees you would Lke 1o turm of

Select Regions info

Multi-Region
enablement

© All Regions - recommended

Specific Regions

This Region (us-east-1)

P Encryption settings

Select accounts

All e cted accounts will contribute their data to your data lake

All accounts in
your organization

O All accounts Specific accounts This account

Enable all accounts in my organization Decide which account 3 inel b Only enable this account for now

Enable all new accounts Enable all new accounts that adhere.
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Getting started - Centralization an

Amazon Security Lake » Enable Amazon Security Lake

tep 1

Define target objective i

Define target objective

Define collection objective

Dafine taget olyjuctive Select Rollup Region-optional

All data from contributing Regions reside in the rollup Region. You can create multiple rollup Regions, which is useful for aligning to GDPR

tep 2 requirements and data tenancy.

O n e O r m u lti p le Ruw and create
Ce ntra l Reg io n S Select Rollup Region Select contributing Regions  Replication role ARN |

US East (N. Virginia) ¥ Choose contributin... ¥ Remove

US West (Oregon) X

Add rollup region

You can add 0 more tags

Set storage classes - optional

Amazon Security Lake uses standard S3 storage classes. You can define when you want the data to transition between storage classes, and
if you want the data to expire.

Define storage class
transitions

Choose storage class Retention period

Standard-1A

Remove

30

Add transition

Cancel Previous
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Done!
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You can immediately query your data

Data

Amazon
Athena

Amazon Athena » Query editor

Data source Edito Recent queries Saved queries Settings Workgroup | primary v
AwsDataCatalog
20 : Query 21 : .
Database > | @ Query20 : X | @ Query21 : X +

1 SELECT start_time,
amazon_security_lake_glue_db_us_east_1 2 end_time,
3 src_endpoint.interface_uid,
4 connection_info.direction,
5 src_endpoint.ip,
6 dst_endpoint.ip,
7 src_endpoint.port,
8 dst_endpoint.port,

Tables and views

Q, Filter tables and views 9 traffic.packets,
] 10 traffic.bytes

11 FROM "amazon_security_lake_glue_db_us_east_1".
¥ Tables (5) 12 "amazon_security_lake_table_us_east_1_vpc_flow"

13 WHERE ( src_endpoint.ip = '172.31.73.28"' AND dst_endpoint.ip = '172.31.71.151' )

14 OR ( src_endpoint.ip = '172.31.71.151" AND dst_endpoint.ip = '172.31.73.28' )
[3] amazon_security_lake_table_us_east_1_cloud_trai 15 ORDER BY start_time ASC

B LIvIT 00|
[¥1] amazon_security_lake_table_us_east_1_myendpointprocessdata Partitioned 2
[3] amazon_security_lake_table_us_east_1_route53
Results (100+) Copy w { Download results

[ amazon_security_lake_table_us_east_1_sh_findings Q search rows 1> ®
[3] amazon_security_lake_table_us_east_1_vpc_flow

_ , ) directio ¢
start_time end_time interface_uid ip ip port ¥
n

1669577323000 1669577325000 eni-Obd9d6778b3871f25 egress 172.31.71.151 172.31.73.28 2049
1669577323000 1669577325000 ingress 172.31.73.28 172.31.71.151 40672

1669577358000 1669577360000 ingress 172.31.71.151 172.31.73.28 2049
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What's happening under the hood?

 Create encrypted Amazon S3 buckets across regions
and configure Amazon S3 retention and replication
settings
. .
- Enable logging across all Regions, accounts, ANy
and resources ‘

Your security data lake

- Transform and partition all incoming data to
OCSF and Apache Parquet

 Create and update AWS Glue Tables and partitions
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Bring all your security data

You can augment your data lake with external OCSF data from partner
solutions or your own

Use the same data lifecycle and access control features as native data

20+ partners already provide their data in this format directly to Amazon S3

Security Lake manages the infrastructure and permissions for you
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Bring all your security data

Create custom data source

To create a custom data source, first tell Amazon Security Lake which role can write data to your data lake and which role Amazon Security Lake can use to invoke AWS Glue on

your behalf. Then, you can provide details about your custom source.

Account 1d Provide AWS account ID of the
AR source provider

Custom source details

Data source name

This must be globally unique

Define name and OCSF event class

MyEndpointProcessData

Event class

PROCESS_ACTIVITY

Region

You can only create a custom data source in your current Region

azon Security Lake » Custom sources

Sources

Q Search 1

Subscribers

Regions

Custom source name Region
Custom sources

BindDNSLogs US East (N. Virginia)
System lIssues
Accounts NetflowTestLogs US East (N. Virginia)
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Share your data with analytics solutions

« Data access B g

= Receive a stream of new object notification =

= Direct access to Amazon S3 objects

= Security Lake manages the infrastructure and permissions

« Query access

= Query data in place via Athena

B o

= Cross-account support via Lake Formation

= No need to move data around

1]
O
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Configure subscribers

aws
~—

Define name

Select the data sources
you want to share

Provide AWS account ID
and unique external ID

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Subscriber details

Subscriber name
Name must be unique for this Region.

MySIEM

Log and event sources

The subscriber is authorized to ingest the data sources you select.

© All log and event sources Specific log and event sources
Authorize access to specific sources you are ingesting into Authorize access to all data sources you are ingesting into
Amazon Security Lake Amazon Security Lake

Subscriber credentials info

The subscriber will provide you with these credentials. For S3 data access, you must create a role that includes the account Id and external ID
in its trust policy.

Account Id

134096151335

External Id

UniqueSIEMProvidedExternallD




-

Configure subscribers

Data access method info

Select how you want the subscriber to access this data.

Select a data
access method O s3

Lakeformation

Notification details (S3 only) info

Specify how you want the subscriber to receive notifications from Amazon Security Lake.

Select the preferred
object notification
mechanism O 5QS queue

Subscription endpoint

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Configure subscribers

MySIEM

Use Security Lake
created resources to
configure data access
on the subscriber

Details

AWS role ID Account Id
arn:aws:iam::779325304521:role/AmazonSecurityLake- 134096151335
2aa428d5-8da5-4ffe-a1d3-90250f6d4bde
Subscription endpoint
External Id arn:aws:sqs:us-east-1:779325304521:AmazonSecuritylLake-

UniqueSIEMProvidedExternallD 2aa428d5-8da5-4ffe-a1d3-90250f6d4bde-Main-Queue

Description

Subscribers

Data access method
S3

A subscriber is authorized to access your data based on your specifications.

My subscribers Add subscribers

Sources

CloudTrail
VPC flow logs My subscribers (2) c

* Route 53

Security Hub findings

Q, Search 1

Subscriber name Data access method Notification details

Description Log and event sources

MySIEM2-Query - 4 LAKEFORMATION -

MySIEM1 - 4 53
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Choose your analytics
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Pricing

Priced to allow you to collect and retain everything
No charge for using your data
No charge for bringing third party or your own data

You only pay per gigabyte of AWS logs ingested
and normalized

Standard charges apply for AWS services that
Security Lake orchestrates in your account

No cost during preview; 15-day free trial

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Amazon Security Lake Pricing

CloudTrail logs ingested per month
$0.75 per GB

Other supported AWS log sources

First 10 TB $0.25 per GB
Next 20 TB $0.15 per GB
Next 20 TB $0.075 per GB
Over 50 TB $0.05 per GB

Data normalization and optimization




Conclusion

« AWS is committed to provide security teams with
freedom of choice of analytics l

« We are working with the community to make it

easier than ever / ’

 Security Lake is available in preview today in 7 //
Regions... try it!

Go to Amazon Security Lake
product page
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Thank you!

Rod Wallace Jonathan Garzon
rodwall@amazon.com jongarzo@amazon.com
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