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For databases, security is the highest priority
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Databases call for security specialization
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What can you do to protect an AWS database?
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What else can you do to protect an AWS database?
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What else can you do to protect an AWS database?

S5

Amazon Aurora
=9, 2 2 =9

QA

aws, © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.



Amazon GuardDuty

Protect your AWS accounts, workloads, and data with
intelligent threat detection and continuous monitoring
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Amazon GuardDuty: How does it work?
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Amazon Relational Database Service (Amazon RDS)

Set up, operate, and scale a relational database in the cloud with just a few clicks

12+ years of operational expertise, security
best practices, and innovation

f/{é}\ Remove inefficient administrative tasks
®/ with managed databases

High availability and durability with

®9 Amazon RDS Multi-AZ

Build and scale with the database of your choice
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Amazon Aurora

Designed for unparalleled high performance and availability at global scale with full MySQL
and PostgreSQL compatibility at 1/10th the cost of commercial databases

Performance &
scalability

» 5x throughput of standard
MySQL and 3x of standard
PostgreSQL

» Scale out up to 15 read replicas

* Decoupled storage and compute
enabling cost optimization

» Fast database cloning

= Distributed, dynamically scaling
storage subsystem

O

Availability &
durability

6 copies of data across 3 AZs
(customers pays for 1)

Automatic, continuous,
incremental backups with point-
in-time recovery (PITR)

Fault-tolerant, self-healing,
auto-scaling storage

Global Database for disaster
recovery
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Highly secure

Network isolation
Encryption at rest/in transit

Supports multiple secure
authentication mechanisms and
audit controls

Fully managed

» Automates time-consuming
management of administration
tasks like hardware
provisioning, database setup,
patching, and backups

= Serverless configuration options



Toward a more automated database
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Aurora security features
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Introducing Amazon GuardDuty RDS Protection

Protect your data stored in Amazon RDS databases
(starting with Amazon Aurora) by identifying suspicious
@ login attempts to mitigate threats before they escalate

Continuously monitor all Aurora databases across your
organization with a single click

Machine learning helps reduce noise and avoid alert
fatigue
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An Expansion of GuardDuty

VPC flow logs Amazon
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Login events @
Contextual
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CloudTrail events l
Incorporating new machine learning Security findings are enriched
% techniques that model RDS login activity to with contextual data, so you AwS
@ accurately detect suspicious logins to RDS can quickly answer questions ,‘::::v';i;
S3 data plane events databases such as, what database was
P accessed? Where was it
@ accessed from? Has this user
previously accessed the
EKS audit logs database?
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Amazon GuardDuty RDS Protection:
How does it work?
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Amazon GuardDuty RDS Protection:
Anomaly detection deep dive
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Detects
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Amazon GuardDuty RDS Protection:
Anomaly detection deep dive
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Amazon GuardDuty RDS Protection:
Anomaly detection deep dive
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What GuardDuty RDS Protection can detect
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Context to quickly investigate and respond

Additienal information

aws
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Finding name indicates whether the anomalous behavior was
a successful or failed login

Unusual behavior section allows you to quickly see what
suspicious behavior triggered the alert, including user,
database, and application names, and the ASN the database
was accessed from

Resource section provides details on the database, and the
user that accessed it

Actor section provides details on the IP address that the
database was accessed from, including country, and ASN




When GuardDuty RDS Protection detects a threat
you can quickly take action
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Security group
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Getting started

GuardDuty GuardDuty » Settings » RDS Protection

RDS Protection i

Findings Monitor and generate findings for login events to protect your Amazon Aurora databases. Learn more about supported databases.

Usage
Malware scans RDS Login Activity Monitoring

View and monitor RDS login activity for new and existing member accounts in your organization.

Settings Delegated administrator (this account) Enabled for

Lists G) RDS Login Activity Monitoring is not enabled 0/16 active accounts

S3 Protection ‘ Enable ‘ Enable all

EKS Protection
Manage Accounts
Malware Protection

Preview O Auto-enable RDS Login Activity Monitoring for new member accounts as they join your organization.

Accounts
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Available resources

Ax® Amazon GuardDuty:
J-'J-",'I; https://aws.amazon.com/quardduty/

Amazon Aurora Security:
https://aws.amazon.com/rds/aurora/features/#Hiqhly Secure

GuardDuty RDS Protection User Documentation:
https://docs.aws.amazon.com/quardduty/latest/uq/rds-protection.html
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https://aws.amazon.com/guardduty/
https://docs.aws.amazon.com/guardduty/latest/ug/rds-protection.html
https://aws.amazon.com/rds/aurora/features/#Highly_Secure

Thank you!

@w Please complete the session
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survey in the mobile app
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