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Write + review        Build + test Deploy Measure Improve

A typical software workflow
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Challenges in the application lifecycle

Code analysis tools lack 

industry-standard best 

practices for code security

It is time-consuming for 

developers to identify 

problematic code

Code security processes lie 

outside of the developer 

workflow, require rework 

and context switching
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What is Amazon CodeGuru Reviewer?
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Code 

review

1. Code review – Pull request
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2. Code review – Dashboard
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3. Using CodeGuru CLI from the CI pipeline
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Security categories

• CodeGuru Reviewer supports Java and Python 
with 96+ unique security rules

• AWS API security best practices

• Java Crypto library best practices
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Security categories

• Secure web applications 

• Sensitive information leak

• AWS security best practices
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Security detectors
• Sqli

• Xml

• Amazon-dynamodb

• Amazon-ec2

• Amazon-s3

• Amazon-sns

• Android

• AWS-cloudformation

• AWS-iam

• AWS-javascript-sdk

• AWS-java-sdk

• AWS-kms

• AWS-lambda

• OWASP Top 10

• CWE Top 25

• Access-control

• Availability

• Batch-operations

• Concurrency

• Configuration

• Consistency

• Deserialization

• Information-leak

• Maintainability

• Resource-leak

• Secrets

• Security Misconfiguration

• Sensitive-data-exposure

• Cookies

• Cryptography

• Data-integrity

• Injection

• Ldap

• Log4j

• Logging

• Networking

• Null-check

• Python-annotations

• Race-condition

• AWS-python-sdk

• AWS-sdk
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Security detectors – Log injection
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Security detectors – AWS security 
best practices 
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Security detectors – Cryptography



© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Security detectors – Cross-site scripting
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Case study – CI/CD security scans with 
the CodeGuru CLI
“During one of our technical retrospectives, we noticed the need to integrate Amazon CodeGuru 
recommendations in our build pipelines hosted on Jenkins. Not all our developers can run or check CodeGuru 
recommendations through the AWS console. Incorporating CodeGuru CLI in our build pipelines acts as an 
important quality gate and ensures that our developers can immediately fix critical issues.”

-Lead DevOps at Mastercard
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CodeGuru Reviewer CLI features

Download More Info

Universal
Works in any CI/CD pipeline

Easy setup 
Only one command line required

Automatic
Block pipelines if any critical 

vulnerabilities are found

Integrate
Receive findings in JSON, 

HTML, SARIF formats

https://github.com/aws/aws-codeguru-cli/releases/tag/0.0.4
https://aws.amazon.com/blogs/devops/automating-detection-of-security-vulnerabilities-and-bugs-in-ci-cd-pipelines-using-amazon-codeguru-reviewer-cli/
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CodeGuru Reviewer CLI CI/CD workflow
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Summary
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Other relevant re:Invent sessions

SEC307: Ship securely: Automated security testing for developers

SEC322: Transform builder velocity with security
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Thank you!

Please complete the session 
survey in the mobile app


