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Agenda

300-level chalk talk — Questions are welcome
Using Amazon Cognito services for CIAM

ldentity layer threats and mitigation best practices
Preparing and responding to security incidents
Summary and call to action

Open Q&A
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Do you use Amazon Cognito
in production today?
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Using Amazon Cognito services for CIAM
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Building CIAM solutions on AWS Amazon Cognito workshop
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Threats to identity layer
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Threats to identity layer

Risk: DDoS and unwanted bot traffic <« . Amazon Cognito

Risk: identity threats - accognt takeover, | .
brute force, password spraying

Risk: fraud sign-up and mass
account creation
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user pool

Amazon Cognito
identity pool

Social or
enterprise
federation

Risk: misconfigured clients
(attributes read/write, auth flows,
token TTL, allowed scopes, etc.)

Risk: weak detection controls and
delayed incident response

oO—

Risk: advanced and targeted attacks




Best practices and
mitigation strategies
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Best practices to mitigate risks
. Clientside
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Planning your incident response
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Planning incident response

WAF rules

Detection Understand

alarms and
their meanings

Mitigation
Block
unauthorized

clients

Post-incident analysis

Analyze logs
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Utilization
alarms

Analyze logs
to identify
sources

Adjust rate
limiting rules

Optimize flows,
alarms, and logs and
be better prepared

i

Logs streamed Predefined Dashboards in
to CloudWatch queries CloudWatch Runbook

Find thI? 25 IP addresses that triggered a NotAuthorizedException error
filte t§nt$ource = "cognito-idp.amazonaws.com" and errorCode=
"NotAu rizedexception" | stats count(*) as count by
sobeteempirdaipests, eventName | sort count desc | T1imit 25

4
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2
Scale out your c ROt_ite Aml‘_"‘z‘fc'_" Automated
- S ognito application runbook

clients if possible




Let’s see it in action. ..
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Automating incident response

Cloudwatch Log groups CognitoCloudTrail

const { startTime, endTime } = getTimeRangeForLastNMinutes(3@);

var logGroupName = "CognitoCloudTrail®,
var gueryString = "fields sourceIPAddress, additionalEventData.userPoollId " +
stats count(sourcelPAddress) as callCount by bin(5m), sourceIPAddress, additionalEventData.userPoolId" +

Planning
filter errorCode = “"401\"" +
AL S WS & L o Finding top talkers — Tune
sort timestamp desc™ + callCount and alarm threshold
limit 28" ;

D ete Ct I O n N 77-AL ?E I ~ 2T-IN IT-AR [alallalal N1
7L erbafrad-@f32-4fo3-9f45-Bdedddf FOS97 INFO All values: Map(l) {

2022-11-17T08:06:52.777L

J/Now set the IP set addresses
const updateIPSetParams = {
Mitigation Id: ipSet.IPSet.Id,
Name: ipSet.IPSet.Name,
Scope: "REGIONAL",
FfDescription: ip5et.IP5et.Description,
LockToken: ipSet.lLockToken,
Addresses: ipAddressArray

o
¥

S Update the IP S5et

var ipSetModified = await wafClient.updateIPSet(updateIPSetParams).promise();

1 datapoints within 4 minutes
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Automating incident response
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Best practices for Amazon Cognito applications

Stream logs to CloudWatch and

« Review your application and API calls

and optimize if needed prepare queries for faster analysis

« Avoid manual changes to  Build incident response runbook and
production resources test reqularly with AWS GameDays

« Strengthen your security (MFA, « Automate mitigation actions that
CAPTCHA, strong factors) can be safely automated

« Understand metrics and review your « Run load and penetration testing on
quota and utilization your application from end to end

« Prepare your environment (dashboards, Implement best practices of the web
alarms, AWS WAF web ACL) frameworks you use
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Recommended sessions

NET315 - Strengthen your web application defenses using AWS WAF
BOA326 - Lift and shift a web application to serverless: Yes, it’'s possible!
STP203 - Security from day one: Establishing a baseline

SEC317 - Implementing traffic inspection capabilities at scale on AWS
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Thank you!

[waeres] Please complete the session
'8

survey in the mobile app
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