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Agenda

Introduction

Perimeters

• Identity

• Network access

• Network segmentation

• Resource access

• Visibility/automation
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Expectations/rules of engagement

This is a chalk talk, so don’t hesitate to ask questions!

Since this is a 300-level chalk talk, we assume a solutions architect 
associate level of knowledge of Amazon Web Services (AWS services, 
VPCs, multi-VPC networking, and application architectures)

We’ll be available after the session to answer any additional questions 
and discuss further
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What is Zero Trust?

A conceptual security model and associated set of mechanisms that focus on 
providing security controls around digital assets that do not solely or 
fundamentally depend on traditional network controls or network perimeters
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NIST components of Zero Trust

Policy enforcement point

Untrusted zone

Policy decision point

Policy engine

Policy administrator

User

(Subject)
Client

(System)

Enterprise 

resources

Trusted zone

Control plane

Data plane

Continuous diagnostics & 

mitigation (CDM)

Industry compliance

Threat intelligence

Activity logs

Data access policy

Public key infrastructure

Identity management

SIEM

Portal

Agent Gateway
+

or



© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Thank you!

Please complete the session 
survey in the mobile app


