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““Every program and every
privileged user of the system
should operate using the least
amount of privilege necessary
to complete the job.”

Jerome Saltzer
Communications of the ACM, 1974
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The era of broad access is dead

A common industry norm for trusted
system administrators and support
personnel to have broad access

Coarse-grained permissions

Encryption was not pervasive
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1970s — 2010s
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2010s -

Recognition from customers,
regulators, and compliance authorities
that access must be limited to what is
truly needed

Fine-grained permissions, especially on
the cloud

Pervasive encryption is accessible



Zero-privilege operations

Limit access to absolute least privilege needed - zero
Rethink access controls to limit human and system privileges
Provide a workable approach to capture goals and measure progress

Lower the costs and barriers to entry for increased security

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
)



Calling AWS Support

We love to help people

AWS Support can’t access your EC2
Instances, or your data

Customers have to explicitly
grant access
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Operating EC2 Nitro

Amazon EC2 developers and operators
have no access to EC2 Nitro Instance
Memory

Seniority and tenure make no
difference

Applies even to diagnostic and
debugging operations
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Customer data is
radioactive to us

We never want to see or touch
it directly

We build shielding so that we can’t see
or touch it directly

We give customers many of the same
tools, for their customer data




Disclaimers

Compliance is a journey, the AWS compliance team can help you with yours

O~

\

0 o
o
° 'Y

o

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
N7



Disclaimers

This talk includes several movie-plot threat models.

v7
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Disclaimers

See our CISO posts and our Data Privacy Center for more.
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General Data Protection Regulation
(GDPR)

AWS Cloud Security

Amazon GuardDuty

Amazon Macie

Amazon knows customers care deeply about privacy and data security, and we optimize our work
to get these issues right for customers. With this post I'd like to provide a number of observations
on our policies and positions:

e Amazon does not disclose customer information unless we're required to do so to comply

with a legally valid and binding order. Unless prohibited from doing so or there is clear
AWS Directory Service

AWS Artifact
AWS Compliance

indication of illegal conduct in connection with the use of Amazon products or services,
Amazon notifies customers before disclosing content information.

Where we need to act publicly to protect customers, we do. Amazon never participated in
the NSA's PRISM program. We have repeatedly challenged government subpoenas for
customer information that we believed were overbroad, winning decisions that have helped
to set the legal standards for protecting customer speech and privacy interests. We also
advocate in Congress to modernize outdated privacy laws to require law enforcement to
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How do we host data?

Constantly raise the bar for the
principle of least privilege

Integrate access auditing into our
operational business practices

Integrate simple strong isolation into
our systems
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How do we host data?

Defense in depth against bugs and
Issues in systems

Defense in depth against operational
errors and mistakes

Defense in depth against untrusted
access
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Principle of least privilege

Don't grant access unless it is needed
Grant access only while it is needed

Prove that it is needed
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How do we get
anything done?

Measure it
Drive it

Course-correct as necessa ry




Measuring progress

Not all systems and services need the
same levels of protection

Integrate access auditing into our
operational business practices

Integrate strong isolation into
our systems

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
S




Zero-privilege operations

aws
-7

Foundational Principles

Elemental Protections

Always-on Accountability
Contingent Authorization

Hermetic Systems



‘ Foundational principles

ZERO-PRIVILEGE OPERATIONS

The first step is deciding to minimize
access to data, even when it is
inconvenient.

Always ask “What would the customer
want us to do?” as the first question.

Classify data. E.g., configuration data,
administrative data, PII, . ..
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Customer Data

Customer Metadata

System Data
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Customer Data

Privacy-sensitive Customer Metadata

Sensitive Customer Metadata

System Data
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Customer Data No one else’

Privacy-sensitive Customer Metadata Names, addresses, etc

Sensitive Customer Metadata Configurations, Administrative Info
System Data Software, System Configuration
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‘ Foundational principles

ZERO-PRIVILEGE OPERATIONS

Build feedback mechanisms - listen to
employees and operators

Lean on automation and focus on

reducing the burden of operations for
humans

Amazon Comprehend can identify and
label PII

aws
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Identifying Pll with Amazon Comprehend

Insights info
Entities Key phrases Language Pl Sentiment Syntax

Personally identifiable information (Pll) analysis mode
© Offsets
Labels

Analyzed text

Hello Zhang Wei. Your AnyCompany Financial Services, LLC credit card account 1111-0000-1111-0000 has a minimum payment of !
is due by July 31st. Based on your autopay settings, we will withdraw your payment on the due date from your bank account XXXXX
the routing number XXXXX0000.

Your latest statement was mailed to 100 Main Street, Anytown, WA 98121.
After your payment is received, you will receive a confirmation text message at 206-555-0100.
If you have questions about your bill, AnyCompany Customer Service is available by phone at 206-555-0199 or email at

support@anycompany.com.
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Entity

Zhang Wei

1111-0000-1111-0000

July 31st

KEXXXXT111

XXXXX0000

100 Main Street, Anytown, WA 98121
206-555-0100

206-555-0199

support@anycompany.com

» Application integration

Type 7 Confidence
Name 0.99+

Bank account number 0.93

Date time

Bank account number

Bank routing

Address

Phone

Phone

Email




‘ Elemental protections

ZERO-PRIVILEGE OPERATIONS

Make the physical storage of data
secure against theft

Network encryption

Tested backup/restore processes

Secure multi-factor authentication (MFA)
for operators
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Defense-in-depth encryption

All network traffic on links out of AWS physical
control is encrypted using AES256 or optical-layer
encryption

This includes all traffic between AWS
data-centers, buildings, and regions

This encryption is always on
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‘ Elemental protections

ZERO-PRIVILEGE OPERATIONS

At-rest encryption
AWS VPN, AWS VPC Encryption

AWS Backup

AWS IAM, AWS |IAM Identity Center,
Cognito
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‘ Always-on accountability

ZERO-PRIVILEGE OPERATIONS

Regularly baseline all access
Who has access to what systems?

What do those systems have access to?

Always be reviewing
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‘ Always-on accountability

ZERO-PRIVILEGE OPERATIONS

Eliminate anonymous shared accounts

Use roles instead

Ensure that role assumption can be
traced end to end

dws

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
N7




‘ Always-on accountability

ZERO-PRIVILEGE OPERATIONS

AWS ldentity and Access Management

AWS ldentity Center

AWS Systems Manager

EC2 Instance Connect

aws
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‘ Always-on accountability

ZERO-PRIVILEGE OPERATIONS

AWS CloudTrail
AWS Config

AWS GuardDuty

VPC Traffic Mirroring




‘ Always-on accountability

ZERO-PRIVILEGE OPERATIONS

Choose log events

Events info

Record API activity for individual resources, or for all current and future resources in AWS account. Additional charges apply [/}

Event type
Choose the type of events that you want to log.
Management events Data events Insights events

Capture management operations performed Log the resource operations performed on or Identify unusual activity, errors, or user
on your AWS resources. within a resource. behavior in your account.

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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‘ Always-on accountability

ZERO-PRIVILEGE OPERATIONS

aws
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Data events info

Additional charges apply [/] Data events show information about the resource operations performed on or within a resource.

@ Advanced event selectors are enabled
Use the following fields for fine-grained control over the data events
captured by your trail.

Switch to basic event selectors

v Data event

Data event type
Choose the source of data events to log.

» JSON view

Add data event type
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‘ Always-on accountability

ZERO-PRIVILEGE OPERATIONS

The AWS IAM service and SIGv4

protocols are widely used internally
at AWS

Access between services is mediated by
principals, roles, policies, . ..

The IAM service is also ring-fenced
internally

aws
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‘ Always-on accountability

ZERO-PRIVILEGE OPERATIONS

Transparency and consent are front
and center

Changes over time are not applied

automatically and are published
and tracked

Customers can revoke access

aws © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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AWS managed policies

Elastic Load Balancing updates to AWS managed policies

View details about updates to AWS managed policies for Elastic Load Balancing since this service began tracking these changes.

Change

AWS managed policy:
AWSElasticLoadBalancingServiceRolePolicy -
Update to an existing policy.

AWS managed policy:
ElasticLoadBalancingFullAccess - Update to an
existing policy.

AWS managed policy:
AWSElasticLoadBalancingClassicServiceRolePolicy
- Update to an existing policy.

AWS managed policy:
ElasticLoadBalancingReadOnly

Elastic Load Balancing started tracking changes

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Description

Elastic Load Balancing added a new action to grant
permissions to use peering connections. This action was
added to the service-linked role policy, for Elastic Load
Balancing control plane. It is associated with the
ec2:DescribeVpcPeeringConnections API
operation.

Elastic Load Balancing added a new action to grant
permissions to use peering connections. This action was
added to the Elastic Load Balancing full access policy. It
is associated with the
ec2:DescribeVpcPeeringConnections API
operation.

Elastic Load Balancing added a service-linked role policy
(for the control plane) for the Classic Load Balancer. This
update is for version 2 (default).

Provides read-only access to Elastic Load Balancing and
dependent services. This is the version 1 (default).

Elastic Load Balancing started tracking changes for its
AWS managed policies.

Date

October
11, 2021

October
11, 2021

October 7,
2019

September
20, 2018

July 23,
2021




‘ Always-on accountability

ZERO-PRIVILEGE OPERATIONS

Managed policies specify what kinds of
permissions a service may have to your
resources

We use AWS IAM Access Analyzer to

constantly baseline the permissions that
we ourselves use

dws
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AWS IAM Access Analyzer

aws
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Access Analyzer

Monitor access to resources

How it works

o Create an analyzer

You can set the scope for the analyzer to an
organization or an AWS account. This is your zone
of trust. The analyzer scans all of the supported
resources within your zone of trust.

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

e Review active findings

When Access Analyzer finds a policy that allows
access to a resource from outside of your zone of
trust, it generates an active finding. Findings
include details about the access so that you can
take action.

o Take action

If the access is intended, you can archive the
finding so that you can focus on reviewing active
findings. If the access is not intended, you can
resolve the finding by modifying the policy to
remove access to the resource.




AWS IAM Access Analyzer

1AM
Last scan: 5 minutes ago

Access Analyzer i

Archived Resolved

Active findings

Filter active fin
Finding ID Resource External principal Condition Access level Updated ¥

Write, Permissions 5 minutes ago
418986291641

Permissions, Write 5 minutes ago

5067d32f... Write 5 minutes ago
) cognito-identity.amazonaws.com

Write 5 minutes ago
helloworld-2018102... cognito-identity.amazona

58bb820... Write 5 minutes ago
vue-201810281353... cognito-identity.amazonaws.com

8761842... Write 5 minutes ago
test-201810261411... cognito-identity.amazonaws.com

a0fd4d4s... Write 5 minutes ago
AwsSecurityNacun... ) 2

c0a8871... Write 5 minutes ago
GatedGardenAudit ;

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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AWS IAM Access Analyzer

Amazon 53 Access analyzer for 53

ACCESS analyzer for 53 US East (N. Virginia) (us-east-1) ¥

The buckets listed below are configured to allow access by anyone using the internet or authenticated AWS users, including AWS users
outside of your organization. AWS recommends that you restrict access immediately. Review each bucket to verify the access. View
detailed findings on the IAM console [4. When a bucket policy or ACL is added or modified, Access analyzer generates and updates
findings based on the change within 30 minutes. Findings related to account-level Block public access settings may not be generated or
updated for up to 6 hours after you change the settings. Learn more [

1 buckets are configured to allow access to anyone on the internet or any other AWS users. Review this risky
configuration immediately

Explore other Regions to identify other buckets in your account that may also be at risk.

Download report

A Buckets with public access (1)

yone on the internet. Ur ou require a public configuration for a specific and verified use ca \WS recommends
rbu Learn more [A
Status: All
Bucket name v Discovered by Access Analyzer Shared through Status Access level

public-ohno a minute ago Bucket policy Active Read

Buckets with access from other AWS accounts - including third party AWS accounts

with other AWS accounts. To ensure that you only grant a o the intended ac nts, AWS

aws
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Zero-privilege operations

‘ Foundational Principles

2 Elemental Protections

Always-on Accountability

Contingent Authorization

Hermetic Systems
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‘ Contingent authorization

ZERO-PRIVILEGE OPERATIONS

Remove “Single Points of Failure”

Access should be highly specific and
conditional

Access granted only because it is needed

Access granted only while it is needed

aws © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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AWS SIGv4 requests

88%

Customer signs
request to Elastic
Load Balancer API
with their key

aWS, © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved



AWS SIGv4 requests

AWS SIGv4 and SIGv4A .
https://shufflesharding.com/posts/

aws-sigv4-and-sigv4a

How AWS SIGv4 requests are signed

When an AWS customer creates an IAM user, they get an access key ID, and a cryptographically
strong secret access key from the IAM service, which together identify and authenticate that user.

Instead of using these secret keys directly as bearer tokens, SIGv4 uses a

i e Ac( kenen

W Servite The first step is we want to sign into a string. That's so the
— B\ A€ < \( et

\c Fani0s to add the . The signature algorithm and time are

sender and the recipient can all agree about what is to be signed in the first-place. The second step is

included here to prevent downgrade and replay attacks, but credential scope is where things get
really interesting. In SIGv4, the clients don't even use their secret keys to sign the requests, instead
they use credentials that are finely scoped down in important ways. Each scoped credential is valid
only for a request made using a particular version of the signature protocol, to a particular AWS

service, in a particular AWS region, on a particular day.

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.




AWS IAM and SIGv4

Customer's AWS secret keys are stored
only in the central IAM system and are
not not on our AWS services

Signing keys are per-day, per-service,
per-Region

SIGv4A uses public-private keys

aws © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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‘ Contingent authorization

ZERO-PRIVILEGE OPERATIONS

IAM also has support for time-limited
“Forward Access Sessions” based on a
cryptographic chain of custody

“On behalf of” access is granted to a
service only if that service can prove it
was recently called by the customer

aws
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IAM Forward Access Sessions

Customer signs ELB signs request to
request to Elastic ACM with a temporary
Load Balancer API key derived from the
with their key customer request

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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IAM Forward Access Sessions

Granting EC2 access to an EBS
encryption key

Launching VPC PrivatelLink endpoints

Attaching VPC Transit Gateways

aws © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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‘ Contingent authorization

ZERO-PRIVILEGE OPERATIONS

Used for pre-approved automation and
scripts that are vetted and do not
access/disclose data

Enforce multi-person review/approval
for anything non-standard

“Break glass” procedures that provide
strong accountability even during the
unpredictable

aws © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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‘ Contingent authorization

ZERO-PRIVILEGE OPERATIONS

Builder Runner E_:_ a Imp

APl Gateway Lambda
Authorizers

https./f<api-id>.execute-api.<region>.amazonaws.com/test

No environment v 0

Authorization Headers (1) Fre-request script > https://<api-id> execute-api.<region>.amazonaws.com/test Params m

Auth

Headers (1) Pre-request script

DOK JTime 3878 ms

'args": {},
'1 a:hl": {

Accept”: "application/json’
"Host": '“ttp'i“ org",
"User-Agent": "AmazonAPIGateway_
"X-Amzn-Apigateway-Api-Id":

'54.

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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‘ Hermetic systems

ZERO-PRIVILEGE OPERATIONS

Systems that have no general-purpose or
operator access

Incorporate a secure root of trust

AWS Nitro System

AWS Key Management Service (KMS)

aws
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‘ Hermetic systems

ZERO-PRIVILEGE OPERATIONS

AWS Nitro system built with physical
isolation between the Nitro Cards and
the hardware that is running customer
instances

Offers Bare Metal and Virtualized EC2
Instance types

All modern EC2 Instances are powered
by Nitro

dws
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Homomorphic encryption

aws
~—

Cryptographic Computing

Enabling computation on cryptographically protected data

AWS Cryptography tools and services utilize a wide range of encryption and storage
technologies that can help customers protect their data at rest and in transit. In some
instances, customers also require protection of their data even while it is in use. To
address this need, AWS is developing new techniques for cryptographic computing, an
emerging technology that allows computations to be performed on encrypted data, so
that sensitive data is never exposed. It is the foundation used to help protect the privacy
and intellectual property of data owners, data users, and other parties involved in
machine learning activities.

Our team of experts is innovating in Privacy Preserving Machine Learning with

techniques such as Homomorphic Encryption and Secure Multi-Party Computation to

help AWS and its customers meet their security and compliance goals, while allowing
them to take advantage of the flexibility, scalability, performance and ease of use that
AWS offers.

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Privacy-preservin
machine learning >

Joan Feigenbaum
Amazon Scholar, AWS Cryptographic Algorithms Group
Grace Murray Hopper Professor of Computer Science, Yale University

i@lnvent

Privacy-Preserving Machine Learning




Encryption and side channels
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Encryption and side channels
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Encryption and side channels

Encryption for data “in-use” still exposes patterns of changes in the data
Encryption for data “in-use” is usually unauthenticated and malleable

With encryption for data "in-use,” the data is not encrypted in the CPU when it is
used and is still exposed to microarchitectural side-channels

The AWS Nitro system does use memory encryption, but only as a secondary
control

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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AWS Nitro System

Designed from day one to provide strong
isolation between AWS and the customer

AWS Nitro cards are physically separate from
the hardware running customer instances

Dedicated CPU, Memory, and hardware
security chip

aws © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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AWS Nitro System

aws
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Customer Instances

Hypervisor

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Networking

Storage

Management,
" Security, and
Monitoring




AWS Nitro System

There is no operational access to the AWS
Nitro system

No ssh, no general purpose access of any kind

All Nitro operations are done via secure,
authenticated APIs and microservices

aws © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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AWS Nitro System

Every build is signed and every operation is
pre-vetted for safety

Nitro systems run in an isolated network

Debugging features don't disclose
customer data

We've been extending this model to
other systems

aws © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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AWS Nitro System

With metal instances, customers get the
dedicated hardware

Virtual instances are fully isolated from one
another and from the Nitro Hypervisor

Instances don't share CPU cores or L1/L2
cache lines

aws © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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AWS Nitro System

Nitro provides confidential computing based
on hard isolation that complements
encryption

Graviton2 includes memory encryption

Launch and run your application as normal,
no modifications needed

aws © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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AWS Nitro Enclaves
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AWS Nitro Enclaves
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AWS Nitro Enclaves
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AWS Nitro Enclaves

Nitro Enclaves are highly isolated

No durable storage

No network access

No interactive access

No metadata service, DNS, NTP

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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AWS Nitro Enclaves

- Helper agent forwards end-to-end
encrypted communications between
the enclave and select services

- Communications can be SSL/TLS or
message-level encryption

- The agent has no visibility of the
plaintext

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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AWS Nitro Enclaves attestation

- Cryptographic attestation is perfect
precision biometrics for code

- Authenticates what the software is

« Can be used contemporaneously or

retroactively to verify what software
handled data

aws © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved
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AWS Nitro Enclaves attestation

- Enclave generates a local public-private key pair

- Enclave supplies the public key, and an optional nonce, to the Nitro attestation
service

v -y
v 4
v 4

aws © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved
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AWS Nitro Enclaves attestation

Nitro attestation service produces an
attestation document that covers:

Nonce, public key, enclave image checksum,
kernel checksum, application checksum,
enclave signing key, attached instance,
instance role, launch time, current time

Attestation document is signed by the
AWS Nitro Attestation PKI

Attestation document can be used with
AWS KMS or third-party services

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Introducing: The Security Overview of the AWS
Nitro System whitepaper

» Detailed review of the security design
the three primary components of the
AWS Nitro System:

* Nitro Cards,
 Nitro Security Chip

* Nitro Hypervisor

* Deep dive on the AWS Nitro System
integrity protections, tenant isolation
model, and no operator access design

https://a.co/hYWhsH9

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved
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Zero-privilege operations takeaways

Ratcheting down permissions and access is the new normal. Go hand-in-hand with
automation and operational improvements. Everybody wins!

Enable CloudTrail and MFA
Focus on at least achieving ZPO3 and ensuring that all access is accountable

Hermetic systems are more practical than ever

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Thank you!

[waeres] Please complete the session
'8

survey in the mobile app
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