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What we’ll cover

Introduction

PKI 101

Cloud-based PKI use cases
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What is an X.509 certificate?

• Allow web browsers to identify and establish 
encrypted network connections

• Used within a cryptographic system known as 
a public key infrastructure (PKI)
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Public vs. private

Public

Commercial certificate authority

Certificate trust already included

Generally SSL/TLS certificates

Certificates require domain 
validation

Private

Self-managed certificate authority

Self-managed certificate trust

Range of certificate types and 
options

No validation required
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What is the role of private certificates?

Issue certificates to encrypt data in transit (TLS) +
identify and authenticate endpoints

Certificates provide a unique digital identity to endpoints
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Evolution of cloud PKI: Drivers

• Migration from data centers and traditional firewalled infrastructure

• Evolving security and application architectures

▪ Zero trust

▪ Service mesh, microservices, and distributed applications

▪ From long to short lifetime resources (e.g., servers → containers)

– Need high capacity and high availability

▪ Certificate-based authentication

▪ Secure endpoint identification and TLS connections between endpoints

• IoT

▪ Scale, customization, high availability, and/or bulk issuance
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IOT and 

devices apps

Service mesh 

and containers

o Implement end-to-end encryption 
to AWS resources or on-premises 
servers

o Issue certificates for IoT or 
manufactured devices

o Provide real-time certificates for 
service meshes and container 
workloads

o Issue identity certificates for 
devices, machines, and users

AWS resources

Identity

AWS Private CA

Evolution of use cases
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Evolution of AWS Private CA

• AWS Private CA launched in April 2018

▪ Secure, scalable, customizable, high-availability SDKs and API-based automation

▪ Subordinate CAs, CRL-based revocation, audit reports, FIPS 140-2 protected CA keys

Launch • CA hierarchies

• Customization via 

templates

• OCSP

• Kubernetes plugin

• Customization via 

API passthrough, 

custom subject, 

configurable start 

date, smart card 

logon support

• Matter certificate 

format

• Rebranding to AWS 

Private CA

• Short-lived certificate 

mode

• Name constraints

• Custom subject names

• Cross-account 

sharing

• AWS PrivateLink

endpoints

• Compliance (ISO, 

SOC 1, 2, 3, PCI, 

etc.)
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Conversation starters

• CA hierarchies

• On-premises vs. cloud-based service

• Revocation 

▪ CRLs

▪ OCSP

• Use cases

▪ Containers

▪ Hosts/instances

▪ IoT

▪ Matter PKI

▪ Service meshes

• Certificate formats and customization

▪ Matter device IDs

▪ Service mesh IDs (SPIFFE id)

▪ Name constraints

▪ Custom extensions and subject names

• Short-lived certificates for AuthN

▪ IAM Roles Anywhere

▪ Amazon AppStream 2.0

▪ Amazon WorkSpaces
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Thank you!

Please complete the session 
survey in the mobile app


