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Operating storage at scale

Insights into Amazon S3

Optimizing cost for various data access patterns

Achieving high performance with Amazon S3

How Torc Robotics manages petabytes of data
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Industry-leading scalability, durability,
and availability

« Exabytes stored across many millions
of drives

« Amazon S3 holds more than 280 trillion
objects and averages over 100 million

requests per second

Amazon S3

« 235+ distributed microservices in 3 or more
Availability Zones per Region
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Data Is growing
faster than ever




Pillars of cost optimization
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Define your workload Understand your storage
requirements and develop insights
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Optimize and
measure



Define your workload requirements

Content
distribution

Recreatable
data

File
sharing
Data

analytics  Media files

Archives

Mobile sync &
backup Big data Dynamic

Disaster s |
recovery Data lakes
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T you can't see it,
you can’t change it
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What did customers ask for?

8 O £

Organization-wide Drill down to gain Take action on the
visibility into usage understanding of usage insights developed
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Analyze your storage with S3 Storage Lens

1. Interactive dashboard experience in the S3 console —

A — - —/_/_) free to all customers
a il

2. Organization-wide visibility

\ N _l, 3. Drill-down by Region, storage class, bucket, and prefix
O1—@& =T

R 4. Multiple ways to access Storage Lens data

5. Granular usage & activity metrics

_ m Now includes 34 additional metrics (more than

double the existing metrics count!)
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S3 Storage Lens added 34 new metrics

Cost optimization Data protection Performance Access control
!/ZNY @ :,__lI Hin
$ - i
r | [p——
LI/ A DD g
— l
I I r I
“How do | optimi . “Am | seeing arise in ., .
ow do |l op |m|z?e'!’ “How do | prevent 403 authorization How do | audit my
my storage spend: e — errors?” buckets t(? ensure
| el GV e 0 ACLs are disabled?”

New metrics
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Discover incomplete multipart uploads

Trends and distributions

Primary metric Secondary metric

Incomplete multipart upload object count greater than 7... ¥ Object count

Trend for Oct 30 - Nov 29,2022

Date range Aggregation
Last 30 days
= Ni

Incomplete multipart upload object count greater than 7 days old —— Object count

Nov 29,2022

Incomplete multipart upload ebject count greater than 7 daysold Il Object count Incomplete multipart upload object count greater than 7 days old Il Object count

aws
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Capital (e
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Capital (e

90%+ of buckets are Archived petabytes of
versioned due to noncurrent versioned
business requirements data to save costs
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Publishing metrics to Amazon CloudWatch

S

Amazon S3

Unlock capabilities of CloudWatch
for S3 Storage Lens metrics

» Centralized, cross-service dashboards

= Alarms and triggered actions

@,

S3 Storage Lens

= Anomaly detection

Access metrics via CloudWatch API
= Connect AWS observability partners

Amazon
CloudWatch

aWS partner

- >, network
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S3 Inventory for object-level analysis

(]

S3 Inventory
report
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S3 Inventory for object-level analysis

(]

—)
S3 Inventory Amazon
report Athena
SELECT key FROM your_table_name WHERE 1is_latest = ‘FALSE’ and size >= ‘10240’
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Patterns of cost optimization

®

Data with known or predictable access patterns

2

\

O

Data with unknown or changing access patterns

)
D

(
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Patterns of cost optimization

®

Data with known or predictable access patterns

2

(

Data with unknown or changing access patterns



Patterns of cost optimization

Data with known or predictable access patterns

100%
90%
80%
70%

60%

ENE

50%

40%

Retrieva

30%

20%

10%

0%
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Workloads with predictable patterns often have low retrieval
rates for long periods of time after becoming rarely accessed

128.8 TB

126.6 TB

£
-
m
—+
=
m
<
w
=
o
—+
m

Total storage

120.1 TB
Apr 21 May '21 Jun’
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Optimizing data with known access patterns

N o
S3 Glacier S3 Glacier S3 Glacier
53 Standard 53 Standard-1A Instant Retrieval Flexible Retrieval Deep Archive
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Optimizing data with known access patterns

= B .=

S3 Standard

Frequently
accessed data

+ Milliseconds
access

* No retrieval
charge
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Optimizing data with known access patterns

I = 2
=~ B M

S3 Standard-IA

Infrequently
accessed data

» Milliseconds
access

* Per-GB retrieval
charge
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Optimizing data with known access patterns

(-]

1] = 25
= B &

S3 Glacier
Instant Retrieval

Rarely
accessed data

« Milliseconds
access

* Per-GB retrieval
charge
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Optimizing data with known access patterns

I oz 2
=~ B =

S3 Glacier
Flexible Retrieval

Archive data

* Minutes to hours

* Free bulk
retrievals
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Optimizing data with known access patterns

@A . @ @ %rCEZ%D

S3 Glacier
Deep Archive

Long term archive data

* Retrieval in hours

aws
-7



Amazon S3 Glacier storage classes

aws
~—

<]

-

S3 Glacier
Instant Retrieval

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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S3 Glacier

Flexible Retrieval
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T
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S3 Glacier
Deep Archive



Snap saved millions
of dollars and
customer memories




Snap saved millions
of dollars and
customer memories

363 million daily Snapchatters
store content indefinitely

2 exabytes of data, or 1.5 trillion
media files stored on Amazon S3




Selecting the right storage class

Frequency of access Duration of storage Performance

aws
-7



Fine tune your Lifecycle policies

. K
A
,_ | ~ )X: %
N 2
S3 Glacier S3 Glacier
SERSLFE IS Instant Retrieval Deep Archive
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Fine tune your Lifecycle policies

ik o=
@ »F 90 days - 365 days
~ sk

S3 Glacier

S3 Standard Instant Retrieval
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S3 Glacier
Deep Archive



Majority of data has
unknown access patterns



Patterns of cost optimization

—,

Data with known or predictable access patterns

~

(

Data with unknown or changing access patterns



Patterns of cost optimization

Data with unknown or changing access patterns

100%

90%

80%

70%

Y 60%
o]
[a

S 50%
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3

x 40%

30%

20%

10%

0%
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Month
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dws

N7

S3 Standard

Frequent

S3 Standard-IA

Infrequent

=]

&

S3 Glacier
Instant Retrieval
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Automatically optimize each & every object

dws

N7

Frequent
Access tier

o

Infrequent
Access tier

Q-

| 11 |
| 11 |
| 11 |
Archive Instant ‘ _): Archive . | Deep Archive :
Access tier I Access tier I Access tier I
| 11 |
| 11 |
| 11 |

:

Milliseconds access (automatic)

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Minutes to hours (optional)




Use Event Notifications to track objects moved
to the asynchronous archive tiers

Access tier Access tier Access tier Access tier Access tier

T ‘ | PARNNNNERRI, L _ LU '

| 11
| 11
| 11
Frequent Infrequent Archive Instant ‘_ : Archive : : Deep Archive
H %‘ )I 11
| 11
| 11
| 11
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st ck

Regain 20-50% Cost savings of Elastically scale
of sprint time up to 60% petabytes of data
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$750 million

IN COSt savings
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Getting started with
Amazon S3 Intelligent-Tiering
| as your default storage class
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Scaling to tens of millions of
requests per second




Pillars of performance optimization

, - -
I
\
N - - e oy
—_ \
1
wgl

Organizing the
S3 key namespace
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Use horizontal
scaling

8%

Monitor
and retry




Prefix design for scale

3,500 (— 5,500

PUT/COPY/POST/DELETE GET/HEAD

per prefix

aws
-7



Designing prefixes for “bursty” workloads

dws
E)

/daily-uploads/20211006/CARO1/drive-data
/daily-uploads/20211006/CARO2/drive-data
/daily-uploads/20211006/CARO7 /drive-data
/daily-uploads/20211006/CARO5 /drive-data
/daily-uploads/20211006/CARO1/drive-data
/daily-uploads/20211006/CARO2/drive-data
/daily-uploads/20211006/CARO7 /drive-data
/daily-uploads/20211006/CARO5 /drive-data
/daily-uploads/20211006/CARO1/drive-data
/daily-uploads/20211006/CARO2/drive-data
/daily-uploads/20211006/CARO7 /drive-data



Designing prefixes for “bursty” workloads

dws
E)

/daily-uploads/ac/20211006/CARO1/drive-data
/daily-uploads/1f/20211006/CARO2/drive-data
/daily-uploads/dd/20211006/CARO7/drive-data
/daily-uploads/ca/20211006/CARO5/drive-data
/daily-uploads/25/20211006/CARO1/drive-data
/daily-uploads/11/20211006/CARO2/drive-data
/daily-uploads/27/20211006/CARO7/drive-data
/daily-uploads/ef/20211006/CARO5/drive-data
/daily-uploads/fd/20211006/CARO1/drive-data
/daily-uploads/10/20211006/CARO2/drive-data
/daily-uploads/01/20211006/CARO7/drive-data

I— Add entropy to the start of the prefix



Horizontal scaling is key to maximizing
performance

VVVYVYV

NNANANNAN
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Parallelization of individual operations

« Use multipart upload to
parallelize large objects
when uploading

Latency

« Use byte-range fetches to
parallelize large objects
when retrieving data

Request size

Parallelize large object uploads and downloads to reduce latency and improve throughput

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved
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Measuring 503 slowdown errors

503 Slow Down typically indicates that the number of requests to
your S3 bucket is very high, exceeding the request rates

* Amazon CloudWatch metrics $

« S3 Storage Lens advanced metrics \ 503 “Slow down"

» Server access logs

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Hundreds of thousands
of data lakes are built on S3
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One Mission:

Saving Lives

$800 billion industry transports 72.5% of all US goods,
including food and medicine

29% of US greenhouse gases emitted by transportation

415,000 truck crashes/year



Trucks collect multiple terabytes per hour

ADS Engaged

SPEED
3 2
55
Speed (mph)

- Data recorded in binary compressed format y.

+ 99.8% of the data are images and point clouds Y/ / bé‘i |

- Some data needs to be kept forever ! / .

aWS, © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.



Support multiple access patterns

« Forensics

- Fleet ops and reporting

) entorprise  seacchorjumo o

Pull requests Issues  Marketplace Explore

« ML training data st RN |

- Ad hoc querying

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Migrated on-premises workloads to Amazon S3

= (-
SR —
/N
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Data lakes on Amazon S3 enable new
capabilities

- Efficiently look at specific threads of data across tests
- Combine and share data (operational reporting)
- Data enrichment (KPlIs)

- Create and update ML datasets

On-premises Data Movement Real-time Data Movement

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Simplified setup
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Optimizing cost with S3 Intelligent-Tiering

aws
~—

Trend for Oct 9, 2021 - Oct 9, 2022

Date range Aggregation

Last 12 months ¥ Month-end total

Oct 9, 2021 - Oct 9, 2022

% retrieval rate

4.00%

3.20%

2.40%

1.60%

0.80%

0.00%
Nov '21 Dec '21 Jan 22 Feb '22 Mar ‘22 Apr 22

May '22

Jun'22

Jul'22

—— % retrieval rate

Aug '22

Sep ‘22

Total storage

PB
PB
PB
g
o
5
a
pe B —e— Cost
—e— Size
PB

Oct 22

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Optimizing performance

 Bursty request rates during uploads to Amazon S3

<test uuid>/<data_stream_name>/<original key> <timestamp>.<ext>
« Our PUT object costs accounted for 8% of our cost

Bundled media into tar files

« Reduced PUTs by 99% and eliminated throttling
« Incurred some time cost in extraction process

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Amazon Athena query performance

Athena Query Time [ 1th  3h 12h 1d 3d 1w  Custom (2M) Line v Actions ¥

S3 prefixes determine partition
schema for tables

Choose prefixes based on the most
common query conditions

Setting partition indexes reduced
query times by up to 40%

" '.'::#-piw%uﬁ”#g%‘f BT ﬁM’ <X *%*mq

"
08/14 08,21 08,28 09/04 0911 0918 09/25 10/02 10/09

O bse rve < ZOS q u e ry ti m es Wh e n @ operational-reporting @ video-api 8 build_workgroup
using partitions

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Amazon Athena query performance

Observe 1_12m query times for Athena Query Time [# Th 3h 12h 1d 3d 1w  Custom (2M) Line v
common full table operations

Complex queries can be much
longer (<30 mins)

Vehicle data database contains
>300B rows

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Amazon Athena query performance

No performance impact from SSE

Query Execution Speed In Seconds (BucketSize = ~260GB)

SELECT * FROM <table> LIMIT 10_000_000 SELECT * FROM <table> WHERE test_id = <test_id>

= Unencrypted mmm  Unencrypted
mmm Encrypted mmm Encrypted

424 428
—

100 103

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Putting it all together



Thank you!

Christoph Bartenstein Andrew Kutsy
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Zane Reynolds

[waeres] Please complete the session
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survey in the mobile app




