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Ransomware in the cloud
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Modern ransomware targets the C, I, & A of
your data

- Confidentiality — Leaking of stolen data
- Integrity - Irreversible encryption of data
- Availability — Downtime of mission critical services

Colonial
Pipeline
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Ransomware exploits access and
coverage gaps

How do we know we’re protecting the CIA of our crown jewels?
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What is Zero Trust on AWS?
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Changing our intuition on ransomware

7

If an actor is already in your environment, how do you make it
hard for them to further progress toward your crown jewels?
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Defining Zero Trust

aws
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Zero Trust

ldentity-centric AND Network-centric

VPC
-IIIII- _IIIII_
] FAuthnz 4. D@JE :
-IIIII-Q© J; -IIIII-
@
—Optimally:|ldentity-centric

and network-centric controls
aware of each other

dWs
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The Zero Trust stance
toward ransomware
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To stop ransomware, start with the data

KNOW — PROTECT — HARDEN — PATCH

Know where your crown jewels live
Protect your crown jewels with the right configurations and policies

Harden all paths to your crown jewels
Patch your services regularly

hObdS



Step one: Know where your data lives

« Data is created and copied constantly

 |dentify your organization’s crown jewels and establish a tagging/isolation
practice

13.2k 28.8k N/A
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Step two: Protect your data

« Ensure proper configurations of your crown jewels services + data

* Protect your crown jewels and data by taking regular backups

4
Newly launched

AWS Backup Backup Vault
Based on tags

Newly launched DB
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Step three: Employ zero trust to harden paths
to crown jewels

« Evaluate IAM and network paths leading to crown jewel data, services
and backups

 lIdentify high risk roles, users and network routes

 Rightsize access and network reach




Step four: Have a regular patching cadence

« For the crown jewel services you've identified, make sure you have a regular
patching cadence

Ll‘ﬁzb@csﬁ@ %

Scheduled Automation Document to Patch Group A

CloudWatch Event Scan EC2 instances
Systems Manager

@ Inventory
l:{> = Check :{>
DDD :Gatherél> E |:‘| > .:‘|> oﬁl
Scheduled Check Systems Manager Patch Group B

CloudWatch Event Roles & Policies

S3 Bucket for QuickSight

Patching & Dashboards
@ Inventory logs
D D D |::> — Patch :D

Scheduled Automation Document to Patch Group C
CloudWatch Event Install the latest Patches

Systems Manager

Patch Groups ﬁ JI:_I, {g}}

Automation Failure & Systems Manager Config Rule for
Patch Compliance SNS Topic Systems Manager
Email Notifications Patch Compliance
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How AWS can help you

« Many of the steps | just went through to defend against ransomware relied

on an analysis of what is possible given current configurations

« Here at AWS, we're building these analytical capabilities using techniques in
symbolic analysis



Provable Security

aws
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Provable Security
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Provable Security
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Case study:
Amazon consumer payments
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Add a credit or debit card

Card number Amazon accepts all major credit and debit
cards:
Name on card

visa @ B 9

Expiration date ; —— :-: E amazen

Add your card Link your card from your bank

Learn more >~

Choose bank v Link your card

Cancel

Custom,
on-prem,

) Lumos
isolated

dWs
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Add a credit or debit card

Card number Amazon accepts all major credit and debit
cards:
Name on card visa @ | : kD) —
. = https encrypted data — opaque token

Add your card Link your card from your bank
Learn more

Webserver

\

lumos-key

opaque token
encrypted data N

encrypted

payment request<data> payment request<token>

payment request
aws
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Add a credit or debit card

Card number | ‘

Nameoncard |

Expirationdate = 01 v 2021 v

== A high-level reference architecture

—

Payment
service
providers

..... Other Amazon
Services

"
: Hardware security ' 1
v model (HSM)

..........

_______________

P Pl o) 648/59:16 - Ahigh-level reference architecture >

Partner
Banks

#AWS #AmazonWebServices #CloudComputing
AWS re:Invent 2021 - Lumos: Amazon’s internal, large-scale serverless payments system

payment request
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Customer data
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1. Treat customer data like it's radioactive

2. Build a containment unit out of AWS

AWS Identity and Access Amazon Virtual Private AWS Organizations
Management (IAM) Cloud (Amazon VPQC)

1. Ensure exposure is not even theoretically possible



““We are never unintentionally
exposed to customer data”

- Amazon Consumer Payments

aW% © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved



Critical zone

« Need to know where all the critical data is
« Need to know where it can go

« Need to know where it can never go
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Token Table
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Token Table
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Tokenization Role

Token Table
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Token Table Tokenization Role
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Token Table Tokenization Role
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Tokenization Logs okenization Certificates
I | —
I | —
I | —
I | — .
Token Table okenlza;clon Role Tokenization Metrics
LCL ST (X5 ”j” Tokenization Secrets

Tokenization Cluster
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Tokenization Logs okenization Certificates
I | — ?
I | — ®
I | —
I | — .
Token Table okenlza;clon Role Tokenization Metrics
LCL ST (X5 ”j” Tokenization Secrets

Tokenization Cluster
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Tokenization Logs okenization Certificates

| | —

| | m— Control

[ | —

| m— I

Token Table Okemza:zlon Role Tokenization Metrics
Tiokenizationisey ”j” Tokenization Secrets
Tokenization Cluster
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Tokenization Logs okenization Certificates

| | —

| | m— Control

| | —

| | — I

Token Table okenlza;clon Role Tokenization Metrics
e F
L Szl el LG ”j” Tokenization Secrets
Tokenization Cluster
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Tokenization Logs okenization Certificates

il
D /

_ Control _ _
I | — .
Token Table okenization Role Tokenization Metrics
LCLCIELTR (XS ”ﬂ” Tokenization Secrets

Tokenization Cluster
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Token Table Tokenization Metrics

==

Tokenization Key

0y

Network Canary

JIEH

Tokenization Cluster

JIEH

Transmission Cluster




JIEH

Transmission Cluster

A

Network Canary




Critical zone

« Know where all the critical data is
« Know where it can go

« Know where it can never go

“We are never unintentionally
exposed to customer data”
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Universal statements
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Universal security statements

—oO
O---a
L—o

“My S3 buckets are “There is no unknown
not publicly accessible” external access to my S3 buckets”

&
of ™=
f =

“All SSH traffic to my instances
goes through a firewall”
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““My S3 buckets are not publicly
accessible

You
After using S3 Block Public Access

aw% © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved



S3: Block Public Access

fort

= th

Block all public access

Turming this 1g on is th as turning on all four

dWs
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3: Block Public Access

Amazon S3 Amazon 53 Block Public Access settings for this account Edit

Buckets Edit Block Public Access settings for this account .

Access Points Use Amazon S3 Block public access settings to control the settings that allow public access to your data.
Object Lambda Access Points
Multi-Region Access Points Block Public Access settings for this account
Batch Operations ! ] ndaby
Access analyzer for vithout publi
Learn more E

Block all public access
Tur : 1

Storage Lens
Dashboards

AWS Organizations settir

Block public access to buckets and objects granted through new public bucket or access point policies
spotlight e i at publi jects. T! i 't

Block public and cross-account access to buckets and objects through any public bucket or access point policies
AWS Marketplace for S3 L ¢ ts with t : an

Cancel

dWs
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S3: Block Public Access

dWs

p

Edit bucket policy

Bucket policy

@ Public access is blocked because Block Public Access settings are turned on fo
To determine which settings are turned on, check your Block Publi

1
2
3
4
5
3
7
8
9
@

1

=
=

+ Add new statement

JSON Ln11,Col1

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

ount [4. Learn more about usi imazon 53 Block Public

Edit statement

Select a statement

Select an existing statement in the policy or
add a new statement.

+ Add new statement

Preview external access

Cancel




S3: Block Public Access

Edit bucket policy

Bucket policy
@ Public access is blocked because Block Public Access settings are turned on fo

To determine which settings are turned on, check your Block Publi 0 is ount [4. Learn more about usi \mazon 53 Block Public

Edit statement

Select a statement

WO~ O Ul B

Select an existing statement in th
add a new statement.

=
=i

+ Add new statement

+ Add new statement

JSON Ln11,Col1

Preview external access

® You don't have permissions to edit bucket policy
After you or your AWS administrator have updated your permissions to allow the s3:PutBucketPolicy action, choose Save changes. Learn more about Identit
nagement in Amazon S3 [4

> APl response

Cancel

dWs
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“There is no unknown external
access to my S3 buckets”

You
After using IAM Access Analyzer
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IAM Access Analyzer

dWs

p

Access Analyzer
Monitor access to resources

How it works

o Create an analyzer

You can set the scope for the analyzer
to an organization or an AWS account.
This is your zone of trust. The analyzer
scans all of the supported resources
within your zone of trust.

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

o Review active findings

When Access Analyzer finds a policy
that allows access to a resource from
outside of your zone of trust, it
generates an active finding. Findings
include details about the access so
that you can take action.

o Take action

If the access is intended, you can
archive the finding so that you can
focus on reviewing active findings. If
the access is not intended, you can
resolve the finding by modifying the
policy to remove access to the
resource.

Getting started &

W
W

hat is




IAM Access Analyzer

ConsoleAnal g 3d9 a99a-9ee6f75f7516
Zone of trust B0

Archived Resolved

Active findings

Account ID 180286015604
Fil

Resource: 'rungta’ X Clear filters

Finding ID Resource

rungta-gacek-reinforce

rungta-gacek-reinforce

dWs

p
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External principal

098076467384

All Principals

Condition

0-12345678

Shared through

Bucket policy

Bucket policy

Access level

Write

Read

n: a few seconds ago

Updated

a few seconds ago

a few

econds ago




IAM Access Analyzer

> Findin
89c22205-e8cb-45d3-9add-61de4ec06919 o
Details
Finding 1D

45d3-Badd-
6

Next steps

Intended access

If the access is intended, such as access necessary for business processes, you can
archive the finding. This lets you focus on findings that are related to potential security
risks. When you archive a finding, it's removed from Active findings and the status
changes to

Archive

dWs

p
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E1 Feedback C Rescan

Shared through

Bucket policy

Not intended

If the a s isn't intended, it indicates a potential security
the service associated with the resource to modify or remo

Go to S3 console [4

risk. Use the consaole for

e the policy that grants the




IAM Access Analyzer

1AM >

Last scan: a minute ago

Access Analyzer o

Analyzer

ConsoleAnalyzer-2a4704eb-8a90-4093-b17a-288e443d0f9%e
Zone of trust: Current account (180286015604)

Archived Resolved

Active findings
Account ID 180286015604

Filter active findings
Resource: "rungta” X Clear filvel
Finding ID Resource Condition Shared through Access level Updated

No matches

Clear filters

dWs

p
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IAM Access Analyzer: Alerts

IAM Access Analyzer Amazon EventBridge Amazon SNS Email Notification

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.



SNS Topic

Amazon SNS Topics Create topic

Create topic

Details

Type Info

Topic type cannot be medified afte pic is created

Amazon SNS Subscriptions Create subscription

FIFO (first-in, first-out) © standard
* Strictly-preserved message ordering * Best-g
» Exactly-once message delivery * At-leal

#* High throughput, up to 300 publishes/seco * Highes Create SUbSCI’IptiOﬂ

Subscription protocols: 5Q5 Subscl
email,

Details

Name

AccessAnalyzerFindings Topic ARN

Maximum 256 characters. Can include alphanumeric characters, hyphens (=) and underscori CL arm:aws:sns:us-east-1:180286015604:AccessAnalyzerFindings

Display name - optional Protocol
To use this topic with SMS subscriptions, enter a display name. Only the first 10 characters The type of endpoint to subscribe

Email
Maximum 100 characters.
Endpoint

An email address that can receive notifications from Amazor

gacek@amazon.com

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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EventBridge Rule

Amazon EventBridge Rules Create rule

Step 1

Review and create

Step 1: Define rule detail E“E“t patte rn Info

Define rule detail

Step 2

Build event pattern

Define rule detail

Step 3

Select target(s) {
Rule name Status Event bus

Step 4 - optional AccessAnalyzerFindings @ Enabled default L source i = I:"I aws . aCcCess -ana ].F.EE'F 1|] )
Configure tags Wi & 1] Wi = - L]
e Ruls type detail-type": ["Access Analyzer Finding"]

Standard rule

Step 5
Review and create }
Step 2: Build event pattern

Event pattern info

{
"source": ["aws.access-analyzer"],
"detail-type": ["Access Analyzer Finding"]
i

Step 3: Select target(s)

Targets

Targets

Targets Target Name Type Arn

Targets

TargetName  Type Am —- A Anal : arnaws:sns:us-east-1:180
ccessAnalyzer
arn:aws:sns:us-east-1:180 i . i
Accessanalyzert (o oo | Matched ) > indi [ SMS topic 286015604:AccessAnalyzerFi
indings [4 ndings event Inal T1EJS I"ldiI"IQS

Cancel Previous

dWs

p
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S3: Update

"version™: "1.0",
Bucket ARN "id": "71985311-83c3-4a8f-b939-f0a78093210d",
arn:aws:s3::rungta-gacek-reinforce "status": "ACT|VE",
"resourceType": "AWS::S3::Bucket"”,
Policy "resource": "arn:aws:s3::rungta-gacek-reinforce",
53 - "createdAt": "2022-06-14T16:24:30.468Z",
24 "Effect”: "Allow”, "analyzedAt": "2022-06-14T716:24:30.468Z",
25 "Principal”: "*", "updatedAt": "2022-06-14T16:24:30.468Z",
o g Message "accountld": "180286015604",

27 "s3:GetObject”, . o )
28 "s3:PutObject” . N reg|o.n : "us-east-1",
29 1, s "principal™: {

30 "Resource": "arn:aws:s3:::rungta-gacek-reil Delete Reply Reply Forward U * "AWS": En

31~ "Condition": { All }

32 - "StringEquals": { Vo oo . . . "
33 "aws: SourceVpc": "vpc-12345678" _;‘ AWS NOtIflcat|Ol action™ [

34 ¥ o "s3:GetObject",

35 } AWS Notifications < "s3:PutObject”
m j'| To: Gacek, Andrew—1 ]

277 1 g 1

1 "condition™: {

{"version":"0","id":"5c9b7151-5{31-8d2f! " . ., _ "
analyzer","account”:" 180286015604" ,"tim aws.SourceVpc - Vpc 12345678
1:180286015604:analyzer/ConsoleAnalyz( } ,
f0a78093210d","status":"ACTIVE","resod  u: u,
14T16:24:30 4682" "analyzedar2022.0  1sDeleted™ false,
{"AWS":"*"} "action":["s3:GetObject","s3  "isPublic": false
If you wish to stop l’cCCi\'il]g notifications fromrons TWPIUT PICAsT CIIUR U VISIT UIC TR UCTUW (U Ui UUSCTIUET
gacek @ amazon.com">https://sns.us-east- 1 amazonaws.com/unsubscribe html?SubscriptionAm=arn:aws:sns:us-east-1:180286015604: AccessAnalyzerFindings:e39769¢1-1178-

49b7-8b22-a7511fdd7a97& Endpoint=gacek @amazon.com

+ Add new statement

JSON Ln 36, Col 3

Please do not reply directly to this email. If you have any questions or comments regarding this email, please contact us at https://aws.amazon.com/support

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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“All SSH traffic to my instances
goes through a firewall” “

You
After using VPC Network Access Analyzer

aW% © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved



Intended network

Subnet-1

Internet Gateway

AWS Network Firewall

Subnet-2

TTTT1
Server-1

TTTT1
Server-2

TTIT1
Server-3

dWs
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Network Access Analyzer

aws | &5 services | Q Search for services, features, blogs, docs, and more [Option+S]

@O New VPC Experience

Tell think

X

‘ Launch EC2 Instances ‘

Mote: Your Instances will launch in the US East region.

EC2 Global View [ Resources by Region C Refresh Resources

Filter by VPC:

You are using the following Amazen VPC resources

Virtual private cloud

Your VPCs

Security
Network ACLs

Security groups

Metwork Analysis
Reachability Analyzer

Metwork Access Analyzer

DNS firewall

Rule groups

dWs
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Network Access Analyzer

dWs

p

Scope

Define Network Access Scope

Network /
templa

Match conditions infe

Define Network Access Scope
Source

Resource types

‘AW C2:InternetGateway X ‘

Destination
Resource types
‘AWS::ECZ::Instance X ‘
¥ Traffic type- op
Destination port

22

Exclusion conditions - optional info

Through

Resource types

AWS::NetworkFirewall::Firewall X

Cancel

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Network Access Analyzer

VPC Network Access Scopes nis-0792cae53a75b933b

nis-0792cae53a75b933b / UnsafeSSHIngress

Summary info
Network Access Scope ID Name Description
nis-0792cae53a75b933b UnsafeSSHingress -

» Network Access Scope definition

Past analyses Tags

) Analysis is in progress
An analysis can take several minutes. Analysis results will be displayed when analysis completes.

Feedback

dWs

p
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Network Access Analyzer

Network Ac

nis-0792cae53a75b933b / UnsafeSSHIngress

Analysis details Delete analysis

Analysis ID Last analysis date st analys sult Analysis status Network Interfaces
sa- , 2022, 8:48 (UTC-05:00) s detected @ Complete analyzed
0fbf71a055372e006 4

Networklnterface information
Resource ID

eni-Obfd8fode88b00f62

Attached to Name

Server-3

Subnet VPC name

Destination Subnet-2

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Actual Network

Subnet-1

Internet gateway

AWS Network Firewall

Subnet-2

TTIT1
Server-

\ 4
LLLLI

TTIT1
Server-

dWs

p
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Network Access Analyzer

Network Access Scope templates

Select Network Access Scope template

Select template
Build your

© Identi Identify access to Internet Gateways
pl Example

Identify non-permissible traffic type
Bxample

Empty template

Build you

Cancel

dWs

p
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Protecting your data by
creating an immutable
"golden image”

aWS, © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved



AWS Backup provides broadest support for
AWS resources

AWS Backup

Gp

VMware Cloud on
AWS

FS¥% FSée-

Amazon FSx for
OpenZFS

Amazon FSx for
NetApp ONTAP

N A

L&

Amazon EFS

é '
Amazon Amazon
DynamoDB RedShift

= &

Amazon Aurora  Amazon Neptune

R 7

LLL R z FS\ FS\ J— (\3

i 1 0 ) (mi Aa ||l B m
LILAL z N f z N
Amazon FSx for ~ Amazon FSx for
Amazon EC2 Amazon EBS Windows File Lustre Amazon RDS 5 AmaZO?DB Amazon S3 AWS Storage
Server SCLIE Gateway
Compute Block Storage File Storage Databases Object Storage Data Transfer
adWws

p
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Hybrid
Workloads

AWS Storage
Gateway
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Back up your critical assets by using ta

dWs

p

Assign resources

Assign resources to thi

1. Define resource selection info

© Include all resource types

Protect all resource typ at are ¢

Include specific resource types

Choose 0y Ty

2. Refine selection using tags - optional infe

Filter or multiple tags, ces will only be up plan if they satisfy all tag conditions.

Key Condition for value Value

Q. Environment Equals Q. Prod Remove

Equals Q. Backend Remaove

Add tags

(1) when more than one tag is added, only those resources that fulfill all the tag conditions will be assigned
(using the AND operator).

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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AWS Backup Vault Lock protects your sensitive
data backups against malicious actors

Attached to a Backup vault - You enable AWS Backup Vault
Lock configuration at the AWS Backup Vault level

* Protects against deletion — No user, including the root
Vault Lock account, can delete your backups

configuration

* Protects against lifecycle changes — No user, including the
root account, can change your backups’ retention periods
or update backups transition to cold storage settings

 Enable AWS Backup Vault Lock using AWS Backup API, CLI,
or SDK

e AWS Backup Vault Lock has been certified for SEC 17a-4(f),
FINRA 4511(c), and CFTC 1.31(c)-(d)

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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High Level Architecture

s S EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEENENy
. v,

Native AWS Services AWS Region = | g ---—----—o= oo
|
Isolated Data Vault & Forensic ‘.& Staging Account i {Q Cross Account Backup (CAB) Vault
| I
Capabilities - Advanced Plus : : I .
| ' . Digital Air Gap
: ' : : |
AWS Backup i : - | @ : : 5 @ .
gUEEEEEEENEEENEEENEEEEEEEENY : Lﬂ_ﬂ- PUSH i : Lﬂ_ﬂ-CIOUd?:\s:ﬁ‘aﬂon
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Universal security statements

\ “All my sensitive data

“My S3 buckets [ O is backed up and
are 0---A protected from

not publicly | : malicious actors.”
accessible”

“There is no unknown
external access to my S3
buckets”

“All SSH traffic to my

"My EC2 .
instances are Instances.goes )
not publicly through a firewall

accessible”
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Continue your AWS Storage learning

Build a Increase your Earn AWS
learning plan knowledge Storage badges
d — L \‘ ‘ \‘/ Technologist

Ramp-Up Guides

AWS Skill Builder digital badges

aws.training/storage

dws
-]



Sessions from the AWS Data Protection team

Breakout sessions Chalk talks

« STG206 (11/28) « STG324-R (11/28) STG304-R (11/28) | -« STG312-R(12/1)
* Dataresiliency design | |« STG324-R1 (11/30) STG304-R1 (12/2) - STG312-R1 (11/30)
patterns with AWS
= Protect AWS resources = Using AWS Backup to = Build a disaster

-« STG207 (11/30) with AWS Backup protect your cloud recovery solution with
, resources and hybrid AWS storage services
= Data protection and anvironmerite
governance on AWS - STG313(11/30)
« STG305-R(11/29
« STG208 (11/29) () = Backup for
. « STG305-R1 (12/1 applications runnin
= Protect agalns’g 5 ( / ) oﬁﬁ:he AWS Cloud J
ransomware with a = Data protection and
Zero Trust application recovery
architecture strategies for

ransomware events

STG341 (11/30)

= Proactively protect
aWS, © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved. C riti ca l a p p “cati ons




Thank you!

Nancy Wang Neha Rungta
@nancyzwang @neharungta
aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

N7

frerereeey]
ety

Please complete the session
survey in the mobile app




