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What is ransomware?

Ransomware is a form of malware that threatens to publish victims’ data or
perpetually block access to business-critical information unless a ransom is paid off

Why are they so effective? Think people, process, and technology
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Ransomware protection and recovery

Automation of a defense-in-depth approach
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AWS multi-layer security

PROTECT DATA WITH MULTIPLE LAYERS OF SECURITY

o
IAM policies to *

restrict user access

2. J

Enable multi-factor
authentication

(3 )

Immutable backups:
enable cross-account backups

0

Enable encryptic_m; use KMS with
restrictive key policies
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+ Enable audit tracking
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Physical security/digital
separation of roles: no access to
backup storage



Backup
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A fully managed, policy-based backup service that makes it
easy to centrally manage and automate the backup of data
across AWS services and hybrid workloads
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Hybrid
workloads

AWS Storage
Gateway
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AWS Backup enables you to create an immutable copy of your data
AWS Backup Vault Lock features and capabilities — write once, read many (WORM)

Control plane security
Isolated from all other customer AWS accounts

(entirely segregated entity) Vault model scalability

The AWS Vault solution allows the creation of
multiple dedicated vaults
Data plane security — ingress data flow

Vaulted data is always pulled into the vault and . FT O 3

never pushed by an external entity Protecting data with

- AWS Backup Vault Lock |

AWS Backup Vault Lock - WORM Compatibility

Meets write-once, read-many (WORM) requirements for

Data immutability - data retention electronically stored information (ESI)

The capability for vaulted data artifacts to be
immutably stored and subject to bounded or
unbounded retention periods

AWS Backup vault

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,

Audit and compliance
Vault performance Best security, compliance, vault monitoring, and audit
Highly performant vault that caters to elastic needs capability

of data protection
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Implement multiple levels of protection

FIRST: IDENTITY SECOND: PERIMETER AND THIRD: RECOVERING LAST
CONSTRUCTS POSTURE MONITORING KNOWN GOOD BITS

54

Role VPC S3 AWS Backup
Users endpoints bucket

AWS Elastic Disaster
Recovery

Permissions AWS

Organizations Bucket

policy

MFA token
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Cross-account/cross-Region backups

AWS Cloud

AWS Organizations

member account
Availability Zone
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Immutable backups
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Centralized AWS Backup data bunker

This architecture details the key steps involved in setting up a central immutable backup data bunker
that follows the principles of least privileges in a multi-account AWS Organization
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Create a resource policy that limits
CopyFromBackupVault to the backup data
bunker account and apply to the AWS Backup
vault(s) in each member account. Create
customer managed KMS key and apply to the
AWS Backup vault(s) in each member account.

Set up a backup data bunker account and create
an AWS Backup vault and set up Vault Lock to
it. Create a resource policy that limits
CopyIntoBackupVault actions from specific
organizational units (OUs) or accounts and apply
to this AWS Backup vault.

Create a customer managed KMS key in a
separate key vault account and share the KMS
key to the central vault account. Implement

additional security controls including MFA on
critical KMS API calls like ScheduleKeyDeletion.

Create a service control policy that restricts
access to the appropriate IAM roles to create
backups to create boundaries on the copy
operations into the backup data bunker account
and apply to the member accounts.

Create an AWS Backup policy with a copy
operation into the backup data bunker account

applied to the member accounts.

Restrict the access to the backup data bunker
account to specific userbase via AWS SSO and
MFA that will follow a break-glass workflow.

The authenticated user is granted AWS STS
temporary credentials through federation with
specific access to the backup data bunker.

Create audit reporting using AWS Backup Audit
Manager (BAM).

Create an Organizational CloudTrail for
recording and monitoring of policy changes and
central backup vault access patterns.



https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsbackup.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/vaults.html
https://aws.amazon.com/blogs/storage/enhance-the-security-posture-of-your-backups-with-aws-backup-vault-lock/
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsbackup.html
https://docs.aws.amazon.com/kms/latest/developerguide/best-practices.html
https://aws.amazon.com/blogs/storage/managing-access-to-backups-using-service-control-policies-with-aws-backup/
https://aws.amazon.com/blogs/storage/automate-centralized-backup-at-scale-across-aws-services-using-aws-backup/
https://aws.amazon.com/getting-started/hands-on/securing-remote-access-with-mfa/
https://aws.amazon.com/blogs/security/managing-temporary-elevated-access-to-your-aws-environment/
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_request.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/aws-backup-audit-manager.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/organizing-your-aws-environment.html
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This is not a complete list. To view all AWS Partners for this category, visit AWS Partner Solutions

Finder. This list of partners is current as of July 2022.
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http://www.aws.amazon.com/backup-recovery/partner-solutions/

Call to action

aws.amazon.com/security
aws.amazon.com/backup

« Ransomware protection
* Product information

* Product documentation
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Execute

aws.amazon.com/console

Create a backup plan

Start protecting your critical

AWS workloads

Create compliance reports
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Get help

forums.aws.amazon.com

Community help
Your AWS account team

AWS Support


https://aws.amazon.com/security/
https://aws.amazon.com/backup/?whats-new-cards.sort-by=item.additionalFields.postDateTime&whats-new-cards.sort-order=desc
https://aws.amazon.com/console/
https://forums.aws.amazon.com/

Thank you!

Fathima Kamal Vivek Mishra
fkamal@amazon.com vivekmsh@amazon.com
@fathimakg @mishra_vivek
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