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Introduction to VPC endpoints
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Introduction to VPC endpoints

Secure access to 

Amazon S3 over the 

Amazon network

Easy to configure, 

reliable, and 

highly secure

Control access with 

endpoint policies
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Types of VPC endpoints to access Amazon S3

Gateway endpoints1 Interface endpoints2
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Accessing Amazon S3 
using VPC endpoints
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Accessing Amazon S3 from a VPC –
Using gateway endpoints

Without gateway endpoint With gateway endpoint

Application

Internet 

• Simple network architecture 

• Control access via endpoint policy

• Traffic remains on Amazon network

• No additional charge to use gateway endpoints

Amazon S3

Internet gateway

VPC

Amazon S3
Application

Amazon 

network

VPC

Gateway endpoint
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Gateway endpoints – Based on the 
routing table in your VPC
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Gateway endpoints – Use standard S3 DNS

Ex: s3.us-east-1.amazonaws.com

Standard Amazon S3 Regional DNS names Amazon S3 
public IPs
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AWS PrivateLink for Amazon S3
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AWS PrivateLink for Amazon S3

Private Simple Performance

AWS PrivateLink
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Accessing S3 from a VPC –
Using interface endpoints

Access Amazon S3 

via private IPs

Corporate 

data center

On-premises

applications

AWS Direct Connect Interface endpoint AWS PrivateLink Amazon S3

VPC

Region
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Interface endpoints – Based on the private IPs 
in your VPC
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Interface endpoints – Use endpoint-specific DNS

Private IPs of ENI in subnet 1

.

.

Private IPs of ENI in subnet 6

Private IP of ENI in subnet 1

vpce-1a2b3c4d-5e6f.s3.us-east-

1.vpce.amazonaws.com

Regional endpoint-specific DNS names

vpce-1a2b3c4d-5e6f-us-east-1f.s3.us-

east-1.vpce.amazonaws.com

Zonal endpoint-specific DNS names
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VPC endpoints – Gateway and interface

• Clients use public S3 IP addresses

• Routes based on routing table rule with 
target gateway endpoint

•

•

• Clients use IP addresses from your VPC

• Routes based on DNS entries for your 
Regional and ENI level

•

•

Amazon S3
Application

Amazon 

network

VPC

Gateway endpoint
Interface 

endpoint
Application AWS 

PrivateLink
Amazon S3

VPCCorporate 

data center

AWS Direct 

Connect



© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Advanced use cases
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Amazon S3

Case 1: Access Amazon S3 from VPC

In-VPC 

applications

Amazon S3 gateway endpoints provide private access 

to Amazon S3 for VPC resources

Gateway endpoint

Region

VPC
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Amazon S3

Case 2: Access Amazon S3 from on-premises

On-premises

applications

Access S3 via private IPs

Ex: s3.us-east-1.amazonaws.com

Ex: vpce-1a2b3c4d-5e6f.s3.us-east-1.vpce.amazonaws.com

• Optimize cost

• Leverage existing VPC configuration with Direct Connect

Corporate 

data center

AWS Direct Connect

In-VPC 

applications

Gateway endpoint

Region

VPC

Interface endpoint
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Case 3: Access Amazon S3 from on-premises 
and multiple VPCs

• Centralized access to Amazon S3

• Simplify VPC endpoint policy 

management 

Amazon Kinesis

Amazon Athena
Interface

endpoint

Interface

endpoint

AWS Direct Connect

Region VPC

VPC

Amazon S3AWS Transit GatewayOn-premises

applications

Interface

endpoint

Gateway endpoint
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Case 4: Accessing Amazon S3 from 
cross-Region VPC

Interface

endpoint

Ex: vpce-1a2b3c4d-5e6f.s3.us-east-1.vpce.amazonaws.com

In-VPC 

applications

Region A

VPC A VPC B

Region B

Amazon S3

Peering 

connection
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Case 5: Accessing S3 using Multi-Region 
Access Point from VPC

Bucket in Region A

In-VPC 

applications

Interface endpoint

Region

VPC

Bucket in Region B

Bucket in Region C

Multi-Region 

Access Point
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Recap
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Recap

• VPC endpoints are endpoints in a VPC that provide secure access to Amazon S3 over the Amazon 

network; you do not need to configure an internet gateway or NAT devices

• Use gateway endpoints to connect from within VPC to Amazon S3, and use interface endpoints to 

connect from on-premises to Amazon S3

• AWS PrivateLink for Amazon S3 provides interface endpoints for Amazon S3 to give you private 

access from on-premises in a simple configuration

• Use cases in which you should use gateway endpoints, interface endpoints, and both endpoints 

together while connecting from in-VPC, on premises, and VPC-VPC

• Amazon S3 from VPC, on-premises, multiple VPCs, cross-Region application, and use of Multi-Region 

Access Points
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Build a 

learning plan

Set your AWS Storage 

learning plans via 

AWS Skill Builder

Earn AWS 

Storage badges

aws.training/storage 

Increase your 

knowledge

Use AWS Ramp-Up Guides

to build your storage 

knowledge

Continue your AWS Storage learning

Demonstrate your 

knowledge by achieving  

digital badges

https://aws.amazon.com/training/learn-about/storage/
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Thank you!

Please complete the session 
survey in the mobile app

Quintus Bezuidenhout

quintub@amazon.com

Sumiran Tandon

tsumiran@amazon.com


