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Agenda

Amazon S3: A safe place to store your data
What do | need to protect against?
How do | view my protection levels in all of my buckets?

Supplemental protection
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Amazon S3: A safe place to
store your data
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Amazon S3 architecture: 10,000 foot view
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AWS Availability Zone (AZ)
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(with HDDs, SSDs)




Highly resilient and durable by default

reveEEE

Availability Zone 1

Availability Zone 3

Availability Zone 2

Designed for 99.999999999% of durability
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Amazon S3 storage classes

533G G

S3 Standard S3 Standard-IA S3 Glacier S3 Glacier S3 Glacier
Intglllgent- Instant Flexible Deep Archive
Tiering Retrieval Retrieval
<< >
Low-latency access <
Archive
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What do | need to
protect against?
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Protect against these events

Malicious Regional

BT oF activity disruption



Multi-layer data protection

dws

N7

O,

Enable replication; use S3 Replication
with S3 Replication Time Control for
SLA-backed replication performance

@

IAM policies to
restrict user access

(2)

Enable object-
versioning on your
S3 buckets

&

Make your data in S3
Immutable (data and backups)

O,

S3 Storage Lens: Enable S3
Storage Lens to get multi-account
level view of data protection
settings and risk levels

O,

Enhance S3 data protection with
supplemental AWS services and
AWS Storage Partners
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What if | want to
protect my data
from human error?
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Amazon S3 Bucket Versioning — The foundation

PROTECT YOUR DATA FROM ACCIDENTAL DELETION

Bucket Versioning

Versioning is a means of keeping multiple variants of an object in the same bucket. You can use versioning to preserve, retrieve, and restore

every version of every object stored in your Amazon S3 bucket. With versioning, you can easily recover from both unintended user actions

and application failures. Learn more [/}

Bucket Versioning
Disable
© Enable
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Amazon S3 Bucket Versioning — The foundation

PROTECT YOUR DATA FROM ACCIDENTAL DELETION

Create a new version with every upload
Previous versions are retained, not overwritten

Protect from unintended user delete
Delete requests without version ID removes
access to object but keeps the data

Manage previous versions with lifecycle
Transition or expire objects a specified number of
days after they are no longer the current version

3
ES
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Amazon S3 Bucket Versioning — The foundation

Objects (3)
Objects are the fundamental entities stored in Amazon S3. You can use Amazon S3 inventory [7] to get a list of all objects in your bucket. For others to access your objects, you'll need to explicitly grant

them permissions. Learn more [/}

G' ‘ ‘ Actions Vv H Create folder

Q, Find objects by prefix '@'

Name Type Version ID Last modified Storage class

B catjpg Delete marker igqvzCZIlweXQBEo._nmHhOBNYCuwc80j November 30, 2022, 10:17:42 (UTC-08:00) 0B -
LY catjpg J[sls] bCTCvteVA31vCYdgj5N3EAgOymzkpUei November 30, 2022, 10:17:33 (UTC-08:00) 120.3 KB Standard
LY catjpg J[sls] D50UyzD9M_B7XliirLzkP73m4FuFTtFK November 30, 2022, 10:17:24 (UTC-08:00) 120.3 KB Standard
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Amazon S3 Bucket Versioning — The foundation

Two ways to permanently delete versioned data:

1. Issuing a delete request against a specific version
2. Using a non-current S3 Lifecycle expiration policy [recommended]
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What if | want to
protect my data against
malicious activity?
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Amazon S3 Object Lock — Immutable storage

Per object version lock on upload to S3 De facto standard
« Enforce write-once-read-many (WORM) policies

« Prevents permanently deleted or overwritten data

« Meet regulatory requirements (SEC 17a-4, CFTC
and FINRA)

Multiple Object Lock types

e Governance Mode
« Compliance Mode

« Legal Hold

Managing Object Lock at scale

Bucket default object lock on all new objects . Batch Operations
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S3 Object Lock - Configuration

S Flexible configuration
Object Lock * Enable at the bucket level
Enabled * Apply custom retention for individual objects

* Object Lock mode and Retention Period

Default retention

Automatically protect new objects put into this bucket from being deleted or overwritten. . Le g al Hold
Disabled

Optional default retention settings

« Apply to objects placed in bucket unless
Enabling Object Lock will permanently allow objects in this bucket to be locked you expliCitly SpeCify different Settings

[--object-lock-mode <value>] at upload
[--object-lock-retain-until-date <value>]

in this bucket from being deleted or overwritten. Learn more [/

Integration with other S3 features

"] | acknowledge that enabling Object Lock will permanently allow objects in

= -nbct-lnck-legal-hnld -status <value>] « Versioning

» Lifecycle
* Replication
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S3 Object Lock — How it works

LEGAL HOLDS & RETENTION PERIODS

PUT

Compliance Mode
Retain Until: t10

PutLegalHold

LEGAL HOLD=ON LEGAL HOLD=OFF

Legal Hold Protected

Compliance Mode Protected

{0 t10 t12
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What if | want to protect
my data from regional
disruptions?
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Amazon S3 Replication

100 PB

aws
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Amazon S3 Replication

Source bucket

Source bucket name

yzarubin-reinveint-src

Source Region
US East (Ohio) us-east-2

Choose a rule scope
Limit the scope of this rule using one or more filters

O Apply to all objects in the bucket
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Amazon S3 Replication

Destination

Destination

You can replicate objects across buckets in different AWS Regions (Cross-Region Replication) or you can replicate objects across buckets in
the same AWS Region (Same-Region Replication). You can also specify a different bucket for each rule in the configuration. Learn more [/}
or see Amazon S3 pricing Z

© Choose a bucket in this account

Specify a bucket in another account

Bucket name
Choose the bucket that will receive replicated objects.

yzarubin-reinvent-dst Browse S3

Destination Region

US West (Oregon) us-west-2
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Amazon S3 Replication

IAM role

© Choose from existing IAM roles

Enter IAM role ARN

IAM role

Create new role
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Amazon S3 Replication

<ReplicationConfiguration>
<Role>arn:aws:iam: :account-id:role/role-name</Role>
<Rule>
<ID>UEZ2_UW2</ID>
<Priority>0</Priority>
<Destination>
<Bucket>arn:aws:s3:::yzarubin-reinvent-dst</Bucket>
</Destination>
<Status>Enabled</Status>
<DeleteMarkerReplication>
<Status>Enabled</Status>
</DeletemMarkerReplication>
<Filter/>
</Rule>
<ReplicationConfiguration>
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Amazon S3 Replication

us-east-2 us-west-2
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Amazon S3 Replication

dws
~—

Target

Source

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Select
Select | Replicate the whole bucket
... or based on a prefix
data ... or based on object tags
Protect
Select a | Replicate to any second AWS Region
Region Continuous replication as your data changes
Satisfy distance and residency requirements
Change Automatically change ACLs on replica objects
0 Reset object-level permissions
ownershlp Protect against bad actors & IAM account compromise
Cross- | Replicate into a second account
account Often this is a locked down “Archive” account
Protect against AWS root account compromise
Optimize
Set | Maintain production access characteristics

storage class

... or put and Lifecycle
... or replicate straight to Amazon S3 Glacier



Amazon S3 Replication

The 3-2-1 rule:

* Three copies of data

» Two backup copies on different storage media
* One backup copy offsite
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Amazon S3 Replication

Secondary Primary Tertiary
arl <> gl
& — 5

l |

us-east-2 us-west-2
Account 1 Account 2
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Amazon S3 Replication - Existing objects

Replicate existing objects? X

You can enable a one-time Batch Operations job from this replication configuration to
replicate objects that already exist in the bucket and to synchronize the source and
destination buckets. Learn more [4] or see pricing [4]

Existing objects
No, do not replicate existing objects.

O VYes, replicate existing objects.

Cancel
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S3 Replication Time Control

%>

Predictable replication time SLA-backed replication
Replicate objects within 15 mins Commitment to replicate 99.9% of
of upload objects in 15 mins or less
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AVAILABLE NOW

Amazon S3 Multi-Region Access Points failover controls

SUPPORT AN ACTIVE-PASSIVE CONFIGURATION AND CUSTOMER-INITIATED FAILOV

Perform disaster recovery and application failover
testing in an active-passive configuration

Build high-availability to maximize uptime for
business-critical applications

‘ Automatically replicate S3 objects across
s | AWS Regions you define to maintain copies of your data

‘ Shift S3 data access requests to another

AWS Region within minutes
. Failover \
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Better together: Combining S3 features

MRAP Failover S3 Intelligent-Tiering Class S3 Replication Time Control
v@ PASSIVE R $ g

E“ + 5 5

©.

Improve performance with

g . : Automatic cost savings on SLA-based bidirectional

ynamic request routing data in both primary and replication (<15 min for
Simplify development of secondary Regions 99.9% of objects)
MULtIEREgIONERRS No retrieval fees for Precisely replicate some
Automatic or infrequently accessed data or all data in a bucket
customer-managed failover after failover
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How do | view my protection
levels in all of my buckets?
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S3 Storage Lens overview

« Interactive dashboard experience in the
- __/—/|:) S3 console - auto-configured

* Organization-wide visibility

O__ R I —J’ « Drill down by Region, storage class,
‘ — bucket, and prefix

e Granular usage & activity metrics

« Automated alarms & anomaly detection

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Data protection in S3 Storage Lens

Snapshot foi

Snapshot is a curat

585.0°

Total storage

Metrics categorie

Choose metrics

Data protectior

Metric name

% current versiol

% encrypted byt

% replicated byt

% Object Lock b

Metrics selection

Choose additional metrics and functionality.

Metrics selection

Free metrics
Includ
Learn m

analytics

Advanced metrics and recommendations features Info

Advanced metrics CloudWatch publishing

Choose advanced metrics Access metrics in CloudWatch
without incurring separate
CloudWatch metrics publishing
charges. See CloudWatch

Pricing [4

categories to display in the
dashboard.

Advanced metrics are not
available at the prefix level.

Prefix-level metrics are not
available in CloudWatch.

Advanced metrics categories

Specify which advanced metrics categories to display in the dashboard. Learn more [ﬂ

Activity metrics

t how your storage is requ

Detailed status code metrics - new

ailed me

Advanced cost optimization metrics - new

u and op r storage ¢

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

N1

Prefix aggregation

Generate insights for usage
metrics aggregated by top
prefixes.

ible. Learn more Z

Accounts

Week/week

ay trend

1

Every customer gets a default
dashboard in S3 Storage Lens

Automatically includes 14 days
of historical data

Data protection metrics include:
Versioning
Encryption
Replication
Object Lock



Malicious Regional
activity disruption

Supplemental protection
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Detection, prevention, and recovery

. . AWS Config
Configuration

Provides an AWS resource inventory, configuration history, and configuration ﬂ'nllé
change notifications to enable security and governance

Identification Amazon Macie

Discovery of sensitive data at scale and lowers the cost of protecting your M
data with Amazon Macie

Protection

Enhance S3 data protection with supplemental AWS services and AWS v@
Storage Partners

Detection Amazon GuardDuty for S3

Amazon GuardDuty threat detection service continuously monitors your
AWS accounts and workloads for malicious activity
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Key takeaways

!

1111

S3 is a safe place to store your data

Leverage native S3 data protection features: Versioning, Object Lock, and
Replication - Getting started tutorials and step-by-step guides

Control business continuity with S3 Multi-Region Access Points

Use S3 Storage Lens to gain visibility into your data protection levels

Enhance S3 data protection with supplemental AWS services and AWS Storage Partners
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https://aws.amazon.com/s3/getting-started/?nc=sn&loc=6&dn=1

Continue your AWS storage learning

Build a Increase your Earn AWS
learning plan knowledge storage badges

- | aws

=D (9] —

\ 74 \ 74
Set your AWS storage Use AWS Ramp-Up Demonstrate your

learning plans via Guides to build your knowledge by achieving
AWS Skill Builder storage knowledge digital badges

aws.training/storage
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Thank you!

Peter Imming David DelLuca Yuri Zarubin
ptimming@amazon.com davdeluc@amazon.com yzarubin@amazon.com

[waeres] Please complete the session
T8

survey in the mobile app
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