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Congratulations!
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We were all just hired as ExamplelLabs’ new security engineering team!
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AWS Startup Security Baseline

» Getting started on the right track
 Starting with a secure foundation

« Specially designed for early stage startups

go.aws/30IbbAY
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First day
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AWS Trusted Advisor

Trusted Advisor Trusted Advisor > Security

i Refresh all checks | ‘ ¥ Download all checks
Dashboard Securlty c @

Cost optimization Choose a check name to see recommendations for ways to improve the security of your AWS infrastructure. Trusted Advisor might recommend that you enable various AWS security features, close any gaps, and
examine your permissions.

Performance

Security

Fault tolerance Overview

Service limits

®9 A22 ®37 o0

Action recommended iInfo nvestigation recommended info No problems detected info Checks with excluded items info

Preferences

Security checks

Filter by tag Learn more about using tags [/

Search by keyword Info Source View

AWS Trusted Advisor All checks

1AM Password Policy Last updated: a minute ago

Checks the password policy for your account and warns when a password policy Is not enabled, or if password content requirements have not been enabled.

Password policy is not enabled.

MFA on Root Account Last updated: a minute ago

Checks the root account and warns If multi-factor authentication (MFA) is not enabled.

MFA s not enabled on the root account.

Security Groups - Unrestricted Access Last updated: a minute ago

Checks security groups for rules that allow unrestricted access to a resource.

26 of 41 security group rules have a source IP address with a /0 suffix for ports other than 25, 80, or 443.

1AM Use Last updated: a minute ago

This check s intended to discourage the use of root access by checking for existence of at least one IAM user.

No IAM users have been created for this account.

aws
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Trusted Advisor Findings

(® 1AM Password Policy

Checks the password policy for your account and warns when a password policy is not enabled, or if password content requirements have not been enabled

Password policv is not enabled

MFA on Root Account

Checks the root account and warns If multi-factor authentication (MFA) is not enabled.

MFA is not enabled on the root account.

Security Groups - Unrestricted Access

Checks security groups for rules that allow unrestricted access to a resource.

26 of 41 security group rules have a source IP address with a /0 suffix for ports other than 25, 80, or 443

IAM Use

This check is intended to discourage the use of root access by checking for existence of at least one IAM user.

No IAM users have been created for this account.

AWS CloudTrail Logging

Checks for your use of AWS CloudTrail.

26 of 26 regions or trails are not logging activity.
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Use of the root user

1. Secure it
e Strong password

* Multi-factor authentication (MFA)
* Remove access keys

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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How MFA protects

Root user
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User:
root@example.com

Password:
abc123

AWS Account

Click here to reset
password

root@example.com

Email Account

Unauthorized
User


mailto:root@example.com

How MFA protects

Root user

User:
root@example.com

Password:
abc123

MFA Token

AWS Account

Authenticator App or Device
aWS © 2022, Amazon Web Sel
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Click here to reset
password

root@example.com

Email Account

Unauthorized
User


mailto:root@example.com

PrO tipS Multiple MFA token

announcement

* Use/store multiple MFA devices
for each account

| * Use a password manager to
create and store a strong
password/MFA token for the
root account

go.aws/3TUslkM
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Use of the root user

1. Secure it #EOCE
e Strong password
 Multi-factor authentication (MFA)
* Remove access keys

2. Avoid it
* Set up IAM users and groups

e Set up a password policy
. Use I\/IFA for |AM users
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Pro tips

1. Use a company domain to register your accounts

2. Use email distribution lists for the account contacts

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.



Enforce a password policy

A password policy is a set of rules that define complexity requirements and mandatory rotation periods for your |1AM users' passwords.
Learn more

Select your account password policy requirements:

1 . IVI i n i m u m | e n gt h Enforce minimum password length

14 characters

Require at least one uppercase letter from Latin alphat

2 . Va ri e d C h a r a Cte rS Require at least one lowercase letter from Latin

Require at least one number

Require at least one non-alphan rf@#s% A& ()_+-=[1{}")

Enable password expiration

3 . E X p i ra t i O n Expire passwords in | 365 | day(s)

Password expiration requires administrator reset
+| Allow users to change their own password

+| Pravent password reuse

Remember 24 password(s)

IAM Console = Account Settings = Password Policy > Change Password Policy

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Logging events

1. Create a new AWS CloudTrail

2. Secure the Amazon S3 bucket

|

AWS CloudTrail Amazon S3

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Choose trail attributes

General details

A trail created in the console is

Trail name
Enter a display name your t

ExampleCo-CloudTrail

Enable for all accounts

a multi-region trail. Learn more [/}

rail.

numbers, p , underscores, and dashes are allowed.

in my organization

ccounts in your organization en AWS Organizations. See all accounts E

Storage location Info

© Create new S3 bucket Use existing S3 bucket

Create a bucket

Trail log bucket and folder
Enter a new 53 bucket name ar

C an existing bucket to store logs for this trail.

nd folder (p ¢) to store your | Bucket names must be glebally unique.

aws-cloudtrail-logs-645195413463-310f96d0

vill be sto in aws-cloudtrail-logs-645195413463-310f96d0/AWSLogs/o-0yzkSsmgn0,/6451954 13463

Log file SSE-KMS encryption  info

Enabled

Customer managed AWS KMS key

O New
Existing

AWS KMS alias

ExampleCo-CloudTrailKMSKey

KMS key and 53 bucket must b

¥ Additional settings

Log file validation info
Enabled

SNS notification delivery
Enabled

L

Info

CloudTrail 2 Create Trail



Setting account-level contacts

L
~ Account Settings
Account Id:
Seller: .
AccounlN:n::: Account ID:

Password:
~ Alternate Contacts Federated user:.

In order to keep the right people in the loop, you can add an alternate contact for Billing, Opqg

~ Contact Information button.

Please note that updating your contact information on this page will not update the information displayed on your PDF Invoices. If you Wish i please note that, as the primary account holder, you will continue to receive all email comm
associated with your Invoice, please edit it through the Payment Methods page, located here. fields as they may be used in email communications to you. A_cmu nt

Full Name:* Billing @

Full Name: Irganization

Address:*

Title:

Service Quotas

Emall Address:

Phone Number:

City:* BI“.II'IQ Dashboard

State:* | Operations @

Full Name:

Tite: Settings

Postal Code:*

Country:*

Emall Address:
Phone Number:*

Phone Number:

Company Name: swit: h mlE
Website URL: Security @

* Denotes required field Full Name:

Cancel Title:

Emall Address:

AWS Console = Account

aws
~—
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Set up AWS Budgets AWS Budgets blog

Budget preview

Cost Data

Apr 2022 (MTD) | Unblended costs

View in AWS Cost Explorer [4 gO-aWS/3AOnVRK

Alerts

P> Alert #1 (50% actual cost | 1 action)
P Alert #2 (100% actual cost | 0 actions)

P Alert #3 (200% actual cost | 0 actions)

Billing = Budgets - Create a budget

aws
~—
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First Day Recap/Takeaways

1. Setup MFA on the Root account
2. Start using IAM users
3. Turn on CloudTrail

4. Setup a budget and alerts

aWS, © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved



Second Day
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Prevent public access to private S3 buckets
28
* Four security settings

* Applicable at the account level or
on individual buckets

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.



Block public access to S3 buckets

Amazon S3 Block Public Access settings for this account

Block Public Access settings for this account .«

Use Amazon 53 Block public access settings to control the settings that allow public access to your data.

Block Public Access settings for this account
Public access is granted to buckets and objects through access control lists (ACLs), bucket policies, access point pelicies or all. In order to ensure that public access to all your 53 buckets and objects is blocked, turn on Block all public
access. These settings apply account-wide for all current and future buckets and access points. AWS recommends that you turn on Block all public access, but before applying any of these settings, ensure that your applications will

work correctly without public access. If you require some level of public access to your buckets or objects, you can customize the individual settings below to suit your specific storage use cases. Learn more [4]

Block all public access

© on
Block public access to buckets and objects granted through new access control lists (ACLs)
®0on
Block public access to buckets and objects granted through any access control lists (ACLs)
®on
Block public access to buckets and objects granted through new public bucket or access point policies
®0On

Block public and cross-account access to buckets and objects through any public bucket or access point policies

®on

S3 = Block Public Access settings for this account = Edit

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Enabling

S3 = Amazon CloudFront

ag. &
8 SSL/TLS

SSL/TLS




Encrypt storage at rest

Default encryption

Automatically encrypt new objects stored in this bucket. Learn more [

Server-side encryption
Disable
© Enable

Encryption

ed encryption key (SSE-C), use the AWS CLI, AWS SDK, or Amazon 53 REST AP
es, and uses for you. Learn more [
Enable encryption
Choose to encrypt the given cluster. Master key IDs and aliases appear in the list after they have been created using the AWS
Key Ma ay (KMS) console. Info

e (AWS KMS). Learn more [}

AWS KMS Key

(default) aws/rds

v Storage (volumes) info simple

EBS Volumes Hide detalls Account

v Volume 1 (AMI Root) (Custom)

Storage type info Device name - required Info
EBS /dev/xvda

KMS key ID

Size (GIB) info Volume type info
8 gp2

Delete on terminaton o Encypted nf KM key e Amazon RDS - Create a database = Additional configuration

Yes (default) aws/ebs
Key ID

@ Free tier eligible customers can get up to 30 GB of EBS General Purpose (SSD) or Magnetic storage X ‘

‘ Add new volume ‘

EC2 - Launch instance - Storage (volumes) = Advanced

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Amazon EBS/Amazon RDS Public Snapshots

> (®*) Amazon EBS Public Snapshots

Checks the permission settings for your Amazon Elastic Block Store (Amazon EBS) volume snapshots and alerts you if any snapshots are marked as public.

1 EBS snapshots are marked as public.

Amazon RDS Public Snapshots

Checks the permission settings for your Amazon Relational Database Service (Amazon RDS) DB snapshots and alerts you if any snapshots are marked as public.

1 RDS snapshots are marked as public.

aws
~—
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Modify EBS & RDS snapshot permissions

RDS Snapshots Snapshot permissions

Snapshot permissions

Preferences

You are sharing an unencrypted DB snapshot. When you share an unencrypted DB snapshot, you givi account permission
to make a copy of the DB snapshot and to restore a database from your DB snapshot.

EC2 Snapshots snap-09b65597320abda61 Modify permissions DB snapshot

my-db-snapshot

Modify permissions i

By modifying the permissions of a snapshot, you can share it with the AWS accounts that you specify.

DB snapshot visibility
O Private
Public

AWS account ID

Settings

Snapshot ID
snap-09b65597320abda61

AWS account ID Delete

all
Snapshot availability

Public (current
Share the snapsh, L AWS users.

O Private Amazon RDS = Snapshots = Select Snapshot 2>
Share the snapshot with specific accounts. ACtionS 9 Share SnapShOt

Amazon EC2 = Snapshots = Select Snapshot 2
Permissions = Modify permissions

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Second Day Recap/Takeaways

1. Prevent public access to private S3 buckets
2. Encrypt everything

3. Keep data snapshots private

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.



Third Day
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Detect and remediate exposed secrets

Full reposito alysis (4)
List of f

f ful

- N Branch
Status Repository Recommendations Last update

name jdk:

November 24, 2021, 10:11
@ hawkcd-secrets-review ®© completed hawked [4 master 4 d .
; ¥ (UTC+01:00) - oraclejdk8

(3 {CodeGuru} DemoFullRepositoryAnalys ) reviewe June 29, 2020, 23:30
eted i
© Complete = aster (UTC+02:00) dep l.oy :

provider: s3
see access_key_id: AKIAIEBRQC6XJRYKOXHQ

secret_access_key:
secure: AEwlCQBuqwccLhHCbgof@pElzVHyD1vpKrIaDN5

bucket: drop-zone

Recommendations (43)
Q Found 1 match

Type = Secrets | X Clear filters

skip_cleanup: true

authentication methods and perform malicious actions. We recommend

B

credentials can be intercepted by malicious actors. Even after removing them from the code they may still pose a risk because an attacker might have recorded them to use them at a

later point in time.

s this helpful?

CodeGuru Lp]

Amazon CodeGuru > Associate repository and run analysis

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Use ephemeral secrets

AWS Secrets Manager Secrets Store a new secret

Store a new secret

Secret type info

© Credentials for Credentials for Credentials for Credentials for other Sample COde
Amazon RDS Amazon Amazon Redshift database Use these code samples to retrieve the secret in your application.
database DocumentDB cluster

database

Other type of secret Javavz JavaScript C# Python3 Ruby
AP key, OAuth token,
other.

Credentials info
User name

- public static void getSecret() {
Fassward String secretName = "arn:aws:secretsmanager:us-east-1:428471560137:secret:appflow!428471560137-SFDC-demo-c8AUA3";
String region = "us-east-1";
Show password

Encryption key info AWsSSecretsManager client = AWSSecretsManagerClientBuilder.standard()
You can encrypt using the KMS key that Secrets Manager creates or a customer managed KMS5 key that you create. .withRegion(region)

G _build();

aws/secretsmanager v
Add new key [4

Database info

Q
[ Download AWS SDK for Java

DB instance DB engine Status Creation date

database-1 mysgl available 4/5/21

AWS Secrets Manager = Secrets = Store a new secret

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Pro tip

Avoid committing secrets!

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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What else?

* Developer access to the infrastructure

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.



What else?

* Developer access to the infrastructure

e Threat detection

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved
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Amazon GuardDuty

Amazon Route 53 Amazon VPC AWS CloudTrail
Resolver logs Flow Logs SR
ER é
Amazon S3 Amazon EKS control
data plane events plane logs
aws © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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What else?

* Developer access to the infrastructure
* Threat detection

* Edge protection

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved
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Use edge protection services

Amazon CloudFront

>‘

Application Load
Balancer

D

Internet AWS WAF
= xa A API G
v 2 mazon ateway
X | X
Rule Managed rule
AWS AppSync
aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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What else?

* Developer access to the infrastructure
* Threat detection
* Edge protection

* Securing network communications

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.



Require HTTPS for all public web endpoints

- Step-by-step guidance

on how to enable
@ on public endpoints

Amazon CloudFront

nm ]
8 < SSL/TLS > Elastic Load Balanci‘ng (ELB) ‘I. . .

7\

AWS Amplify
W l---------- >
== -
AWS Certificate ﬂq)D
Manager (ACM)
Amazon API Gateway g0 aws/3 UN sz |

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.



Third Day Recap/Takeaways

1. Protect your secrets
. 2. Secure your resources

3. Threat protection and edge protection

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.



Related sessions

Breakout sessions
STP207: Automating and evidencing key compliance security controls
STP306: Evolving your security capabilities through key growth stages
Chalk talks
STP212: Simple steps to prepare your environment for compliance
Startup Loft
STP308: How to manage risk with minimal disruption
Workshops
STP301: Startup security: Techniques to stay secure while building quickly

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Thank you!

Cole Calistra Anya Derbakova

ccalist@amazon.com annadrb@amazon.com

&ﬁﬁ_ﬁﬁi% Please complete the session survey

in the mobile app
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First Month and Beyond

aWS’ © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved



Delete unused resources

1. If you don’t need it,

remove it

2. Avoid using the default

VPC

3. Use EC2-Global View

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Global search Updated 1 minute ago

Resource summary

The following is a summary of your resources across all Regions for which your account is enabled.

Enabled Regions
17 Regions

Subnets b t 'oups

68 In 17 Regions in 17 Regions

Resource counts per Region (22)

Region Instances Subnets
Africa (Cape Town) af-south-1
Europe (Stockholm) eu-north-1
Asia Pacific (Mumbal) ap-south-1
Europe (Paris) eu-west-3

Europe (London) eu-west-2
Europe (Milan) eu-south-1
Europe (Ireland) eu-west-1

Asla Pacific (Osaka) ap-northe...
Asia Pacific (Seoul) ap-northea...
Middle East (Bahrain) me-sout...
Asla Pacific (Tokyo) ap-northe...
South America (Sdo Paulo) sa-...

Canada (Central) ca-central-1

Security groups

Volumes

VPCs
211n 17 Reglons

Volumes

11in 1Reglons

State

© not-opted-in

© opt-in-not-required
@ opt-in-not-required
) opt-in-not-required
) opt-in-not-required
© not-opted-in

© opt-in-not-required
© opt-in-not-required
) opt-in-not-required
© not-opted-in

@ opt-in-not-required
© opt-in-not-required

© opt-in-not-required




Use separate accounts for separate environments

, AdWS

v/ \
—P] v 4
% ¢ )
Senior engineer (group) Development AWS account
Fo - AW
vj
Tester (role)

Staging AWS account

D
AL aws

Engineer (role)
Production AWS account

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.



Pro tip

Transitioning to Multiple Accounts Prescriptive Guidance

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.



Security as code (SaC)

Security services and tooling Infra as code (laC) templates Deployment targets

aws
aWs  Dev account

Amazon GuardDuty Amazon Inspector
AWS CloudFormation

aWs  Staging account

Amazon Macie AWS Firewall

Manager

aWs  prod account

AWS Cloud Development Kit
(AWS CDK)

AWS Ildentity and Access AWS Security Hub

Management (IAM)

aws © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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First Month and Beyond Recap/Takeaways

1. Clean up resources
2. Transition to multiple accounts

3. Implement security as code

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.



Related sessions

Breakout sessions
STP207: Automating and evidencing key compliance security controls
STP306: Evolving your security capabilities through key growth stages
Chalk talks
STP212: Simple steps to prepare your environment for compliance
Startup Loft
STP308: How to manage risk with minimal disruption
Workshops
STP301: Startup security: Techniques to stay secure while building quickly

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Thank you!

Cole Calistra Anya Derbakova

ccalist@amazon.com annadrb@amazon.com

&ﬁﬁ_ﬁﬁi% Please complete the session survey

in the mobile app
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Script to manage contacts

Setting account-level contacts

Tags Policies Contact info

Alternate contacts

In order to keep the right people in the loop, you can add an alternate contact for billing, eperations, and security communications.

Billing contact Operations contact

The alternate billing contact will receive billing-related netifications, such The alternate operations contact will receive operations-related
as invoice availability notifications. notifications.

You have not added an alternate billing contact. You have not added an alternate operations contact.

|Adl:|‘ |Adl:||

Security contact ganS/3tMVTQM

The alternate security contact will receive security notifications, including
naotifications from the AWS Abuse dditional AWS security-

B ————— $ aws account put-alternate-contact \

--account-id 111122223333\
--alternate-contact-type=SECURITY \
--email-address=security-contact@example.com \
--phone-number="+1(555)555-5555" \
--title="Security Contact" \
--name="Mary Major"

|Adl:|‘

aws
~—
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Turn on AWS Cost Anomaly Detection

AWS Coat
B g e

Overview ws

¥ How Cost Anomaly Detection worics

Coat Anomaly Detection summary

$£300.60

¥i4g

b 460N

AWS Cost Explorer = Cost Anomaly Detection

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Log data events for Amazon S3 buckets

Choose log events

Events info
Record AP activity for individual resources, or for all current and future resources In AWS account. Additional charges apply [7 Data events info

. Additional charges apply [/} Data events show information about the resource operations performed on or within a resource.
vent type
Choose the type of events that you want to log.

Management events Data events Insights events

Capture management operations performed  Log the resourq edonor  Identify unusual activity, errors, or user
on your AWS resources. within a resourd behavior in your account.

Use the following fields for fine-grained control over the data events
captured by your trail.

Management events info
Management events show Information about management operations performed 3

@ Advanced event selectors are enabled Switch to basic event selectors

@ Charges apply to log management events on this trail because you are logging v Data event: 53

management events in your account.

AP activity Data event type
Chovse theactiies youwant to log Choose the source of data events to log.
Read Write

53

Exclude AWS KMS events

Exclude Amazon RDS Data APl events Log selector template

Log all events
Data events info

Additional charges apply [} Data events show information about the resource operations performed on or within a resource.

Selector name - optional

Use the following fields for fine-grained control over the data events

@ Advanced event selectors are enabled Switch to basic event selectors
G eRe 1,000 character limit

¥ Data event

» JSON view
Data event type
Choose the source of data events to log

Add data event type
» JSON view

Add data event type

AWS CloudTrail = Trails = Create trail

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Accessing Amazon S3 From Web Browser

Amazon S3 C J

https://bucket-name.s3.region-code.amazonaws.com/key-name

https://s3.region-code.amazonaws.com/bucket-name/key-name

aws
~—
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CloudFront OAC vs. OAI

Step-by-step guidance
on how to migrate to

() M)
Origin Access ldentity Origin Access Control
(OAl) (OACQ)

go.aws/3ArieT4

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.



Encrypt Amazon S3 buckets

Default encryption

Automatically encrypt new objects stored in this bucket. Learn more [}

Server-side encryption
Disable
© Enable

Encryptic
To upload 0 austomer-provided encryption key (SSE-C), use the AWS CLI, AWS SDK, or Amazon 53 REST APL

© Amazon S3-m9  (SSE-S3)

An encryption key t creates, manages, and uses for you. Learn more [/}

AWS Key Management
An encryption key protected by ? agement Service (AWS KMS). Learn more E

Amazon S3 - Create bucket = Default encryption

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Encrypt Amazon EBS volumes

aws
~—

v Storage (volumes) info

EBS Volumes

v Volume 1 (AMI Root) (Custom)

Storage type Info Device name - required Info

Jdev/xvda

Volume type info

gp2

Delete on termination in Encrypted info

Yes Yes

Hide detalls

Snapshot info
snap-08cbb15f1c8eb5387

IOPS Info
100 / 3000

KMS key Info

(default) aws/ebs
Key ID:

() Free tier eligible customers can get up to 30 GB of EBS General Purpose (SSD) or Magnetic storage X

’ Add new volume ’

Amazon EC2 = Launch instance = Storage (volumes) =2 Advanced

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.



Encrypt Amazon RDS databases

Encryption

Enable encryption
Choos ypt the given cluster. Master key IDs and aliases appear in the list after they have been created using the AWS
Key Ma Service (KMS) console. Info

AWS KMS Key 1|

(default) aws/rds

Account

KMS key ID

Amazon RDS = Create a database = Additional configuration

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Modify Amazon EBS Snapshot Permissions

EC2 Snapshots snap-09b65597320abdab1 Modify permissions

Modify permissions i

By modifying the permissions of a snapshot, you can share it with the AWS accounts that you specify.

Settings

Snapshot ID
snap-09b65597320abda61

Snapshot availability

Public (current setting)
Share the snapshot publicly with all AWS users,

O Private
Share the snapshot with specific accounts.

Amazon EC2 - Snapshots = Select Shapshot = Permissions = Modify permissions

aws
~—
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Modify Amazon RDS Snapshot Permissions

RDS Snapshots Snapshot permissions

Snapshot permissions

Preferences

You are sharing an unencrypted DB snapshot. When you share an unencrypted DB snapshot, you give the other account permission
to make a copy of the DB snapshot and to restore a database from your DB snapshot.

DB snapshot
my-db-snapshot

DB snapshot visibility
© Private
Public

AWS account ID

AWS account ID Delete

all

Amazon RDS = Snapshots = Select Snapshot = Actions = Share snapshot

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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How does Amazon GuardDuty work?

%
Amazon GuardDuty
Data sources Threat detection Finding types Findings
types Examples
Bitcoin
Amazon VPC Flow Logs Threat mining
intelligence —» Amazon Detective
C&C
activity e
— >
—— 5 < > ‘ »  AWS Security Hub
MEDIUM
CloudTrail events Anomaly Unusual user behavior
ﬁ? detection .E’Ezmlz'heinstance ——» CloudWatch event
LOW
i R; (ML) * Change network permissions ° Alert
S$3 data plane events e * Remediate
) Unusual traffic patterns e Partner solutions
Example * Sendto SIEM
e Unusual ports and volume
Amazon EKS control
plane logs

aws

N1
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Pro tips
Script to turn on GuardDuty in
all the Regions

1.I .II{-
1. Turn on GuardDuty in all the AWS EI:JHI“'EE
Regions Ly DT
A
2. Turn on protection for Amazon S3 il Sl e

and Amazon EKS

bit.ly/3V3J0Zu

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.



Configure console access

Have an IAM user for each human that accesses AWS

1

2. Don’t share credentials

3. Require MFA for all

4. Grant access to IAM groups, not users

v/ oty

“Developers” “Developers” .
shared IAM user IAM group AWS 1AM Identity Center

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.




Use IAM roles for permissions

Amazon EC2 security User policy Amazon S3
credential

X
Role ) 4
v ©
Amazon EC2 Temporary security Amazon S3 Amazon S3
credential policy

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Pro tip

Get to least privilege with
IAM Access Analyzer

v
v Custom roles
X d polici .
P and polcies bit.ly/3gluuof
>
1°°D K — v L
— > + l% e + O---oa —» ;: E—
: ! AWS Identity and AWS IAM Access Analyzer Neren VAR [ )
Builders Access Management (IAM) policy validation == oficy Production

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Use AWS Systems Manager instead of SSH or

RDP

88

AWS Cloud

AuthN/AuthZ

AWS CLI or Dev team
AWS Management
Console
——4D
Internet
aws

N7

Private subnet

~ -
7

%“ TTTTT

@/
SSM

AWS Systems Manager

endpoints Session Manager

Audit logs

Amazon CloudWatch logs Amazon S3 bucket

y Amazon EC2

workload

. Amazon
> RDS@

Amazon RDS
instance

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.




Use VPC endpoints to access services

AWS Cloud

Amazon Amazon Amazon Amazon S3 Amazon DynamoDB

CWWAE  AWS Cloud
S~~—"

Internet

i CloudWatch Kinesis SQs m !
_______________________ ﬂ e e e e e e e e e e e e e e e e T

CloudWatch

Amazon Amazon
Kinesis SQs

VPC Internet

gateway

Availability Zone

|
|
|
|
Public subnet :
|
|
|

Wial
>(24+

Availability Zone

Public subnet

NAT gateway Instance

|
1

|

|

|

1

|

1

) |
Private subnet I
|

1

|

|

|

|

|

|

|

|

|

|

4

Availability Zone

Public subnet
4

NAT gateway

Private subnet

Instance

e e R

dws

N7
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Deploy private resources in private subnets

AWS Cloud
N—

! Availability Zone

|

|

: Public subnet
|

|

|

|

|

I

|

| 4
&
! >
|

I

|

|

|

|

|

I

|

NAT gateway

Private subnet

—aD

Internet

88%

Users

dws

© 2022, Amazon Web Sery
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\ 4

Internet :
gateway

, Availability Zone

Public subnet
b1
4

NAT gateway

| Auto Scaling Group

Private subnet

1
1
1
1
T
1
1
: Amazon EC2 workload
1
1
1
1
1
I

Application
Load Balancer

Security gfoup

|

1
: TTTTT
1 Amazon EC2 workload
1
1
1

Security gtolip

- - Amazon
> = » | RDS @
1 LILILILALI r
Amazon RDS

primary instance

Private subnet

Amazon
RDS <

Amazon RDS
read replica

ces, Inc. or its affiliates. All rights reserved.

Amazon Route 53

AWS Config

AWS CloudTrail

Amazon
CloudWatch

Amazon S3




Use security groups to restrict access

Connectivity

Virtual private cloud (VPC)

that virtual netw

Default VPC (¥

Only VPCs with a corresponding DE
() After a database Is created, you can't change its VPC.

Subnet group Info

DB subnet group that defines which subnet

Public access info

*C security groups

Create new

Create new VPC se¢

Existing VPC security groups

Amazon EC2 = Launch instance

aws
~—
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Deploy OpenSearch Domains Within a VPC

in Amazon OpenSearch Service

AWS Cloud
S—"
Production VPC

go.aws/3TN8cCD

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.



Securing OpenSearch Service

Amazon OpenSearch Service

* Deployin a VPC |.'1E|:'
‘ I.ﬁ ..EI

F,

e Access control
* Encryption at rest

* Encryption in transit

go.aws/3gelWrp

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.



Security growth model

aws © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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AWS foundational and layered security services

Amazon Amazon Amazon AWS Step
Organlzatlons AWS Shield AWS AWS AWS GuardDuty Macie CloudWatch  Functions
Certificate KMS Network
Manager Firewall . .
Manager Lambda
AWS AWS AWS Secrets Amazon

Security Hub WAF Flrewall CIoudHSM Manager Inspector SeCU”tY Hub
Manager Automate
Identify »

Amazon Amazon CIArr(;::\;/o: )
Config Trusted Cloud Transnt VPC bl
Advisor Directory Gateway Amazon
Detective
AWS
CloudTrail
AWS Systems  AWS Control AWS IAM AmazonVPC AW Amazon
Manager Tower Identity Dlrectory PrivateLink D|rect Cognito
Center Service Connect
aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Protect # Detect Respond

AWS
CDK

AWS CloudFormation

Recover

Amazon S3
Glacier

AWS Elastic
Disaster Recovery

D / \

= (@

Snapshot Archive



AWS SRA

AWS SRA whitepaper

aws

N1

go.aws/3hSOcmA
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