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The compliance journey with bears
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Planning and preparation
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The situation
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Bad

things
happen
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Tooling
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Tooling gone wrong
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Bad
things

happen
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Tooling gone wrong
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Tooling gone wrong
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“

2
2

Oklahoma Department of Wildlife Conservation

Listen,
bear spray
DOES NOT

work like bug spray.

We would like to not have to say that again.
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Tooling gone right
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Success!
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Good
things

happen
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Common challenges with cloud compliance

1. 3 Vs

2. Cloud aptitude

3. Global distribution

4. Rate of innovation

5. Dynamic compliance needs
6. Choosing the right tools
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Sheesh, there sure are a lot of tools...
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Identity and access Detecti Infrastructure Data GOl
management etection protection protection
Amazon Macie Amazon Detective AWS Artifact

AWS Identity and Access
Management (IAM)

AWS IAM Identity Center
AWS Organizations
AWS Directory Service
Amazon Cognito

AWS Resource Access
Manager

AWS Security Hub
Amazon GuardDuty
Amazon Inspector
Amazon CloudWatch
AWS Config
AWS CloudTrail
VPC Flow Logs

AWS loT Device Defender
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AWS Firewall Manager
AWS Network Firewall
AWS Shield

AWS WAF - Web
application firewall

Amazon Virtual Private
Cloud (Amazon VP(C)

AWS PrivateLink

AWS Systems Manager

AWS Key Management
Service (AWS KMS)

AWS CloudHSM
AWS Certificate Manager
AWS Secrets Manager
AWS VPN

Amazon S3 server-side
encryption

AWS Elastic
Disaster Recovery

AWS Config Rules

AWS Lambda

AWS Audit Manager



Mental models
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How to think about compliance on AWS

1. We need mental models for compliance
2. We need a plan for risk management

3. We need the support of tooling to:
Automate
Monitor

Evidence
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Mental models

SHARED RESPONSIBILITY MODEL

CUSTOMER DATA

CUSTOMER PLATFORM, APPLICATIONS, IDENTITY & ACCESS MANAGEMENT

RESPONSIBILITY FOR
SR OPERATING SYSTEM, NETWORK & FIREWALL CONFIGURATION

CLIENT-SIDE DATA NETWORKING TRAFFIC
ENCRYPTION & DATA INTEGRITY O NG YON PROTECTION (ENCRYPTION,

AUTHENTICATION {FILE SYSTEM AND/OR DATA) INTEGRITY, IDENTITY)
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Mental models

THE WELL-ARCHITECTED FRAMEWORK
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Operational
excellence

©

Security

(]33
(]33

Reliability

v

B

Performance
efficiency

O

Cost
optimization

=
=

Sustainability
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Mental models

THE IIA'S “THREE LINES MODEL"
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Independent

Management —— assurance
Enable risk Manage risk
management =
— S e =
()8 e

“ AWS Audit
Manager

AWS Security AWS Controlg
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Hub Tower ‘
©r Aws
Systems
AWS Backup M);nager

AWS CloudTrail

AWS Config
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Tooling
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AWS Control Tower

AWS Control Tower

The easiest way to set up
and govern a secure,
compliant multi-account
AWS environment

Automate setup of your Apply guardrails for Automate your account Get dashboard visibility into
landing zone based on ongoing governance over provisioning workflow with your organizational units,
best-practice blueprints your AWS workloads an account factory accounts, and guardrails
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Preventative controls

AWS Organizations AWS Identity and Access AWS Control Tower
Management (IAM)

Ny

Provision i ' N

AWS Service Catalog Terraform (open source)

Compliance

AWS CloudFormation Guard Open Policy Agent (open source)
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Using AWS CloudFormation Guard

AWS: :EC2::Volume {
Properties {
Encrypted == true
Size <= 10

VolumeType == 'gp2' OR

VolumeType == 'gp3°’
AvailabilityZone == 'us-west-2b"' OR
AvailabilityZone == 'us-west-2c'
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AWS CloudFormation Guard for

preventative controls

A 4

A 4

N

AWS CodePipeline

D I
EJ N W;:
0O— o
AWS CloudFormation AWS CloudFormation Guard
template
Guardrail
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AWS CloudFormation
stack

|

A 4

AWS Cloud

Amazon Elastic Compute
Cloud (Amazon EC2)

Trn1 instance

5,

S3 Standard

L1l
)
N
o

G5 instance

Amazon Athena




AWS Config

ASSESS, AUDIT, AND EVALUATE

O
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Configuration
change occurs in
your AWS resources

Assess, audit,
and evaluate

AWS Config

ﬁl Records and
::: normalizes the

changes into a
consistent format

Rules and conformance

—
— Y| packsevaluate
i compliance

Sample conformance
p—— packs to get started:
- : CIS, CMMC, FedRAMP,
—_ NIST, PCl, HIPAA, and

more

-I-.|.'I' AWS Config APIs
@ and console

éV-E Amazon SNS

Amazon
Q CloudWatch

@ Amazon S3

Access change history and
compliance results using the
console or APIs

Amazon CloudWatch Events or
Amazon SNS alert you when
changes occur

deliver change history and
snapshot files to your Amazon S3
bucket for analysis
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AWS Config

CORE FOR COMPLIANCE EVALUATIONS

AWS Control A (e
AWS Security AWS Backup Tower Manager Conformance
Hub controls policies . resource packs
guardrails
assessments

AWS Firewall
Manager - rules

I

1 1 1 1
f

AWS Config rules — Evaluate compliance of resources
(managed, custom, change triggered, periodic)

T

AWS Config recording — Records resource changes (AWS and third-party resources)
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What it looks like in your console

aws
~—

Name

s3-bucket-level-public-access-prohibited-conformance-pack-bfisbyco7
secretsmanager-rotation-enabled-check-conformance-pack-bfiséyco?7
secretsmanager-scheduled-rotation-success-check-conformance-pack-bfiséyco?
s3-bucket-public-read-prohibited-conformance-pack-bfiséyco7

s3-bucket-logging-enabled-conformance-pack-bfiséyco7

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Remediation action

Not set

Not set

Not set

Not set

Not set

10 11 12 13

Type

AWS managed

AWS managed

AWS managed

AWS managed

AWS managed

&

Compliance

/A 11 Noncomg

/A 1 Noncompli

® Compliant

/A 13 Noncomg




Conformance packs

Use case — Deploy 100 rules into
multiple accounts
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Detective controls

AWS Config Rules Conformance Packs
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AWS Systems Manager

AWS Systems Manager Automation

Choose document

Owned by me Shared with me All documents

Document categories Automation document

AWS Documentation
A ser guides, tutorials

Remediation
Remediating m AWS-Createliralssue AWS-CreateServiceNowlIncident

Patching Owner Platform types Owner Platform types
Patching workflows Amazon Windows, Linux, MacO5 Amazon Windows, Linux, MacOS

Security
Enfi
AWS-ReleaseElasticlP AWSConfigRemediation-CancelKeyDeletion

Instance management
Tasks for EC2, EBS Owner Platform types Owner Platform types

Amazon Windows, Linux, MacOS Amazon Windows, Linux, MacOS

Disaster recovery and backup
ry, data backup, and

AMI management AWSConfigRemediation- AWSConfigRemediation-ConfigureS3PublicAccessBlock

Manage Windows and Linux AMIg ConfigureS3BucketPublicAccessBlock
Owner Platform types

Self service support workflows Owner Platform types Amazon Windows, Linux
Troubl ing, diagnostics and Amazon Windows, Linux

Resource managemen

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
S



AWS CloudTrail

CloudTrail Event history

Event history (33) info C H Download events ¥ H Create Athena table ‘

Event name v Q, ConsoleLogin Th Zh 12h Custom 1 {E}

Event name Event time User name Event source Resource type Resource ...

ConsoleLogin August 13, 2020, 13:45:47 (UTC-07:00) signin.amazonaws.com

ConsoleLogin August 13, 2020, 10:54:13 (UTC-07:00)
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Oversee risk with AWS Security Hub

aws
~—

AWS Security Hub
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Automated security checks Consolidated, prioritized security findings

Amazon GuardDuty

Amazaon Inspector

Amazon Macie
Run automatic security checks

across your AWS environment
+ Additional AWS services and integrated partner solutions

Take action

Build customized actions and send findings to ticketing, chat, email, or automated remediation systems using
integration with Amazon CloudWatch Events.



Getting ready for an audit
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AWS Audit Manager

AWS Audit Manager
Continuously audit your
AWS usage to simplify
how you assess risk
and compliance

aws
~—

Review, customize,
or create framework
Review prebuilt frameworks
& included controls, customize
an existing framework,
or define your own

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Select a prebuilt
or custom framework
Use a prebuilt framework
or select your customized

framewark to begin

an assessment

Define the scope
of the assessment
Specify the accounts and

services in scope, in a region
for an assessment

Activate assessment
to continuously gather
evidence

Generate
audit-ready reports

Assessment report with
links to evidence

Conduct control reviews,
andfor delegate to resource
owners to validate




AWS Artifact

aws, 255 Services ‘ Q, Search for services, features, blogs, docs, and more [Option+S]

@ Artifact
AWS Artifact > Reports
Reports (104) info
Q. hitrust

Title

¥ 1 match

Reporting period Category

Description

HITRUST CSF Certification Letter - (Amazon
Web Services)

o

June 14, 2022 to Certifications and
current Attestations

This certification, issued by an independent third-part
control baselines to a variety of factors including, but
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Getting started
guidance
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Quick Start - HIPAA reference architecture

! Logging and audit controls :

B85

i CloudWatch S3

NAT gateway NAT gateway

AWS Transit Gateway

https://aws.amazon.com/quickstart/architecture/compliance-hipaa/
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Quick Star

aws
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b=l AWS Cloud

Public subnet

NAT
gateway

10.101.100.0/24

] Private subnet

10.101.0.0/20

] Private subnet

10.101.32.0/20

t - HITRUST

10.100.0.0/16

Availability Zone 1

Production VPC
@] Publicsubnet

NAT NAT
gateway gateway

10.101.101.0/24 10.100.100.0/24

3] Private subnet @] Private subnet

Appinstances

10.101.16.0/20 10.100.0.0/20

6] Private subnet

2

MysaL
main

@] Private subnet

10.101.48.0/20 10.100.32.0/20

NAT
gateway

10.100.101.0/24

6] Private subnet

Appinstances

10.100.16.0/20

5] Private subnet

10.100.48.0/20

Amazon Route 53

AWS Config

AWS CloudTrail

Amazon
CloudwWatch

Amazon 3

AWS Certificate
Manager




GxP continuous compliance
reference architecture

AWS Pre Prod Account AWS Prod Account
K__A KA
= (=N
("] ¥y

Amazon RDS . Amazon ECZ  Amazan ADS

o
Event Fules

Collect resource metsdaty

N

Step Functions

Amazon
DynamaDs
Amassn Guieasight Dashs

Aman
Bucket
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Customer stories
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Event threat detection at CrowdStrike

aws
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G AWS Cloud

AWS CloudTrail Amazon EventBridge

Customer A

B

AWS CloudTrail Amazon EventBridge

All account
CloudTrail events

All account
CloudTrail events

Amazon EventBridge

Amazon SQS

Falcon Platform




Customer testimonials

DNANexus

{Ih Bristol Myers Squibb’

“Data residency in AWS Control Tower adds to
our toolbox of programmatically setting up
guardrails and data controls. As data
regulations evolve, this capability will assist
compliance and help us enable innovation to
serve patients around the world.”

"With AWS, DNAnexus enables enterprises
worldwide to perform genomic analysis and
clinical studies in a secure and compliant
environment at a scale not previously not
possible.”

Richard Daly, CEO, DNAnexus William Taggart, Executive Director, Cloud

Computing and DevOps, Bristol Myers Squibb
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Thank

Dani Traphagen

danitrap@amazon.com
@dtrapezoid on Twitter
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survey in the mobile app




