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Steps we'll take
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Questions we'll answer

What about compliance?
What is security, privacy, and governance?
Why should | care?

What can | do?
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What about compliance?

Forms of compliance What are they about?
PCl Security
FedRAMP Privacy
GDPR Governance and enforcement
GxP Data integrity
HIPAA Logging and monitoring
HITRUST Resiliency and availability
NIST Disaster recovery
SOC Quality control
And many more! And many more!
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Security, privacy,

Security

Safeguarding data from
unauthorized access

Privacy

Access policy of who is allowed,
when, and for what purpose

Governance

Define why we have policies and
monitor for violations
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But why should | care?

Because your customers do

It might be easier than you think



What can | do?
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Step 1: Enable logging everywhere
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Step 2: Least privilege
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IAM Access Analyzer

User ARN arn:aws:iam:: :user/STP212_DemoUser £F)

Path !
Creation time 2022-10-28 10:22 MST

Permissions Groups (1) Tags Security credentials Access Advisor

~ Permissions policies (1 policy applied)
Add permissions

Policy name -

Attached from group

[ STP212_DataClassRestriction

» Permissions boundary (not set)

~ Generate policy based on CloudTrail events

‘You can generate a new policy based on the access activity for this user, then customize, create, and attach it to this role. AWS uses your CloudTrail events 10|

and help us improve the policy generation experience.

€ erois D

Policy last requested

Requested on  2022/11/16 14:30 (MST)

Time period of activity  2022/11/1 14:30 (MST) - 2022/11/16 14:30 (MST)

Status @ Success View generated policy
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IAM Access Analyzer

Generate policy for STP212_DemoUser

Time period and permissions to analyze CloudTrail events

Select time period
& Last| 19 W day(s)

Specific dates
Choose a range of up to 90 days.

Ww CloudTrail access
CloudTrail trail to be analyzed

Specify the CloudTrail trail that logs events for this account

US East (N. Virginia) v Select trail

To analyze this role's access activity, IAM uses the service role below on your behalf to access the specified trail.
Create and use a new service role

© Use an existing service role

AccessAnalyzerMonitorServiceRole_J51KF6SMQ7 View role details (7'

Cancel Generate policy

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
S



IAM Access Analyzer

Review permissions

Review the services and actions we found. For some services, specify the actions.

w Actions included in the generated policy

Service Actions used

CloudTrail DescribeTralils.
CloudWatch DescribeAlarms.

CloudWatch Logs DescribeMetricFilters.

ListTables, DescribeTimeTolLive, ListTagsOfResource, DescribeContinuousBackups,

DynamoDB
yna DescribeTable, ListContributorinsights, DescribeGlobalTable, ListBackups.

DynamoDBAccelerator DescribeClusters.
EC2 DescribeAccountAttributes.

GetIntelligentTieringConfiguration, GetAccelerateConfiguration, GetBucketTagging,
ListAllMyBuckets, GetBucketPolicyStatus, GetBucketOwnershipControls,
GetBucketVersioning, ListMultiRegionAccessPoints, GetStoragelLensDashboard,
GetBucketRequestPayment, GetStoragelLensConfiguration,
GetBucketObjectLockConfiguration, GetAccountPublicAccessBlock,
GetBucketPublicAccessBlock, GetBucketWebsite, GetBucketAcl, GetBucketPolicy,
GetBucketLogging, ListAccessPoints, GetBucketNotification,
GetEncryptionConfiguration.
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IAM Access Analyzer

User ARN arn:aws:iam:: :user/STP212_DemolUser F'B
Path !

Creation time 2022-10-28 10:22 MST

Permissions Groups (1) Tags Security credentials Access Advisor

« Permissions policies (2 policies applied)

Add permissions

Policy name ~

Attached directly

Generated-Policy_QbLXJur358

Policy summary Edit policy
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Step 3: Measure & enforce
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Defining compliance

I ?\1
What does compliance mean to you?
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Now enforce and measure it
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Go build your foundation

Enable AWS CloudTrail everywhere

Implement least-privilege with AWS IAM Access Analyzer

Measure and enforce with AWS Config

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
N7



Resources

How you can use AWS to
improve logging blog

AWS Config Conformance Packs
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AWS IAM Access Analyzer

AWS Startup Security Baseline



Thank you!

Steven Poelstra Conor Colgan
poelss@amazon.com colgc@amazon.com
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Please complete the session
survey in the mobile app




